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Digital Identity has grown separately in IMS and Internet. While the one offers walled garden 23 
services the other is focused on openness and third party integration. However, for future 24 
Telco-business an inter-working of IMS and Internet is needed. A methodology where real 25 
use cases are used shows the benefits for operators, SPs and end-users by bridging these 26 
two worlds. These use cases cover the exposure of IMS authentication to Web services, 27 
exposure of Web federations to IMS networks and exposure of IMS resources to Web 3

rd
 28 

parties. In an IMS domain, for SSO, SAML assertions are conveyed in SIP messages. In a 29 
multi-domain world, the SSO solution is based on a GAA/GBA solution. For attribute sharing, 30 
LAP ID-WSF messages are used. When a Web Service Provider (WSP) exposes user data 31 
being retrieved from the IMS a resolution of the mapping between the SAML identifier and the 32 
IMPU is needed. The working assumption is that the user experience should be seamless 33 
while keeping attention to security and privacy. The main findings and conclusions is that no 34 
new technologies are needed. It is enough for IMS and DigId technologies to complement 35 
each other. The technical details are explained in the annexes. 36 
 37 
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1 Introduction  86 

These days it is agreed that Identity Management (IdM) is a crucial component in a service 87 
environment although the term identity is perceived differently in different domains. This is 88 
true especially between the Internet and the telco domain where fundamental differences 89 
could be identified. In the Internet environment, an identity is usually associated with a 90 

username, while in the telco domain an identity is, for example, an access customer.  91 
 92 
Family members using the same fixed line telephone cannot truly be provided with personal 93 
services since the users simply cannot be differentiated. On the other hand, users of classic 94 
telco services like voice, fax and SMS do not need to handle and maintain passwords, since 95 
they are authenticated by the network. In fact, they already have seamless access.  96 
 97 

Both the Internet and the telco-world have evolved their own identity solutions, protocols and 98 
frameworks, because they have grown separately. On the way from the Plain Old Telephony 99 
System (POTS) to the Next Generation Network (NGN) the telco community developed and 100 
standardized the IP Multimedia Subsystem (IMS) as a framework to describe the 101 
implementation of telco services based on the Internet Protocol (IP). Although IMS standards 102 
foresee the development of advanced identity mechanisms, they still specify a separated and 103 
rather closed world. Therefore, interoperability between the Internet and IMS is still an issue 104 
and there is a growing need for inter-working. Telcos develop Application Programming 105 

Interfaces (APIs) to offer their assets to the Web community or to a 3rd party service provider. 106 
Furthermore, they implement complex service scenarios containing Internet and telco 107 
elements. 108 
 109 
The Liberty Alliance Project Telecommunications Special Interest Group (LAP Telco SIG) 110 
works towards bridging those different worlds in order to enable convenient and seamless 111 
service usage while maintaining security and privacy for the user. The capabilities that LAP 112 

federated IdM technology add to IMS for authentication and user data exchanges have a 113 
positive influence for the telecom operator. Aided by these capabilities, telco operators can 114 
manage their current business in a more efficient way. New business opportunities will also 115 
arise that could generate new revenues. 116 
Instead of proposing yet another framework the target of this white paper is to identify the 117 
potential to leverage existing technologies and standards. The main focus is on Liberty 118 
Identity Web Services Framework (ID-WSF) and Security Assertion Markup Language 119 

(SAML) on the one side and 3GPP IP Multimedia Subsystem (IMS) on the other. The 120 
leveraging of other standards, such as OpenID, is out of the scope of this white paper. 121 
 122 
In this paper we introduce examples of inter-working on the cross-roads of the Internet and 123 
telco domain. Different approaches to seamless authentication and service usage as well as 124 
attribute exchange across domains are discussed motivated by business requirements and 125 
illustrated through use-cases. We briefly introduce the related technical specifications and 126 
standards and provide the details in a technical annex.  127 

This paper is the first step of the SIG Telco to bundle identity issues that are relevant to the 128 
telecommunication industry. 129 

2 Problem Statements  130 

Both IMS and Web frameworks have to provide authentication and authorization services. 131 
Both frameworks need to answer questions like: ñWho are you? Are you authorized for this? 132 

Where are you coming from? éò Nevertheless, while they must answer the same class of 133 
questions, the chosen identity models are quite different.  134 
 135 
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1. Root of identity: IMS's identities are traditionally based on a reachable address (ex: 136 
telephone number or sip address) when most Web applications expect identity to be a 137 
pointer on some form of user profile (e.g. LDAP DN, User-ID, Customer number).  138 

2. Source of identity: IMS's identities are mostly provided by some form of trusted element 139 

on the networks (e.g. mobile SIM/ UICC card) where Web applications identities are 140 
created at server level, and are mapped to the device through a network session (TCP) or 141 
through some form of application session (e.g. cookies, session-ID). 142 

3. Connectivity model: IMS devices will rarely connect directly to a given application.  143 
Typically they pass through intermediaries (SIP proxy). On the other hand, for Web 144 
applications intermediaries are limited to network equipments and are invisible from the 145 
application. 146 

 147 

IMS identities were base on the assumption that everything runs inside a well contain and 148 
trusted environment. Alternatively, modern Web applications are designed upfront with the 149 
assumption that the Internet cannot be trusted. In IMS one sticks one or a few IMPU (IP 150 
Multimedia Public Identity) inside a device's SIM card/UICC (Universal Integrated Circuit 151 
Card), and then exports those IMPU to every application. When on the Internet each 152 
application has its own identity for a given user. The direct result is that in IMS there is no 153 
ñSingle Sign-On (SSO)ò issue.  However, because of the exported ñpublic identityò (e.g. a 154 

unique TELURI or SIPURI) a strong privacy constraint is inherited preventing the leveraging 155 
of 3rd parties services. 156 

On the Internet SAML2/Liberty solved the ñSingle Sign Onò issue. Internet applications now 157 
have a working model to address both usability (seamless end-user experience), and privacy 158 
handling.  Alternatively, IMS and telcos in general had a tradition of handling everything in a 159 
closed and self contained circle of trust. Until recently IMS and telcos were in a position to 160 
largely ignore the external world. Privacy was well considered and óprotectedô as nothing was 161 
sent out to external 3rd parties. In such a closed world providing users with a smooth 162 

experience was almost simple. Nevertheless today people agree that leveraging to external 163 
services is a ñmust haveò feature. Telcos like many other players of the industry (ex: TV) 164 
need to find a way to leverage this to external services providers. 165 

3 Business perspectives  166 

It is obvious that both IMS and Web will continue to co-exist for some time. While full 167 

convergence may occur in the long term future, operators need a working solution to leverage 168 
both technologies sooner to make this co-existence seamless to customers. If we look at a 169 
global mobile communication world, we can divide it into two parts: 170 

Internal vs. external services (South - North): Internal services are very secure and get a 171 
very fine grain visibility on customer profile (e.g. presence, geo-location, pre/post paid), but 172 

these services are time consuming and expensive to develop. Furthermore, it is harder each 173 
day for operators to impose new services (e.g. instant messaging, social networking) in a 174 
walled-garden approach, without taking into account external services and communities. 175 
External services on the other hand are moving at Internet appropriate speeds to respond to 176 
customer demands. Nevertheless, these external services are often not trusted and as a result 177 
rarely get access to customers' Telecom internal profile. 178 

IMS vs. Web protocols (West - East): If we spend time arguing the pro/cons of each 179 
protocols stack, it is very clear that customers are not interested in which protocol a given 180 

service uses. They simply want a seamless and fully transparent zapping experience from one 181 
to the other. Most people agree that Web protocols are best suited for user graphical interface 182 
and easier to integrate for external service providers, While IMS, on the other hand, has a 183 
smarter method to handle multimedia real-time streams and is better designed to interoperate 184 
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with operatorsô backbones and thus get better access to customer dynamic profiles (e.g. 185 
presence). 186 

 187 

Figure 1: Zones of Services 188 

The global picture of mobile communication as sketched in Figure 1 is split by two axis and 189 
we get 4 zones of services. In these, the directions: 190 

South -> North: represents Telecom giving 3rd parties services access to their customers. 191 
While this access needs to be seamless to end-users, it is understood that the level of trust and 192 
control within 3rd parties is lower than for internal services imposing strong privacy 193 
protections. 194 

North -> South: either a 3rd party service leverages telco internal customer information (e.g. 195 
presence, billing) or external users (non-customers) accessing some internal services (e.g. a 196 
photo services that your friends/family can see even when they are coming from another 197 
operator). 198 

West -> East: IMS is accessing a Web service. 199 

East -> West: A Web service is initiating an IMS service (e.g. starting a media streaming). 200 

While Web applications operators have an answer to address 3rd party services outside of an 201 

operator trusted domain through Liberty/SAML 2.0 (South-North), they have nothing to 202 
address this issue  in IMS; additionally, they have no options for IMS/Web (West-East) 203 
interoperability. This paper addresses the IMS North-South issues by demonstrating how 204 
SAML 2.0 assertions can be embedded inside SIP protocol messages without significant 205 
impact on the IMS network. On the West-East axis it is shown how to leverage internal IMS 206 
attributes from 3rd Web applications. 207 
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The capabilities that LAP federated identity management technology adds to IMS for 208 
authentication and user information exchange, as well as for service components interaction 209 
on protocol layer  among the HTTP and SIP services worlds, have a positive influence in a 210 
number of operator business areas as follows: 211 

Increased effectiveness in managing their current business: 212 

 Network operation simplification;  The standardization efforts for creating a simpler 213 
network to manage (all-IP, all-packet, one converged switch, one converged user-214 
centric DB) are nicely complemented in the architecture by having user-centric access 215 
control functions, such as authentication and authorization for all services and 216 
network accesses. LAP mechanisms integrated with IMS and core network 217 
technologies provide an effective way of implementing subscriber-centric functions 218 
as they unify the exposure of those to all applications by utilizing widely accepted 219 

and standard application developers techniques.  220 
o The operator business case for this is measured mostly in terms of Operating 221 

Expenditure (OPEX) reduction by the ability to centralize operations on 222 
consolidated subscriber-centric infrastructure in the network. Over time, a 223 
simpler network containing those functions also delivers Capital Expenditure 224 
(CAPEX) savings by reducing the number of network nodes necessary to be 225 
deployed as compared to a service silo situation. 226 

 Fast Service Launch; A Service Creation Environment (SCE) that leverages mostly 227 
on operatorsô network capabilities and provides optimal service management routines 228 
requires a combination of IMS (mostly SIP technology based) and SDP (mostly 229 
HTTP technology based) capabilities. Additionally, for that SCE to be fully 230 
horizontal across applications and accesses, some common support functions shall be 231 
shared by the SDP and IMS enablers. Among those users identity and data 232 

management is the key. The utilization of LAP mechanisms bridges IMS and HTTP 233 
capabilities, and also enables the use of common federated user identity management 234 
functions in that service creation environment.  Utilization of LAP mechanisms also 235 
enables formatting IMS information in terms of HTTP and offers unified HTTP-236 
based application integration mechanisms for all services. 237 

The operator business case for this scenario is measured mostly in terms of OPEX reduction 238 
average time and efforts to integrate a new application and launch a new service. 239 

Enabling new revenue generation and new business opportunities: 240 

 New business models; once a userôs identity, personal and content information is 241 

exchanged through standard mechanisms across the Internet, service delivery value 242 
chains are opened.  This opening enables creativity for new business models, as 243 
technology issues become less complex and less expensive. Among possible new 244 
business roles, the role of the Identity Provider (IdP) is crucial to the retention of 245 
current ownership of your final customer.  Additionally, the IdP role can serve as a 246 
building block towards achieving other roles such as security provider, attribute 247 
provider and/or payment provider. Operators can become brokers in the Internet for 248 

other businesses through exploitation of some of their existing assets with regard to 249 
Business to Consumer (B2C) Telecom services delivery.  250 

o The operator business case in this scenario is measured mostly in terms of 251 
new revenues through services commission (brokerage) and has some 252 
strategic impact in terms of customer loyalty and marketed values of their 253 
consumer-facing commercial brands 254 

 255 
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 Increased service usage; enriching customer experience of services and increasing 256 
the ability to be reachable by a critical mass of services are ways to increase the 257 
Average Revenue per User (ARPU). Exposing the network user-centric views and 258 

context information to applications is the key to achieving these improvements. 259 
Finding the right data model to be exposed to applications through operator network 260 
information bits, and perhaps other actors too, involves maximizing reach ability for 261 
many "raw" data sources.  This can be achieved through distributed infrastructures 262 
inside and outside operators.  Choosing the appropriate data model depends on the 263 
business model that is used for delivering final user services, and both internal and 264 
external federation capabilities such as those in LAP specifications are key 265 

mechanisms to be able to share that data across infrastructure domains. 266 
o The operator business case for this is measured mostly in terms of new 267 

revenues for ARPU increase, and to some extent in reduction of churn 268 
through current improvement of customer services experience. 269 

Personalization of End User's Services; Knowing the customer by any consumer facing brand 270 
such as the Telecoms operator becomes a key strategic activity, especially in saturated 271 
markets. Tailoring applications based on user preference significantly improve the userôs 272 
experience and will increase customer loyalty. Context information and user attributes 273 

contribute to personalizing services provided by Business Support Systems (BSS). LAP 274 
mechanisms integrated with IMS and other network DBs as well as network nodes containing 275 
dynamic information on user behavior and service rendering enable exposure of aggregated 276 
meaningful data models that can be easily integrated with many profiling applications. These 277 
mechanisms can be easily added and changed at a low cost as they use ófriendlyô application 278 
integration technologies and main stream (low cost) Web services mechanisms. 279 

The operator business case can only be measured in 2 ways:  280 

 Indirectly in terms of improvements in the evolution of customer loyalty/churn rates;  281 

and  282 

 Strategically in terms of improvements in their consumer brand value. 283 

These capabilities being used by operators in turn provide some benefits to end-users and 284 
other service providers as:  285 

End-Users:  286 

 Higher security and privacy protection; The ability to reuse the network 287 

embedded security mechanisms of operators for user interactions with all services 288 
inside the operator realm and across the Internet increases the level of security 289 
and privacy protection compared to what exists today. As well as enabling end-290 
users to utilize a transaction broker brand like an operator that is trustable and that 291 
can legally be responsible for the security level involved in the transaction. 292 

 Richer services experience; The ability to exchange more information across 293 

and combine service capabilities among operators and other service providers will 294 
offer end-users with a larger variety of services as well as richer service 295 
experiences across various terminals and access networks, with a common service 296 
look and feel, with personalization and having the service delivery adapted and 297 
optimized for the end-user contextual situation in real-time. 298 

299 
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Service Providers:  300 

 Focus on core business; The ability to exchange capabilities in an interoperable 301 
and secure manner opens up value chains and provides more opportunities for 302 

final service providers to outsource some of these capabilities to new business 303 
mediation actors. So focus can be on their truly core business processes, therefore 304 
saving costs and getting a more competitive edge through more dedication to their 305 
business differentiation. 306 

 Utilization of richer and wider delivery channels; Networks with enriched 307 
capabilities from operators that become easily accessible to service providers 308 

widen significantly the distribution channel of any service. This is as end-users 309 
move more of their daily interactions to the online world and become more and 310 
more mobile and multi-terminal in all their services usage. Additionally, some of 311 
those capabilities are quite unique in terms of information available within a 312 
network operator domain. So, it becomes also a much richer service delivery 313 
channel compared to existing ones and so allowing the service provider to build 314 
additional service differentiation. 315 

 316 

4 Use-Cases 317 

This section presents concrete use-cases illustrating inter-working between IMS and Web 318 
worlds as introduced in the previous section. While the first coming use-case is more related 319 
to IMS in mobile operators' context, the next ones apply to both fixed and mobile contexts. 320 

 321 

4.1 Exposure of Authentication from IMS to Web  322 

The following use-case illustrates how we seamlessly expose the IMS authentication done 323 
within the operator domain to access a Web application provided by an external party on the 324 
Internet ("South-West->North-East" direction as depicted in chapter 3). This enables the 325 
provision of a consistent and efficient user experience, wherever the resource is stored and 326 

independent of the current type of network connection. 327 

 328 
Figure 2: Photo-sharing use-case illustrating Single Sign-On from IMS to Web. 329 

 330 
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1. User-A has an IMS voice communication with User-B. 331 
2. In the middle of the communication User-A is willing to share a photo located on his 332 

Internet photo service and thus decides to access to this Internet service in order to 333 
retrieve that photo. 334 

3. User-A is seamlessly authenticated to his photo service (not provided by the telco 335 
operator) thanks to the re-use of its IMS authentication. He can select the photo to 336 
download to his mobile phone. 337 

4. User-A shares the downloaded picture with User-B through the IMS content sharing 338 
service. 339 

5. User-B sees User-A's photo. 340 
 341 
The key benefits of this use-case are: 342 

Á Both users are provided with a consistent user experience without entering any 343 
credentials. 344 

Á Users are able to seamlessly utilize resources that not only are outside of IMS (Web 345 
photo service) but also outside of the operator's domain (independent third-party service 346 
provider). 347 

Á Operator does not have to disclose the users real IDs to third-party.  Instead they provide 348 
their strong SIM authentication service towards originally much weaker security. 349 

The technical details of this use-case are described in section 5.1. 350 

4.2 Exposure of Web Federations to IMS Networks 351 

The second use-case emphasizes the security and privacy concerns of the telecom operators 352 
when integrating IMS services provided by third-parties (both "South->North" and "North-353 
>South" directions mixing IMS and Web domains as depicted in chapter 3). In the given case, 354 

the operator does not disclose user's real IDs (ie phone number) to third-party applications. 355 

 356 

 357 
Figure 3: Ads website (provided by a third-party) use-case illustrating consistent user-358 

experience in both Web and IMS contexts as well as privacy concerns. 359 
 360 

1. User-A wants to sell an item through an online ads website. Before posting his 361 
advertisement, User-A needs to create an account at that site. He can either fill in all 362 
the requested information or opt for a one-click privacy-enabled registration, 363 
leveraging existing partnership between his telecom operator and this third-party 364 
website. 365 

2. User-A chooses the one-click process and is requested to authenticate with his 366 
telecom operator (acting as an Identity Provider) in order to federate accounts. During 367 
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this process, the telecom operator will provide an alias instead of real user IDs (i.e. 368 
phone number). The benefit for users is that the website cannot publish User-A phone 369 
number as it does get it. The website only relies on aliases provided by the telecom 370 
operator in order to reach users. 371 

3. User-A can now edit and then post his new ad. Depending on his preferences, "click 372 
to call" / "click to contact" buttons are automatically added in order to reach him by 373 
phone, instant messaging or email, this without revealing his real IDs (either fixed or 374 
mobile phone number, email address, é). 375 

 376 
Other users can now search and access to this new ad through the ads website. 377 
A. User-B is browsing on this ads site and is interested by User-A's ad. 378 
B. In order to get more information, User-B clicks on the "click to call" button to initiate 379 

a phone call with User-A. 380 
C. The ads service acts as an intermediary in order to bootstrap the connection between 381 

User-B and User-A based on the alias. 382 
D. This call is automatically routed to the right device for User-A either fixed or mobile 383 

(thanks to the telecom operator infrastructure) and the telecommunication is 384 
established between User-A and User-B. 385 

 386 

 387 
The key benefits of this use-case are: 388 
Á Users are provided with a consistent user experience when accessing third-party Web 389 

and IMS services, while preserving privacy and security aspects. 390 
Á The operator does not need to disclose the users' real IDs. 391 
Á Users can be identified in a consistent way from both IMS and Web worlds. 392 

The technical details of this use-case are described in section 5.3. 393 

4.3 Exposure of IMS resources to Web third-parties 394 

This use-case shows how third-party Web sites can leverage IMS resources (e.g.: presence) 395 
exposed by the telecom operator to offer an enriched experience ("North-East->South-West" 396 
direction as depicted in chapter 3). 397 

 398 
Figure 4: Exposure of IMS presence and messaging capabilities to Web third-parties. 399 

 400 


