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Abstract:

This document aims to precisely describe requirements and use cases in which Identity
Providers affiliated with users are efficiently presented to the user, with an IdP Selector
Agent or not.

This Market Requirements Document (MRD) has been developed by the 1dP Selector
subteam of Liberty Alliance to capture the business requirements for 1dP Selection. Liberty
Alliance is making this MRD publicly available to the industry at large for review and
consideration. This publication does not constitute a commitment by Liberty Alliance,
explicit or implied, to develop technical specifications in full compliance with the
requirements herein, now or in the future.
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Alliance to determine whether an appropriate license for such use is available.

Use of certain elements of this document may require licenses under third party intellectual
property rights, including without limitation, patent rights. The Sponsors of and any other
contributors to the Liberty Alliance Publication are not and shall not be held responsible in
any manner for identifying or failing to identify any or all such third party intellectual
property rights. This Liberty Alliance Publication is provided "AS IS," and no participant in
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implied warranties of merchantability, non-infringement of third party intellectual property
rights, and fitness for a particular purpose. Those who are interested in additional Liberty
Publications are advised to review the Liberty Alliance Project's website
(http://www.projectliberty.org/) for information concerning any Necessary Claims
Disclosure Notices that have been received by the Liberty Alliance Management Board.

Copyright © 2007-2009

Activldentity, Trent Adams, Adetti, Adobe Systems, AOL, BEA Systems, Berne, University
of Applied Sciences, Gerald Beuchelt, BIPAC, John Bradley, British Telecommunications
plc, Hellmuth Broda, Bronnoysund Register Centre, BUPA, CA, Canada Post Corporation,
Center for Democracy and Technology, Chief, Information Office Austria, China Internet
Network Information Center (CNNIC), ChoicePoint, Citi, City University, Clareity
Security, Dan Combs, Computer & Communications Industry Association, Courion
Corporation, Danish Biometrics Research Proj. Consortium, Danish National IT and
Telecom Agency, Deny All, Deutsche Telekom AG, DGME, Brian Dilley, Diversinet Corp.,
Drummond Group Inc., East of England Telematics Development Trust Ltd, EIfEL,
Electronics and Telecommunications Research Institute (ETRI), Engineering Partnership in
Lancashire, Enterprise Java Victoria Inc., Entr'ouvert, Ericsson, Evidian, Fidelity
Investments, Financial Servcies Technology Consortium (FSTC), Finland National Board of
Taxes, Fischer International, France Telecom, Fraunhofer-Gesellschaft, Fraunhofer Institute
for Integrated Circuits 11S, Fraunhofer Institute for Secure Information Technology (SIT),
Fraunhofer Institut for Experimentelles Software Engineering, Fugen Solutions, Fujitsu
Services Oy, Fun Communications GmbH, Gemalto, Giesecke & Devrient GMBH, Global
Platform, GSA Office of Governmentwide Policy, Healthcare Financial Management
Association (HFMA), Health Information and Management Systems Society (HIMSS),
Helsinki Institute of Physics, Jeff Hodges, Hongkong Post, Guy Huntington, Imprivata,
Information Card Foundation, Institute of Bioorganic Chemistry Poland, Institute of
Information Management of the University, Institut Experimentelles Software Engineering
(IESE), Intel Corporation, International Institute of Telecommunications, International

Liberty Alliance Project

3


http://www.projectliberty.org/

78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103

104

105
106
107
108
109
110
111

Liberty Alliance Project Version: 1.0
Liberty IdP Selector MRD

Security, Trust and Privacy Alliance, Internet2, Interoperability Clearinghouse (ICH),
ISOC, Java Wireless Competency Centre (JWCC), Kantega AS, Kuppinger Cole & Partner,
Kuratorium OFFIS e.V., Colin Mallett, Rob Marano, McMaster University,
MEDNETWorld.com, Methics Oy, Mortgage Bankers Association (MBA), Mydex,
National Institute for Urban Search & Rescue Inc NEC Corporation, Network Applications
Consortium (NAC), Neustar, Newspaper Association of America, New Zealand
Government State Services Commission, NHK (Japan Broadcasting Corporation) Science &
Technical Research Laboratories, Nippon Telegraph and Telephone Company, Nokia
Corporation, Nortel, NorthID Oy, Norwegian Agency for Public Management and
eGovernment, Norwegian Public Roads Administration, Novell, NRI Pacific, Office of the
Information Privacy Commissioner of Ontario, Omnibranch, OpenlAM, Oracle USA, Inc.,
Organisation Internationale pour la Sécurité des Transactions Electroniques (OISTE), Oslo
University, Our New Evolution, PAM Forum, Parity Communications, Inc., PayPal, Phase2
Technology, Ping Identity Corporation, Bob Pinheiro, Platinum Solutions, Postsecondary
Electronic Standards Council (PESC), Purdue University, RSA Security, Mary Ruddy,
SAFE Bio Pharma, SanDisk Corporation, Shidler Center for Law, Andrew Shikiar, Signicat
AS, Singapore Institute of Manufacturing Technology, Software & Information Industry
Association, Software Innovation ASA, Sprint Nextel Corporation, Studio Notarile
Genghini-SNG, Sunderland City Council, SUNET, Sun Microsystems, SwissSign AG,
Technische Universitat Berlin, Telefonica S.A., TeleTrusT, TeliaSonera Mobile Networks
AB, TERENA, Thales e-Security, The Boeing Company, The Financial Services
Roundtable/BITS, The Open Group, The University of Chicago as Operator of Argonne
National Laboratory, TRUSTe, tScheme Limited, UNINETT AS, Universidad Politecnica
de Madrid, University of Birmingham, University of Kent, University of North Carolina at
Charlotte, University of Ottawa (TTBE), U.S. Department of Defense, VeriSign, Vodafone
Group Plc, Web Services Competence Center (WSCC), Zenn New Media

All rights reserved.

Liberty Alliance Project

Licensing Administrator

c/o IEEE-ISTO

445 Hoes Lane

Piscataway, NJ 08855-1331, USA

Liberty Alliance Project

4



112

113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154

Liberty Alliance Project Version: 1.0
Liberty IdP Selector MRD

Table of Contents
L INEFOAUCTION ...ttt b et bbb et 7
1.1 Selection OF the TUP .......oveeeeece e 7
1.2 Authentication of the PrinCipal ..o 7
1.3 Access of the PrinCipal t0 the SP ... 7
P O0] 4 1= q STV PPN 8
B USE CASES. ..tttk ettt et £ R e R e e R £ Rt Rt e R et e b b et e b e e e nens 9
3.1 Assisted Discovery of Identity Provider Based on Preferred IdP (Principal and SP
Negotiate WHICh 1dP 10 USE) .......coiiiiiiiieiisieeiee s 9
311 MaiIN DESCIIPLION ....vvivieiiisie e 9
3.12 BUSINESS JUSEITICALION......coviiiiiiieicec e 9
3.13 DELAIIS ... 9
3.2 Assisted Discovery of Identity Provider in Case of Non-Existence of Preferred 1dP
(Principal and SP Negotiate Which 1dP t0 USE).......ccccvvvviiireiiieecesesesesie e 10
3.2.1 MaiN DESCHPLION ...vveiieieieiee et se e nn e 10
3.2.2 BUSINESS JUSITICALION......c.eiiieiiiiiieeistee e 10
3.2.3 DLAIIS ... 10
3.3 Usage of Network-Authentication (Principal and SP Negotiate Which IdP to Use).11
3.3.1 MaiN DESCHPLION ...vvivieieieieieiet ettt 11
3.3.2 BUSINESS JUSITICALION......c.viiiiiiiiiiieisee e 11
3.3.3 DLAIIS ... 11
3.4 Usage of Authentication Context to Discover the IdP (Principal and SP Negotiate
WHICH 1P 10 USE) ...ttt 12
34.1 MaiN DESCHIPLION ...cvvivieieieiee e 12
3.4.2 BUSINESS JUSITICALION......c.viiiiiiiiiiiecstee e 12
3.4.3 DLAIIS ... s 12
3.5 Usage of Assurance Level to Discover the IdP (Principal and SP Negotiate Which
TAP 10 USE) ..ttt ettt ettt ettt et n e 12
351 MaIN DESCHIPION ...vevtiieieieeeeee et 12
35.2 BUSINESS JUSITICALION......c.eiiiieiiiieciecsiee e 13
353 DLAIIS ... et 13
354 13
3.6 Usage of Attributes or Claims Validation to Discover the IdP (Principal and SP
Negotiate WHICh IAP £0 USE) ......coiveiiiiieieeseieese et 13
3.6.1 Y Tl D= o ] o] (o] o PSS 13
3.6.2 BUSINESS JUSEITICALION......c.veiiiiiiiieiiecsiee e 13
3.6.3 D=1 1] 14
3.7 Usage of an IdP Selector Agent (Principal and SP Negotiate Which IdP to Use) .....14
3.7.1 MaiN DESCIIPLION .....cuitiieeieree e 14
3.7.2 BUSINESS JUSHITICALION......cveiiiiiieiesieisieie e 14
3.8 The IdP Takes Control of the ISA User Interface (Principal Authenticates with IdP)15
3.8.1 MaiN DESCIIPLION .....cviiiiiieieeee e 15

Liberty Alliance Project

5



155
156
157
158
159
160
161
162
163
164
165
166
167

Liberty Alliance Project Version: 1.0
Liberty IdP Selector MRD

3.8.2 BUSINESS JUSEITICALION.......cciviiiiiiiie ittt 15
3.8.3 D51 =Y SR 16

3.9 The User is Authenticated with an IdP at an SP and Needs to Authenticate with
Another IdP Temporarily (Principal Authenticates with IdP) ...........ccccceeviiiienienne. 16
3.9.1 MaiN DESCHIPLION ...cvviviiieieieeete et 16
3.9.2 BUSINESS JUSEITICALION.......cccviiieiiiie it s 16
3.9.3 <] F= Y1 S 16
4 REQUITEIMEINTS ...ttt b bbbt b bbbt bbb 18
5 GIOSSANY TEIIMS ...ttt bbb bbbttt bbb 20
5.1 1dP SElECIOr AQENL ......ecvieiieiiciieeeeee e 20
B2 BB A e e et e e b 20
(O R ] (] =] 10RO PRT 21

Liberty Alliance Project

6



168

169
170

171
172
173

174

175
176

177

178
179
180
181

182
183

184

185

Liberty Alliance Project Version: 1.0
Liberty IdP Selector MRD

1 Introduction

The authentication of a Principal by a Service Provider (SP) follows a chronology relying on
three intangible main steps:

1. Selection of the 1dP
2. Authentication of the Principal

3. Access of the Principal to the SP

1.1 Selection of the IdP

This first step leads to a user friendly determination of the best IdP to use to authenticate the
Principal. It can be done:

a) directly on the SP User Interface (Ul) or
b) with the help of an IdP Selector Agent (ISA).

1.2 Authentication of the Principal
When the authentication is done directly on the SP User Interface (Ul), the problem is solved
by http redirection. When the authentication is done with the help of an 1dP Selector Agent

(ISA), the behavior of the ISA must follow generic rules to communicate with the SP and the
IdP.

1.3 Access of the Principal to the SP

This third step is triggered when authentication is started from the SP.
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2 Context

When a user wants to access a personalized service at an SP, he must first authenticate. The
number of Identity Providers is growing, and the choice of one of them can be complicated
for a user.

A few initiatives, including OpenID v2, JanRain, the common domain cookie (Liberty and
SAML), the LECP (Liberty) or ECP (SAML) and identity selectors (CardSpace, Higgins,
JanRain, etc.) , try to resolve the choice of the Identity Provider by providing the Service
Provider a means to determine the IdP that can authenticate the user.

Some of these initiatives (e.g., identity selectors) don’t take into consideration specific
authentication means (implicit authentication, strong authentication, etc.).

See [LibertyGlossary] for definitions of the acronyms used in this document that are not
defined in Section 10.
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3 Use Cases

3.1 Assisted Discovery of Identity Provider Based on
Preferred IdP (Principal and SP Negotiate Which IdP to

Use)

3.1.1 Main Description

The goal of this UC is to guide the Principal through the authentication phase when the
Principal has described his preferred IdPs.

3.1.2 Business Justification

SP ability to support multiple 1dPs with priority or preferences set by Principal.
IdP ability to extend its exposure toward more SPs.
Principal ability to define a preferred IdP for his convenience.

3.1.3 Details

Title/ID

Assisted Discovery of Identity Provider Based on Preferred IdP

Pre conditions

1. SP can delegate the authentication to many IdPs, and among them
IdP A and IdP B.

Principal has an identity at IdP A and 1dP B.

SP is able to detect IdP A as the preferred IdP for Principal.

SP does error handling.

LNAEN

Constituents

Principal, IdP A, 1dP B, SP

Use case

1. Principal is browsing SP and want to access a personalized zone.

2. SP detects that IdP A is the preferred I1dP for Principal, and that
IdP A is in its list of potential IdPs.

3. 'SP requests IdP A to authenticate Principal.

4. 1dP A authenticates Principal and returns an assertion to SP.

Alternate course
of action 1

This alternate course of action begins at step 4 of the main Use Case.
4. Authentication is not possible with IdP A.

5. 1dP Areturns a failed message to SP.

6. SP does not authorize the Principal to access the requested
personalized zone.

Post condition 1

Principal is not authenticated and his claim to access is rejected.

Alternate course
of action 2

This alternate course of action begins at step 6 of alternate course of
action 1.

4. SP detects that IdP B is able to authenticate Principal.

5. SPrequests IdP B to authenticate Principal.

6. 1dP B authenticates Principal and returns an assertion to SP.

Post condition 2

Principal is authenticated at IdP B and enters his personalized zone at

Liberty Alliance Project
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SP.

3.2 Assisted Discovery of Identity Provider in Case of Non-
Existence of Preferred IdP (Principal and SP Negotiate
Which IdP to Use)

3.2.1 Main Description

The goal of this UC is to guide the Principal through the authentication phase when the
Principal has NOT described his preferred 1dPs. In this case, the SP sets its own priorities for
the IdP selection, and can filter potential 1dPs, or ask the Principal directly for an IdP name.

3.2.2 Business Justification

SP ability to present or order potential 1dPs according to its business priorities.

3.2.3 Details

Title/ID

Assisted Discovery of Identity Provider in Case of Non-Existence of
Preferred IdP

Pre conditions

1. SP can delegate the authentication to many IdPs, and among
them IdP A, B... Z).

2. Principal has an identity at 1dP A and IdP B.

3. SP does error handling.

Constituents

Principal, IdP A, B...Z , SP

Use case

1. Principal is browsing SP and want to access a personalized zone.

2. SP shows a list of all the potential 1dPs (A, B...Z) accepted by SP
and asks Principal to choose.

3. Principal chooses IdP A.

4. SP requests IdP A to authenticate Principal.

5. 1dP A authenticates Principal and returns an assertion to SP.

post condition

Principal is authenticated with IdP A and can access his personalized
zone.

Alternate course
of action 1

This alternate course of action begins at step 2.

2. SP shows Principal a selected sub-list of IdPs (e.g. most relevant
based on Principal IP@...).

3. Principal chooses IdP A.

4. SP requests IdP A to authenticate Principal.

5. 1dP A authenticates Principal and returns an assertion to SP.

Post condition 1

Principal is authenticated with IdP A and can access his personalized
zone.

Alternate course
of action 2

This Alternate course of action begins at step 2 of the main Use Case.
2. SP shows an additional text field/search box where Principal can
type the name of IdP.

Liberty Alliance Project
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3. Principal enters “idpA.com”.

4. SP uses a standardized mechanism to identify the IdP based on
the text entry (e.g. IdP A).

5. SPrequests IdP A to authenticate Principal.

6. 1dP A authenticates Principal and returns an assertion to SP.

Post condition 2

Principal is authenticated with IdP A and can access his personalized
Zone.

3.3 Usage of Network-Authentication (Principal and SP
Negotiate Which IdP to Use)

3.3.1 Main Description

The goal of this UC is to allow a Principal to seamlessly access a personalized zone in one
SP without any explicit additional authentication by using the authentication given by the

network provider.

3.3.2 Business Justification

Ability for Principal to request the use of a network authentication to access a personalized

zone at an SP.

Ability for a network provider to extend its exposure toward more SPs.

3.3.3 Details

Title/ID

Usage of Network Authentication (e.g., GBA, reverse DNS
resolution)

Pre conditions

1. Principal has an identity at IdP A, 1dP B.

2. 1dP A does network authentication.

3. SP has a relationship with IdP A and IdP B.

4. Principal has indicated to SP beforehand to use his network
authentication for accessing the personal zone at SP.

5. Principal uses the network (IdP A) to access SP.

Constituents

Principal, IdP A (network provider), IdP B, SP

Use case

1. Principal is browsing SP and want to access a personalized zone.

2. SP detects that the Principal has indicated network AuthN as the
preferred method to access the personal zone at SP.

3. SP detects that IdP A is doing network authentication.

4. SPrequests IdP A to authenticate Principal.

5. IdP A detects that Principal uses its network, or that active
authentication session (e.g., GBA) is available.

6. IdP A authenticates Principal and returns an assertion to SP.

Post conditions

Principal is authenticated at IdP A (network provider) and enters his
personalized zone at SP.
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3.4 Usage of Authentication Context to Discover the IdP
(Principal and SP Negotiate Which IdP to Use)
3.4.1 Main Description

The goal of this UC is to allow an SP to specify a given Authentication Context (AC) for the
IdP selection.

3.4.2 Business Justification

Ability for SPs to adapt the level of trustability/security to enter a specific zone for Principal
by extending the scope of potential IdPs.

Ability for IdP with several ACs to raise its probability to be selected by an SP for the
authentication phase.

3.4.3 Details
Title/ID Usage of Authentication Context (AC) to Discover the I1dP
Pre conditions 1. SP can delegate the authentication to many IdPs, among them
IdP A and IdP B.
2. Principal has an identity at IdP A and IdP B.
3. 1dP A is able to authenticate Principal with AC 1 and AC 2.
4. 1dP B is able to authenticate Principal with AC 1.
Constituents Principal, IdP A, 1dP B, SP
Use case 1. Principal is browsing SP and want to access a personalized zone.
2. SP detects that to access this zone, Principal must be
authenticated with AC 2.
3. SP detects that IdP A and IdP B can authenticate Principal.
4. SP detects that only IdP A can authenticate Principal with AC 2.
5. SP requests IdP A to authenticate Principal.
6. 1dP A authenticates Principal and returns an assertion to SP.
Post conditions  Principal is authenticated at I1dP A and enters his personalized zone at
SP.

3.5 Usage of Assurance Level to Discover the IdP (Principal
and SP Negotiate Which IdP to Use)

3.5.1 Main Description

The goal of this UC is to allow an SP to specify a given Assurance Level (AL) for the IdP
selection.

Liberty Alliance Project
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3.5.2 Business Justification

Ability for SPs to adapt the level of trustability/security to enter a specific zone for Principal
by extending the scope of potential IdPs.

Ability for IdP with several ALs to raise its probability to be selected by an SP for the
authentication phase.

3.5.3 Details
Title/ID Usage of Assurance Level (AL) to Discover the IdP
Pre conditions 1. SP can delegate the authentication to many IdPs, among them
IdP A and IdP B.
2. Principal has an identity at IdP A and IdP B.
3. 1dP Ais able to authenticate principal with AL 1 and AL 2.
4. 1dP B is able to authenticate principal with AL 1.
Constituents Principal, IdP A, 1dP B, SP
Use case 1. Principal is browsing SP and want to access a personalized zone.
2. SP detects that to access this zone, Principal must be
authenticated with AL 2.
3. SP detects that 1dP A and 1dP B can authenticate Principal.
4. SP detects that only IdP A can authenticate Principal with AL 2.
5. SP requests IdP A to authenticate Principal.
6. IdP A authenticates Principal and returns an assertion to SP.
Post conditions  Principal is authenticated at 1dP A and enters his personalized zone at
SP.

3.6 Usage of Attributes or Claims Validation to Discover the
IdP (Principal and SP Negotiate Which IdP to Use)
3.6.1 Main Description

The goal of this UC is to allow an SP to request the selection of the IdP from its ability to
deliver an attribute or validate a claim.

3.6.2 Business Justification

Ability for SPs to define more precisely what IdP will be chosen to authenticate a Principal
entering a specific zone at an SP in which some information will be necessary.

Ability for an IdP with several attributes or the ability to validate claims to raise its
probability to be selected by an SP for the authentication phase.

Liberty Alliance Project
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268
269 3.6.3 Details

Title/ID Usage of Attributes or Claims Validation to Discover the 1dP

Pre conditions 1. SP can delegate the authentication to many IdPs, and among them
IdP A and IdP B.

2. Principal has an identity at IdP A and I1dP B.

3. 1dP B can validate attributes or claims for Principals.

Constituents Principal, IdP A, IdP B, SP

Use case 1. Principal is browsing SP and want to access a personalized zone.

2. SP detects that to access this zone, one or more attributes or
claims will be necessary.

3. SP detects that IdP B is able to validate these particular attributes

or claims of the user.

SP requests IdP B to authenticate Principal.

IdP B authenticates Principal.

SP requests that IdP B validate the attributes or claims.

IdP B returns an assertion to SP according to the validation of the

attributes or claims.

No as

Post conditions  Principal is authenticated at IdP B and enters his personalized zone at

SP.
270 3.7 Usage of an IdP Selector Agent (Principal and SP
271 Negotiate Which IdP to Use)
272 3.7.1 Main Description

273  The goal of this UC is to describe the necessary behavior of an 1dP Selector Agent (ISA),
274 running on an SP’s site, in the network or on a Principal’s device.

275 3.7.2 Business Justification

276  Ability for SP to determine the applicable IdPs to a Principal for selection through ISA.
277  Ability to allow IdPs with few customers to be chosen directly by Principal through ISA.
278  Details

Title/ID Usage of an IdP Selector Agent (ISA)

Pre conditions 1. SP can delegate the authentication to many IdPs, and among
them 1dP A and IdP B.

2. Principal has an identity at IdP A and 1dP B.

3. SP trusts ISA to display the recommended IdP list as is.

Constituents Principal, IdP A, IdP B, SP, ISA

Liberty Alliance Project
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Principal is browsing SP and want to access a personalized zone.
SP detects that IdP A and IdP B can authenticate Principal.

SP triggers ISA with IdP A and IdP B as inputs.

ISA prints the list of IdP A and IdP B

ISA asks Principal to choose an I1dP between IdP A and I1dP B.
Principal chooses 1dP B.

ISA redirects Principal to 1dP B for authentication.

IdP B authenticates Principal.

SP is asserted with the fact that Principal is authenticated at IdP
B

Alternate course This action begins at step 3 of the main Use Case.

SP requests ISA for the Principal authentication, without
mentioning any IdP.

ISA shows Principal the whole list of known IdPs.

Principal chooses IdP B.

ISA redirects Principal to IdP B for authentication.

IdP B authenticates Principal.

SP is certified with the fact that Principal is authenticated at 1dP
B

Post condition 1 | Principal is authenticated at IdP B and enters his personalized zone at

Use case 1.
2.
3.
4,
5.
6.
7.
8.
9.

of action 1 3.
4,
5.
6.
7.
8.
SP.

of action 2 4,
5.
6.
7.
8.
9.

Alternate course @ This action begins at step 4 of main Use Case

ISA displays an entry field/search box where Principal can enter
directly the name of his IdP.

Principal types “idpB.com” in the text field.

ISA detects that “idpB.com” corresponds to IdP B.

ISA redirects Principal to IdP B for authentication.

IdP B authenticates Principal.

SP is certified with the fact that Principal is authenticated at IdP
B

SP.

Post condition 2  Principal is authenticated at IdP B and enters his personalized zone at

3.8 The IdP Takes Control of the ISA User Interface (Principal
Authenticates with 1dP)

3.8.1 Main Description

The goal of this UC is to allow the 1dP to interact with the user during the authentication

phase initiated by an ISA.

3.8.2 Business Justification

Ability for 1dPs to interact directly with the Principal while maintaining each 1dP’s specific

marketing approach.

Liberty Alliance Project

15




287

288
289
290
291

292
293
294

295

296
297

298
299

300

Liberty Alliance Project Version: 1.0
Liberty IdP Selector MRD

3.8.3 Details

Title/ID

The I1dP Takes Control of the ISA User Interface

Pre conditions

=

SP can delegate the authentication to IdP A, B, C, D.
Principal has an identity at IdP A, B, C.

ISA has a reference or pointer to I1dP A, B, C, D.

ISA controls the Ul during the IdP selection phase and
relinquishes the authentication phase to 1dP through its UI.
ISAtrusts IdP A, B, C, D.

IdP A, B, C, D trusts ISA.

o

Constituents

r|nC|paI IdP A, B, C, D, SP, ISA

Use case

Principal want to access a personalized zone at SP.

SP detects that the Principal can be authenticated by IdP A, B, C.
SP requests ISA to display IdP A, B, C to Principal.

Principal chooses IdP A on ISA user interface.

IdP A’s authentication interface is displayed.

IdP A interacts with (and authenticates) Principal.

An authentication assertion is returned to SP.

NN E DO O

Post conditions

PrmCIpaI is authenticated at IdP A and enters his personalized zone at
SP.

3.9 The User is Authenticated with an IdP at an SP and Needs
to Authenticate with Another IdP Temporarily (Principal
Authenticates with 1dP)

3.9.1 Main Description

The goal of this UC is to allow the user to authenticate temporarily with another IdP B
during an existing session with 1dP A, and recover the previous session with 1dP A when
resuming the session with 1dP B.

3.9.2 Business Justification

Ability for an SP to choose specific IdP(s) for subsequent authentication for access to

specified content.

Ability for some IdPs to extend their exposure by providing specific authentication means
based on the context that transaction requested

3.9.3 Details

Title/ID

The User is Authenticated with an IdP at an SP and Needs to
Authenticate with Another IdP Temporarily for a Specific Service

Pre conditions

1. Principal has an identity at IdP A, 1dP B and IdP C.
2. Principal is authenticated with 1dP A at SP.

Liberty Alliance Project
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3. SP has commercial agreement with IdP B and IdP C.
4. |dP B and IdP C are accessible from the ISA.

Constituents Principal, IdP A, 1dP B, IdP C, SP, IdP Selector Agent (ISA)

Use case 1. User enters a specific area at SP that needs a subsequent
authentication.

2. SP redirects the user to ISA, and requests ISA to display IdP B

and IdP C.

User chooses IdP B.

IdP B’s sign-in page is displayed (in its own page or embedded in

the ISA page).

IdP B authenticates the user.

SP receives proof of authentication at 1dP B.

. 1dP B session expires.

> w

c~Nowu

Post conditions ser continues his previous session with SP, IdP A.
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4 Requirements
Reg# | UCH# Requirements

1 3.1 Mechanism for an SP to detect what IdPs are able to authenticate
Principal

2 3.1 Mechanism for an SP to order the list of 1dPs according to the priority
set by the Principal for authentication

3 3.1 Mechanism for an SP to have a Principal authenticated by following the
IdP in the priority list in case of failure with the current IdP in the
priority list

4 3.1 Mechanism for a Principal to define preferred IdPs based on priorities
for an SP

5 3.1 Mechanism for a Principal to define preferred IdPs based on priorities
for an ISA

6 3.2 Mechanism or capability for an SP to show all (or part of) IdPs
available to a Principal

7 3.2 Mechanism or capability for an ISA to show all (or part of) IdPs
available to a Principal

8 3.2 Mechanism for SPs to discover how each IDP needs to be displayed to
the Principals and/or to be used to facilitate the selection (display of the
logos, search text, etc.)

9 3.2 Mechanism for ISAs to discover how each IDP needs to be displayed to
the principals and/or to be used to facilitate the selection (display of the
logos, search text, etc.)

10 3.3 Mechanism for Principal to specify the IdP and Network Authentication
to access an SP

11 3.3 Mechanism for SP to detect that the Principal has indicated a particular
IdP and Network Authentication as the preferred method to access to
that SP

12 3.4 Mechanism for SPs to discover the AuthN contexts/classes supported by
IDPs

13 3.4 Mechanism for ISAs to discover the AuthN contexts/classes supported
by IDPs

14 3.4 Mechanism for SP to request an IdP for a particular AuthN
context/class to authenticate a Principal

15 35 Mechanism for SPs to discover the ALs supported by 1dPs

16 35 Mechanism for ISAs to discover the ALs supported by 1dPs

17 35 Mechanism for SPs to request an IdP for a particular AL to authenticate

a principal
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Reg# | UCH# Requirements

18 3.6 Mechanism for SPs to select 1dPs based on the profile attributes or
claims they can deliver for a Principal

19 3.6 Mechanism for ISAs to select I1dPs based on the profile attributes or
claims they can deliver for a Principal

20 3.7 Mechanism for the SP to delegate the selection (display, choice, etc.) of
the 1dP by Principal to an ISA (other entity/actor)

21 3.7 Mechanism for the SP to express some criteria (list of accepted IdPs,
AuthN contexts/classes, ALs, profile attributes or claims to validate) to
be considered for the selection of the IdP by the IdP Selector Agent

22 3.7 Mechanism for the SP to be asserted in the end which IdP authenticated
the principal (after 1dP selection inside ISA)

23 3.8 Mechanism for ISA to display the authentication interface produced by
the selected 1dP

24 3.9 Mechanism for an SP to hold an existing authentication session with
IdP X and begin another session temporarily with 1dP Y, then resume to
previous session

25 3.9 Mechanism for an SP to detect the relevant 1dPs to a specific service
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5

Glossary Terms

5.1 IdP Selector Agent

The IdP Selector Agent is a mechanism helping to manage the authentication phase
with a user, many SPs and many IdPs. It filters 1dPs to be shown to Principal based
upon the criteria given by SP.

5.2 GBA

See 3GPP standards:
http://en.wikipedia.org/wiki/Generic Bootstrapping Architecture
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