
Liberty Alliance Project Version: 1.0 

Liberty IdP Selector MRD 

 

Liberty Alliance Project 

 
 1 

 1 

 2 

 3 

Liberty IdP Selector MRD - Marketing 4 

Requirements Document for IdP Selector 5 

Version: 1.0 6 

Filename: liberty-idp-selector-mrd-v1.0.doc 7 

Editors: 8 

Philippe Clement, Orange-France Télécom 9 

Contributors: 10 

Shin Adachi (NTT) 11 

Fulup Ar Foll (SUN) 12 

Joni Brennan, IEEE-ISTO 13 

Ingo Friese (Deutsche Telekom) 14 

Joao Girao (NEC) 15 

Britta Glade, IEEE-ISTO 16 

Gael Gourmelen (Orange-France Télécom) 17 

Jonas Hogberg (Ericsson) 18 

Mikko Laukkanen (Telia Sonera) 19 

Paavo Lambropoulos (Telia Sonera) 20 

Rob Lockhart, IEEE-ISTO 21 

Søren Peter Nielsen (Danish Government IT and Telecom Agency) 22 

Ken Salzberg (Intel) 23 

Paul Simons (Nortel) 24 

Sreeram Thirukkonda (Fidelity Investments) 25 

Colin Wallis (New Zealand Government Technology Services) 26 



Liberty Alliance Project Version: 1.0 

Liberty IdP Selector MRD 

 

Liberty Alliance Project 

 
 2 

Abstract: 27 

This document aims to precisely describe requirements and use cases in which Identity 28 

Providers affiliated with users are efficiently presented to the user, with an IdP Selector 29 

Agent or not.  30 

This Market Requirements Document (MRD) has been developed by the IdP Selector 31 

subteam of Liberty Alliance to capture the business requirements for IdP Selection.  Liberty 32 

Alliance is making this MRD publicly available to the industry at large for review and 33 

consideration. This publication does not constitute a commitment by Liberty Alliance, 34 

explicit or implied, to develop technical specifications in full compliance with the 35 

requirements herein, now or in the future.36 
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permission to reproduce portions of this document for other uses must contact the Liberty 41 

Alliance to determine whether an appropriate license for such use is available. 42 

 43 

Use of certain elements of this document may require licenses under third party intellectual 44 
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1 Introduction 168 

The authentication of a Principal by a Service Provider (SP) follows a chronology relying on 169 

three intangible main steps: 170 

1. Selection of the IdP 171 

2. Authentication of the Principal 172 

3. Access of the Principal to the SP 173 

1.1 Selection of the IdP 174 

This first step leads to a user friendly determination of the best IdP to use to authenticate the 175 

Principal. It can be done:  176 

a) directly on the SP User Interface (UI) or  177 

b) with the help of an IdP Selector Agent (ISA). 178 

1.2 Authentication of the Principal 179 

When the authentication is done directly on the SP User Interface (UI), the problem is solved 180 

by http redirection. When the authentication is done with the help of an IdP Selector Agent 181 

(ISA), the behavior of the ISA must follow generic rules to communicate with the SP and the 182 

IdP.  183 

1.3 Access of the Principal to the SP 184 

This third step is triggered when authentication is started from the SP. 185 
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2 Context 186 

When a user wants to access a personalized service at an SP, he must first authenticate. The 187 

number of Identity Providers is growing, and the choice of one of them can be complicated 188 

for a user. 189 

 190 

A few initiatives, including OpenID v2, JanRain, the common domain cookie (Liberty and 191 

SAML), the LECP (Liberty) or ECP (SAML) and identity selectors (CardSpace, Higgins, 192 

JanRain, etc.) , try to resolve the choice of the Identity Provider by providing the Service 193 

Provider a means to determine the IdP that can authenticate the user. 194 

 195 

Some of these initiatives (e.g., identity selectors) don’t take into consideration specific 196 

authentication means (implicit authentication, strong authentication, etc.). 197 

See [LibertyGlossary] for definitions of the acronyms used in this document that are not 198 

defined in Section 10. 199 

http://openid.net/specs/openid-authentication-2_0.html
http://www.janrain.com/
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
http://www.projectliberty.org/strategic_initiatives/client_devices
http://schemas.liquid-technologies.com/OASIS/SAML/2.0/default.html?url=http://schemas.liquid-technologies.com/OASIS/SAML/2.0/saml-schema-ecp-2_0_xsd.html
http://en.wikipedia.org/wiki/Identity_Selector
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3 Use Cases 200 

3.1 Assisted Discovery of Identity Provider Based on 201 

Preferred IdP (Principal and SP Negotiate Which IdP to 202 

Use) 203 

3.1.1 Main Description 204 

The goal of this UC is to guide the Principal through the authentication phase when the 205 

Principal has described his preferred IdPs.  206 

3.1.2 Business Justification 207 

SP ability to support multiple IdPs with priority or preferences set by Principal.  208 

IdP ability to extend its exposure toward more SPs. 209 

Principal ability to define a preferred IdP for his convenience. 210 

3.1.3  Details 211 

Title/ID Assisted Discovery of Identity Provider Based on Preferred IdP 

Pre conditions 1. SP can delegate the authentication to many IdPs, and among them 

IdP A and IdP B. 

2. Principal has an identity at IdP A and IdP B. 

3. SP is able to detect IdP A as the preferred IdP for Principal. 

4. SP does error handling. 

Constituents Principal, IdP A, IdP B, SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that IdP A is the preferred IdP for Principal, and that 

IdP A is in its list of potential IdPs. 

3. SP requests IdP A to authenticate Principal. 

4. IdP A authenticates Principal and returns an assertion to SP. 

Alternate course 

of action 1 

This alternate course of action begins at step 4 of the main Use Case. 

4.   Authentication is not possible with IdP A. 

5.    IdP A returns a failed message to SP. 

6.    SP does not authorize the Principal to access the requested 

personalized zone. 

Post condition 1 Principal is not authenticated and his claim to access is rejected. 

Alternate course 

of action 2 

This alternate course of action begins at step 6 of alternate course of 

action 1. 

4.    SP detects that IdP B is able to authenticate Principal. 

5.    SP requests IdP B to authenticate Principal. 

6.    IdP B authenticates Principal and returns an assertion to SP. 

Post condition 2 Principal is authenticated at IdP B and enters his personalized zone at 
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SP. 

3.2 Assisted Discovery of Identity Provider in Case of Non-212 

Existence of Preferred IdP (Principal and SP Negotiate 213 

Which IdP to Use) 214 

3.2.1 Main Description 215 

The goal of this UC is to guide the Principal through the authentication phase when the 216 

Principal has NOT described his preferred IdPs. In this case, the SP sets its own priorities for 217 

the IdP selection, and can filter potential IdPs, or ask the Principal directly for an IdP name. 218 

3.2.2 Business Justification 219 

SP ability to present or order potential IdPs according to its business priorities. 220 

3.2.3 Details 221 

Title/ID Assisted Discovery of Identity Provider in Case of Non-Existence of 

Preferred IdP 

Pre conditions 1. SP can delegate the authentication to many IdPs, and among 

them IdP A, B… Z). 

2. Principal has an identity at IdP A and IdP B. 

3. SP does error handling. 

Constituents Principal, IdP A, B…Z , SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP shows a list of all the potential IdPs (A, B…Z) accepted by SP 

and asks Principal to choose. 

3. Principal chooses IdP A. 

4. SP requests IdP A to authenticate Principal. 

5. IdP A authenticates Principal and returns an assertion to SP. 

post condition Principal is authenticated with IdP A and can access his personalized 

zone. 

Alternate course 

of action 1 

This alternate course of action begins at step 2. 

2. SP shows Principal a selected sub-list of IdPs (e.g. most relevant 

based on Principal IP@...). 

3. Principal chooses IdP A. 

4. SP requests IdP A to authenticate Principal. 

5. IdP A authenticates Principal and returns an assertion to SP. 

Post condition 1 Principal is authenticated with IdP A and can access his personalized 

zone. 

Alternate course 

of action 2 

This Alternate course of action begins at step 2 of the main Use Case. 

2.    SP shows an additional text field/search box where Principal can 

type the name of IdP. 
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3.    Principal enters “idpA.com”. 

4.    SP uses a standardized mechanism to identify the IdP based on 

the text entry (e.g. IdP A). 

5.    SP requests IdP A to authenticate Principal. 

6.    IdP A authenticates Principal and returns an assertion to SP. 

Post condition 2 Principal is authenticated with IdP A and can access his personalized 

zone. 

3.3 Usage of Network-Authentication (Principal and SP 222 

Negotiate Which IdP to Use) 223 

3.3.1 Main Description 224 

The goal of this UC is to allow a Principal to seamlessly access a personalized zone in one 225 

SP without any explicit additional authentication by using the authentication given by the 226 

network provider. 227 

3.3.2 Business Justification 228 

Ability for Principal to request the use of a network authentication to access a personalized 229 

zone at an SP. 230 

Ability for a network provider to extend its exposure toward more SPs. 231 

3.3.3 Details 232 

Title/ID Usage of Network Authentication (e.g., GBA, reverse DNS 

resolution) 

Pre conditions 1. Principal has an identity at IdP A, IdP B. 

2. IdP A does network authentication. 

3. SP has a relationship with IdP A and IdP B. 

4. Principal has indicated to SP beforehand to use his network 

authentication for accessing the personal zone at SP. 

5. Principal uses the network (IdP A) to access SP. 

Constituents Principal, IdP A (network provider), IdP B, SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that the Principal has indicated network AuthN as the 

preferred method to access the personal zone at SP. 

3. SP detects that IdP A is doing network authentication. 

4. SP requests IdP A to authenticate Principal. 

5. IdP A detects that Principal uses its network, or that active 

authentication session (e.g., GBA) is available. 

6. IdP A authenticates Principal and returns an assertion to SP.  

Post conditions Principal is authenticated at IdP A (network provider) and enters his 

personalized zone at SP. 
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3.4 Usage of Authentication Context to Discover the IdP 233 

(Principal and SP Negotiate Which IdP to Use) 234 

3.4.1 Main Description 235 

The goal of this UC is to allow an SP to specify a given Authentication Context (AC) for the 236 

IdP selection. 237 

3.4.2 Business Justification 238 

Ability for SPs to adapt the level of trustability/security to enter a specific zone for Principal 239 

by extending the scope of potential IdPs. 240 

Ability for IdP with several ACs to raise its probability to be selected by an SP for the 241 

authentication phase. 242 

 243 

3.4.3  Details 244 

Title/ID Usage of Authentication Context (AC) to Discover the IdP 

Pre conditions 1. SP can delegate the authentication to many IdPs, among them 

IdP A and IdP B. 

2. Principal has an identity at IdP A and IdP B. 

3. IdP A is able to authenticate Principal with AC 1 and AC 2. 

4. IdP B is able to authenticate Principal with AC 1. 

Constituents Principal, IdP A, IdP B, SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that to access this zone, Principal must be 

authenticated with AC 2. 

3. SP detects that IdP A and IdP B can authenticate Principal. 

4. SP detects that only IdP A can authenticate Principal with AC 2. 

5. SP requests IdP A to authenticate Principal. 

6. IdP A authenticates Principal and returns an assertion to SP. 

Post conditions Principal is authenticated at IdP A and enters his personalized zone at 

SP.  

3.5 Usage of Assurance Level to Discover the IdP  (Principal 245 

and SP Negotiate Which IdP to Use) 246 

3.5.1 Main Description 247 

The goal of this UC is to allow an SP to specify a given Assurance Level (AL) for the IdP 248 

selection. 249 
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3.5.2 Business Justification 250 

Ability for SPs to adapt the level of trustability/security to enter a specific zone for Principal 251 

by extending the scope of potential IdPs. 252 

Ability for IdP with several ALs to raise its probability to be selected by an SP for the 253 

authentication phase. 254 

3.5.3 Details 255 

Title/ID Usage of Assurance Level (AL) to Discover the IdP 

Pre conditions 1. SP can delegate the authentication to many IdPs, among them 

IdP A and IdP B. 

2. Principal has an identity at IdP A and IdP B. 

3. IdP A is able to authenticate principal with AL 1 and AL 2. 

4. IdP B is able to authenticate principal with AL 1. 

Constituents Principal, IdP A, IdP B, SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that to access this zone, Principal must be 

authenticated with AL 2. 

3. SP detects that IdP A and IdP B can authenticate Principal. 

4. SP detects that only IdP A can authenticate Principal with AL 2. 

5. SP requests IdP A to authenticate Principal. 

6. IdP A authenticates Principal and returns an assertion to SP. 

Post conditions Principal is authenticated at IdP A and enters his personalized zone at 

SP. 

 256 

3.6 Usage of Attributes or Claims Validation to Discover the 257 

IdP (Principal and SP Negotiate Which IdP to Use) 258 

3.6.1 Main Description 259 

The goal of this UC is to allow an SP to request the selection of the IdP from its ability to 260 

deliver an attribute or validate a claim.  261 

3.6.2 Business Justification 262 

Ability for SPs to define more precisely what IdP will be chosen to authenticate a Principal 263 

entering a specific zone at an SP in which some information will be necessary. 264 

Ability for an IdP with several attributes or the ability to validate claims to raise its 265 

probability to be selected by an SP for the authentication phase. 266 

______________________________________________________________________267 
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_ 268 

3.6.3 Details 269 

Title/ID Usage of Attributes or Claims Validation to Discover the IdP 

Pre conditions 1. SP can delegate the authentication to many IdPs, and among them 

IdP A and IdP B. 

2. Principal has an identity at IdP A and IdP B. 

3. IdP B can validate attributes or claims for Principals. 

Constituents Principal, IdP A, IdP B, SP 

Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that to access this zone, one or more attributes or 

claims will be necessary. 

3. SP detects that IdP B is able to validate these particular attributes 

or claims of the user. 

4. SP requests IdP B to authenticate Principal. 

5. IdP B authenticates Principal.  

6. SP requests that IdP B validate the attributes or claims. 

7. IdP B returns an assertion to SP according to the validation of the 

attributes or claims. 

Post conditions  Principal is authenticated at IdP B and enters his personalized zone at 

SP. 

3.7 Usage of an IdP Selector Agent (Principal and SP 270 

Negotiate Which IdP to Use) 271 

3.7.1 Main Description 272 

The goal of this UC is to describe the necessary behavior of an IdP Selector Agent (ISA), 273 

running on an SP’s site, in the network or on a Principal’s device. 274 

3.7.2 Business Justification 275 

Ability for SP to determine the applicable IdPs to a Principal for selection through ISA. 276 

Ability to allow IdPs with few customers to be chosen directly by Principal through ISA. 277 

 Details 278 

Title/ID Usage of an IdP Selector Agent (ISA) 

Pre conditions 1. SP can delegate the authentication to many IdPs, and among 

them IdP A and IdP B. 

2. Principal has an identity at IdP A and IdP B. 

3. SP trusts ISA to display the recommended IdP list as is. 

Constituents Principal, IdP A, IdP B, SP, ISA 
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Use case 1. Principal is browsing SP and want to access a personalized zone. 

2. SP detects that IdP A and IdP B can authenticate Principal. 

3. SP triggers ISA with IdP A and IdP B as inputs. 

4. ISA prints the list of IdP A and IdP B 

5. ISA asks Principal to choose an IdP between IdP A and IdP B. 

6. Principal chooses IdP B. 

7. ISA redirects Principal to IdP B for authentication. 

8. IdP B authenticates Principal. 

9. SP is asserted with the fact that Principal is authenticated at IdP 

B. 

Alternate course 

of action 1 

This action begins at step 3 of the main Use Case. 

3. SP requests ISA for the Principal authentication, without 

mentioning any IdP. 

4. ISA shows Principal the whole list of known IdPs. 

5. Principal chooses IdP B. 

6. ISA redirects Principal to IdP B for authentication. 

7. IdP B authenticates Principal. 

8. SP is certified with the fact that Principal is authenticated at IdP 

B. 

Post condition 1 Principal is authenticated at IdP B and enters his personalized zone at 

SP. 

Alternate course 

of action 2 

This action begins at step 4 of main Use Case 

4. ISA displays an entry field/search box where Principal can enter 

directly the name of his IdP. 

5. Principal types “idpB.com” in the text field. 

6. ISA detects that “idpB.com” corresponds to IdP B. 

7. ISA redirects Principal to IdP B for authentication. 

8. IdP B authenticates Principal. 

9. SP is certified with the fact that Principal is authenticated at IdP 

B. 

Post condition 2 Principal is authenticated at IdP B and enters his personalized zone at 

SP. 

3.8 The IdP Takes Control of the ISA User Interface (Principal 279 

Authenticates with IdP) 280 

3.8.1 Main Description 281 

The goal of this UC is to allow the IdP to interact with the user during the authentication 282 

phase initiated by an ISA. 283 

3.8.2 Business Justification 284 

Ability for IdPs to interact directly with the Principal while maintaining each IdP’s specific 285 

marketing approach. 286 
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3.8.3 Details 287 

Title/ID The IdP Takes Control of the ISA User Interface  

Pre conditions 1. SP can delegate the authentication to IdP A, B, C, D. 

2. Principal has an identity at IdP A, B, C. 

3. ISA has a reference or pointer to IdP A, B, C, D. 

4. ISA controls the UI during the IdP selection phase and 

relinquishes the authentication phase to IdP through its UI. 

5. ISA trusts IdP A, B, C, D. 

6. IdP A, B, C, D trusts ISA. 

Constituents Principal, IdP A, B, C, D, SP, ISA 

Use case 1. Principal want to access a personalized zone at SP. 

2. SP detects that the Principal can be authenticated by IdP A, B, C. 

3. SP requests ISA to display IdP A, B, C to Principal. 

4. Principal chooses IdP A on ISA user interface. 

5. IdP A’s authentication interface is displayed. 

6. IdP A interacts with (and authenticates) Principal. 

7. An authentication assertion is returned to SP. 

Post conditions Principal is authenticated at IdP A and enters his personalized zone at 

SP. 

3.9 The User is Authenticated with an IdP at an SP and Needs 288 

to Authenticate with Another IdP Temporarily (Principal 289 

Authenticates with IdP) 290 

3.9.1 Main Description 291 

The goal of this UC is to allow the user to authenticate temporarily with another IdP B 292 

during an existing session with IdP A, and recover the previous session with IdP A when 293 

resuming the session with IdP B. 294 

3.9.2 Business Justification 295 

Ability for an SP to choose specific IdP(s) for subsequent authentication for access to 296 

specified content. 297 

Ability for some IdPs to extend their exposure by providing specific authentication means 298 

based on the context that transaction requested  299 

3.9.3 Details 300 

Title/ID The User is Authenticated with an IdP at an SP and Needs to 

Authenticate with Another IdP Temporarily for a Specific Service 

Pre conditions 1. Principal has an identity at IdP A, IdP B and IdP C. 

2. Principal is authenticated with IdP A at SP. 
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3. SP has commercial agreement with IdP B and IdP C. 

4. IdP B and IdP C are accessible from the ISA. 

Constituents Principal, IdP A, IdP B, IdP C, SP, IdP Selector Agent (ISA) 

Use case 1. User enters a specific area at SP that needs a subsequent 

authentication. 

2. SP redirects the user to ISA, and requests ISA to display IdP B 

and IdP C. 

3. User chooses IdP B. 

4. IdP B’s sign-in page is displayed (in its own page or embedded in 

the ISA page). 

5. IdP B authenticates the user. 

6. SP receives proof of authentication at IdP B. 

7. IdP B session expires. 

Post conditions User continues his previous session with SP, IdP A. 
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4 Requirements 301 

 302 

Req# UC # Requirements  

1  3.1 Mechanism for an SP to detect what IdPs are able to authenticate 

Principal 
2  3.1 Mechanism for an SP to order the list of IdPs according to the priority 

set by the Principal for authentication 
3  3.1 Mechanism for an SP to have a Principal authenticated by following the 

IdP in the priority list in case of failure with the current IdP in the 

priority list 

4  3.1 Mechanism for a Principal to define preferred IdPs based on priorities 

for an SP 

5  3.1 Mechanism for a Principal to define preferred IdPs based on priorities 

for an ISA 

6  3.2 Mechanism or capability for an SP to show all (or part of) IdPs 

available to a Principal 

7  3.2 Mechanism or capability for an ISA to show all (or part of) IdPs 

available to a Principal 

8  3.2 Mechanism for SPs to discover how each IDP needs to be displayed to 

the Principals and/or to be used to facilitate the selection (display of the 

logos, search text, etc.) 

9  3.2 Mechanism for ISAs to discover how each IDP needs to be displayed to 

the principals and/or to be used to facilitate the selection (display of the 

logos, search text, etc.) 

10  3.3 Mechanism for Principal to specify the IdP and Network Authentication 

to access an SP 

11  3.3 Mechanism for SP to detect that the Principal has indicated a particular 

IdP and Network Authentication as the preferred method to access to 

that SP 

12  3.4 Mechanism for SPs to discover the AuthN contexts/classes supported by 

IDPs 

13   3.4 Mechanism for ISAs to discover the AuthN contexts/classes supported 

by IDPs 

14  3.4 Mechanism for SP to request an IdP for a particular AuthN 

context/class to authenticate a Principal 

15  3.5 Mechanism for SPs to discover the ALs supported by IdPs 

16  3.5 Mechanism for ISAs to discover the ALs supported by IdPs 

17  3.5 Mechanism for SPs to request an IdP for a particular AL to authenticate 

a principal 



Liberty Alliance Project Version: 1.0 

Liberty IdP Selector MRD 

 

Liberty Alliance Project 

 
 19 

Req# UC # Requirements  

18  3.6 Mechanism for SPs to select IdPs based on the profile attributes or 

claims they can deliver for a Principal 

19  3.6 Mechanism for ISAs to select IdPs based on the profile attributes or 

claims they can deliver for a Principal 

20  3.7 Mechanism for the SP to delegate the selection (display, choice, etc.) of 

the IdP by Principal to an ISA (other entity/actor) 

21  3.7 Mechanism for the SP to express some criteria (list of accepted IdPs, 

AuthN contexts/classes, ALs, profile attributes or claims to validate) to 

be considered for the selection of the IdP by the IdP Selector Agent 

22  3.7 Mechanism for the SP to be asserted in the end which IdP authenticated 

the principal (after IdP selection inside ISA) 

23  3.8 Mechanism for ISA to display the authentication interface produced by 

the selected IdP 

24  3.9 Mechanism for an SP to hold an existing authentication session with 

IdP X and begin another session temporarily with IdP Y, then resume to 

previous session  

25  3.9 Mechanism for an SP to detect the relevant IdPs to a specific service 

 303 
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5 Glossary Terms 304 

5.1 IdP Selector Agent 305 

The IdP Selector Agent is a mechanism helping to manage the authentication phase 306 

with a user, many SPs and many IdPs. It filters IdPs to be shown to Principal based 307 

upon the criteria given by SP.  308 

 309 

 310 

5.2 GBA 311 

See 3GPP standards: 312 

http://en.wikipedia.org/wiki/Generic_Bootstrapping_Architecture 313 

 314 

http://en.wikipedia.org/wiki/Generic_Bootstrapping_Architecture
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