This response is submitted by Kantara Initiative.

Kantara is the leading global consortium whose mission is to
grow and fulfill the market for trustworthy use of identity and
personal data. To fulfill this mission Kantara operates an
independent third-party conformity assessment program for
the digital identity and personal data ecosystems as well as
providing real-world innovation through its development of
specifications, such as UMA 2.0, Consent Receipt, applied
R&D, its Identity Assurance (Trust) Framework (IAF). More
information is available at
https://kantarainitiative.org/trustoperations/

or contact us at staff@Kantaralnitiative.org.

Our interest in offering this submission is to help DIS to keep
in mind, during the development of its scheme, the importance
of providing assurance as to the conformity of all parties
involved in the Scottish digital ecosystem with the security and
privacy-preserving requirements of the ecosystem, and how
that assurance can be reliably delivered by proven means.

Kantara is therefore interested in working alongside DIS at
key points in the development of their ecosystem to provide a
supporting assurance process. The Kantara assurance
process is based on the experience of over a decade’s
operations and on the skills and understanding of our own
subject-matter experts, some of whom have contributed to this
response.

We invite the DIS team to continue to keep Kantara apprised
of its progress. We further suggest a call-in during which we
could explore further how Kantara might support the
development of an assessment/certification component of the
DIS programme.


https://kantarainitiative.org/trustoperations/

1. Development Partner

1. What is the market’s view on the potential benefits or drawbacks of
sourcing building blocks through a development partner’s own supplier
ecosystem?

2. Are there additional engineering capabilities that would be beneficial
for the development of SAPS?

3. Are there additional technologies in the market that we should look
for experience in from a SAPS development partner?

4. Does the market have any feedback on the proposed Principles in
the context of developing SAPS?

Kantara response:

There are two types of standard: consistency and quality. Both are
relevant but the dynamics of the life-cycles are different and
should not be conflated.

2. Credential Provider

1. Does the market intend to certify their solutions to GPG44 Medium
level, when possible?

Kantara response:

The rider ‘when possible’ is interesting. We believe that it is
necessary to establish some minimal level of rigour. There is also
the “issue” of who provides the certification. In Kantara’s opinion,
certification should be performed by an independent third party.

2. How can the market support users in choosing the most
appropriate authentication method?

Kantara response:

The interplay between market and central control has historically
been problematic, particularly in terms of who pays for what. As
conformance will be demanded and thus not a market
differentiator, it becomes an additional cost of doing business and
a barrier to trade for SMEs. The Scottish market must be
considered small by global comparisons, so a bespoke set of
requirements may severely restrict any market.



3. What does the market use to authenticate people who do not have
access to mobile phones?

4. How could we ensure that only personal data to manage the
credential lifecycle is maintained?

Kantara response:

The Credential Provider should undergo 3rd party conformity
assessment against the target standards and can include ISO
29184 Online privacy notices and consent, the emerging ISO
27560 Consent record information structure or an alternative
national or international standard. Technological solutions in this
domain are developing that can assist.

5. Is the market able to support user names which are NOT contact
handles? How would we support people who do not want to use an email
address as a user name?

6. Are there mechanisms available to monitor credential use to
ensure unusual behaviour is detected and support Security
Operations?

7. From a market viewpoint, what could be the advantages and
disadvantages of SaaS Credential Provider? What alternatives are there?

8. We want to offer a seamless service within the Credential Provider,
Relying Party, and Attribute Store capabilities. One dimension of this is
using the user profile in the Credential Provider to hold custom claims
indicating the Attribute Store instance. Another is a desire to ensure a
common app or inter-app protocol for Authentication and Consent
Management (Authorisation). Another potential collaboration is to use a
common Authorisation Service which might also support appropriate fine-
grained authorisation and delegation using the UMA open standard

Kantara response:

Using User-Managed Access (UMA) would enable the Attribute
Store to function as a resource server (host of resources) to which
the user could grant access in a powerful and interoperable
fashion.

9. Do you have views on these concepts, and the potential / feasibility?
to work towards interoperable components and federated authorisation.



3. Attribute Store and Consent

1. What type of products and services available in the market would
be suitable for use as Attribute stores?

2. Do any of these support Federated identification and how does it work?
3. What is the market view of an integral consent manager?

Kantara response:
Not clear what it does in this context in light of GDPR Recital 43.

4. What is the market view of zero knowledge (See Section 5.4 in
the Technical Brief attachment, Ref. 04) in the context of SAPS?

5. What mechanisms could be appropriate to recover a user’s Attribute
Store in the event of a loss of credential?

6. How could delegated access to an Attribute Store be delivered and do
you think UMA2 could be applicable here?

Kantara response:

Yes, UMA2 delegation can be used for fine grained attribute
sharing between service users, based on the verified identities in
the system. An Attribute Store deployed as an UMA resource
server is aligned with the SAPS vision that data need not be
stored in a centralized database.

4. Broker

1. We are interested in any feedback on our proposed broker especially
in understanding the market’s view on lightweight products and low-cost
deployment options available in the market which minimise integration
costs and would allow us to separate concerns of SAPS from those of
SAPS Relying Parties as much as possible.

5. Metadata Document Management

1. We would appreciate your views on how to support metadata
representation and manipulation across the ecosystem, and especially



if capabilities can be readily deployed within Relying Parties and
Attribute Store providers.

Kantara response:

Practical details such as character sets in data need to be
addressed early on as any later changes would need to be made
by all parties and can be costly to implement.

2. What could the market suggest as the basic / standard structure of
verified attributes and should W3C'’s Verified Credential proposition play
a role here?

6. Authorisation Services

1. Does the market agree that it is possible to implement single
authorisation service for both Credential provider and Attribute Store
services?

2. We note emerging standards CIBA and app2app relating to more
convenient user journeys in which two domains interoperate including an
authentication & authorisation journey (ref Open Banking patterns). Does
the market understand these might be applied to common authentication
application (of the Credential Provider) and consent manager application
(of the Attribute Store)?

7. Authorisation Methods

1. Is the market aware of other Authorisation/Authentication methods
which might help us achieve our SAPS aims?

8. Identity Attribute Provider

1. Do you have comments on the proposed model or wish to
propose alternatives?

2. Do you believe there will be organisations committed to providing
identity attributes into solutions such as SAPS?

3. Are there other suggestions on how we could deliver Identity
Attributes within SAPS?



9. Identity on Demand Service

1. We invite comments on this model, in particular from respondents
who may have views on or operate IDPs, or potential IAP suppliers. Do
you foresee opportunities or impediments for loDs as a service?

2. Given SAPS may provide identity assertions to external schemes
(See Section 5.1 in the Technical Brief attachment, Ref .04), acting as
a federated IDP to those schemes, what opportunities does this offer or
modifications to the proposition might you suggest?

10. Self Sovereign Concepts

1. How does the market envisage that Self Sovereign Identity
based solutions could integrate with a broker?

2. Could SSI support federated authentication by a conventional
OIDC Credential Provider?

3. Could SSI support delegated access to the users Attribute Store?

4. Could SSI support less sophisticated users and recovery in the event
of lost devices or compromised architecture?

5. Where, if at all, does the market see the overlap between wallets, off
chain stores, identity hubs and personal data stores?

6. How can the functions of storage, authentication and

authorisation/access control, and attribute ‘presentations’ be separated to
enable composition of services with different characteristics?

11. Other Schemes

1. Does the market know of other schemes which may deliver the aims
of SAPS, or which could be candidates for interworking with SAPS?

Kantara response:

Provincial or state governments, e.g. in Canada and Australia
have online services supported by simpler albeit less innovative
schemes.



2. Does the market think that SAPS could provide verified attributes such
as Identity as proofs to other public services outwith Scotland?

Kantara response:

The benefit of a single system would be reduced if Scots could not
use this at UK level services.

12. Alternative Architectures

1. Is the market aware of alternative architectures to that described
which meet the user and public service needs in a Scottish Attribute
Provider Service?

Kantara response:

Kantara counts amongst its members the governments of the US,
AU, NZ (those agencies responsible for national digital identity
systems) and none of them has an attribute aggregation enabled
service, though NZ has offered to both public and authorised
private sector |dPs and RPs, a yes/no-type digital identity attribute
claim service for a number of years now.

2. What does the market think should be changed or improved in
the proposed SAPS architecture?

Kantara response:

Kantara recommends that the SAPS include a capability to handle
multiple languages.

13. Cryptography

1. Does the market know of technical solutions to prevent the disclosure
of the signature of the origin RP (the Issuer in Verified Credentials terms)
to the consuming RP (the Verifier in VC/SSI terms), provided that
appropriate trust in the proof (presentation in VC terms) can be
demonstrated, and that such technologies meet overall integration
objectives?

2. Our proposed model assumes users can decline or delete updated
attributes at the Attribute Store. This means that consuming RPs will have



to be designed to understand the limitations; it also gives the desired
property that the user is in complete control of what verified attributes they
choose to disclose to an RP. Does the market believe this is feasible?

Kantara response:

The relying parties probably already exist, and thus ‘designing-in’
this functionality at the outset is probably not feasible. But they are
presumably compliant with data protection principles so at least
there is a conceptually acceptable basis to work from. If this more
complex requirement is needed, a defined certification process
will be needed.

3. Can the market suggest alternative models / technologies of
attribute maintenance (public credential definitions, proof of
non-revocation in VC/SSI terms, cryptographic accumulators, others).

14. Zero Knowledge Attribute Store

1. We do not want the Attribute Store provider to be able to decrypt the
users verified attributes and therefore expect it to be ‘Zero knowledge’'.
Does the market believe this is achievable and if so are there relevant
examples?

15. Further Information

1. Is there any other information, feedback or suggestions relevant to
SAPS that you would like to share with us? We are interested in your
thoughts and challenge around our approach, concept, and thinking as
well as proposed and alternative solutions.

Kantara response:

The use of CSA STAR and IASME is an understandable baseline,
but we do not believe they will do the job for you with the really
fine graining you're going to need in order to evidence
conformance with British Standards and other IDV and Authn
requirements, just as they would stand no chance for evidencing
conformance with NIST SP 800-63-3. You may be aware that
Kantara operates a conformity assessment scheme for NIST SP
800-63-3 in the US to help industry meet the demands of the US
Federal Government relying parties and recognised by them



Kantara Initiative grants Approval for services which have been
found to be conformant to a set of Kantara-defined criteria
typically specific to a particular standard or specification, such as
NIST SP 800-63-3, for which a CSP seeks a third-party
assessment of their conformity. In the case of NIST SP 800-63-3
for example, Kantara’s criteria focus on the operation of identity
proofing, credential management and federated assertion
functions at given levels of assurance, IAL2, IAL3; AAL2; AAL3;
FAL2, FAL3. The Kantara service assessment criteria address the
technical functionality of the target service, the service provider’s
bona fides and the applicable information security management
practices. It could replicate this successful approach and process
to a DIS scheme. https://kantarainitiative.org/trustoperations/ .


https://kantarainitiative.org/trustoperations/

