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Guidelines for Notification, Consent and Choice in Online 
Services for Consumers 

 

Introduction 

It has become possible to collect and analyze a wide variety of data thanks to 
improved telecommunication infrastructure, such as the broadband environment, 
wider use of smart phones and other terminals to collect information from 
individuals’ activities and enhanced information processing technologies. 
Against the background of such technological improvements, it is increasingly 
possible to improve convenience of the life of citizens, to create new businesses 
and to enhance attractiveness of services and to add value, by actively utilizing a 
wide variety of data. Meanwhile, more and more consumers have become 
aware of privacy in recent years, and sometimes criticize organizations for their 
lack of care for privacy in collecting and making use of personally identifiable 
information (PII).  

Consumers criticize the use of PII by organizations, when they do not know the 
extent of information collected by organizations or the way such information is 
used. Such criticism is due to the lack of the provision of information or 
explanation about the handling of PII at the time PII is collected to make 
consumers sufficiently understand its purpose.  

This standard provides a guideline for the appropriateness of the provision of 
information to consumers and of the contents of explanation in order to establish 
trusting relationships with consumers when organizations providing online 
services to consumers collect and use PII. This standard provides a framework 
in which organizations can clearly provide consumers with such information as 
should be supplied to consumers without causing misunderstanding among 
them in various situations, such as at the time of colleting PII, of starting the use 
of service or during the use of service.  

This standard is intended to provide a detailed guideline by focusing on the 
aspect of online services for consumers under Principle 7: Openness, 
Transparency and Notification and Principle 1: Consent and Choice, out of all the 
privacy principles of ISO 29100. 

1  Scope of Application 

This standard is applicable to processes by which organizations of all sizes in all 
industries, which use PII in online services for consumers, obtain consent from a 
personally identifiable information principal.  

This standard applies to processes by which organizations effectively confirm 
the intention of individual consumers and they handle PII in line with such 
intentions. Specifically, these processes specify what information is necessary 
for a PII principal to make a choice and how it will be provided by organizations, 
including the following: 
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  Documents or the display on the screen of terms of service or the 
privacy policy, which explains how PII will be handled in a manner easy 
for consumers to understand  

  Processes by which to confirm the intention of consumers, including 
the user interface (UI), such as how the consent obtaining screen 
should look and its transition form. 

  Processes by which to reflect the intention of consumers in advance or 
subsequently, including detailed options, ease of change halfway 
through and ease of opt-out. 

2 Normative Reference 

The following referenced documents are indispensable for the application of this 
document. For dated references, only the edition cited applies. For undated 
references, the latest edition of the referenced document (including any 
amendments) applies.  

ISO/IEC 29100 Information technology – Security techniques – Privacy 
framework 

ISO/IEC 29115 Information technology – Security techniques – Entity 
Authentication Assurance 

ISO/IEC 40500 Information technology -- W3C Web Content Accessibility 
Guidelines (WCAG) 2.0 

3 Terms and Definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC 
29100:2011, ISO/IEC 29115:2013 and the following apply.  

3.1  
explicit permission 

permission expressed by an explicit and active action by the PII principal 

NOTE: It applies only to cases whereby an action required for the collection of 
agreement is taken by a personally identifiable information principal  

EXAMPLE: Agreement is collected by asking the PII principal to take a specific 
action to show his/her agreement (select On, when Off is set as default). 

3.2  
implicit permission 

permission not based on an explicit and active action by the PII principal 

NOTE: Cases where agreement is not based on explicit permission, but 
considered obtained in the light of the context falls into this category.  
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EXAMPLE: Agreement is collected by asking the PII principal to take a specific 
action to show his/her non-agreement (select Off, when On is set as default). 

3.3 
PII attribute 

attribute deemed to be PII 

4 Basic Requirements 

4.1 Notification 

4.1.1 Cases where Notification is Necessary 

Organizations shall notify the PII principal of the contents of notice (4.2) 
appropriately when they obtain PII.  

4.1.2 Appropriate Awareness 

Organizations shall notify in a manner recognizable to PII principals. 

4.1.3 Appropriate Expression 

 Organizations shall notify in a way that is clear and easy for PII principals to 
understand.  

4.1.4 Appropriate Timing 

Organizations shall notify before obtaining PII. 

4.1.5 Appropriate Place 

Organizations shall notify in places where it is easy for PII principals to notice. 

4.1.6 Reference as Needed 

Organizations shall make the contents of notification to PII principals available 
for easy reference by PII principals after the notification.  

4.2 Contents of Notice 

4.2.1 Overview of Service 

Organizations shall provide the overview of services. 

4.2.2 PII Collector/User 

Organizations shall provide information specific enough to PII principals so that 
the latter can identify the collector and the user of PII.  

4.2.3 PII attributes that are collected 

a) Organizations shall give notice in a manner that allows PII principals to 
know what PII attributes are included in PII. Organizations shall give 
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notice even if PII attributes are obvious to PII principals, given how the 
collection is made.  

PII attributes are attributes that are deemed to be PII, such as name, 
address, telephone number, etc. Therefore, organizations must say, 
“We are going to collect your name, address and telephone number,” 
instead of, “We are going to collect your private information.” Even if it 
is obvious that the collected information is the address only in view of 
how the collection is made, organizations shall say, “We are going to 
collect your address,” instead of, “We are going to collect your private 
information.”  

b) Organizations should provide the actual PII attribute value to be sent in 
the notice.  

For instance, organizations should provide “telephone number: 
03-1234-5627”, instead of just “telephone number”. 

c) Organizations shall give legal grounds when collecting sensitive 
information. 

4.2.4 Collection Method 

a)  Organizations shall provide the description of how PII will be collected 
in the notice. If different methods are used for different PII attributes, 
organizations shall notify separately. 

b) Organizations shall provide clear explanation of collection methods of 
PII, which are obscure for PII principals 

c) Organizations shall categorize the PII attributes by privacy impact and 
provide the collection methods of PII attributes by the category.  

d) Organizations shall give clear notice of even obvious PII attributes. 

4.2.5 Purpose of Collection 

Organizations shall provide a clear explanation of why the PII attribute is 
necessary where the reason is obscure from the context fo the collection.  

4.2.6 Timing of Collection 

Organizations shall give notice of when PII will be collected, if PII is to be 
collected long after the intention of collecting PII is notified. 

4.2.7 Purpose of Use 

a) Organizations shall specify the purpose of use of collected PII attributes 
concretely and notify. Organizations shall notify separately if the 
purposes of use of PII attributes vary. Organizations shall give notice if 
collected PII attributes will not be used. 

b) Organizations shall provide the purpose of use of PII for each PII 
attributes in the notice. 
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c) Organizations shall clearly provide the purpose of use of PII, which is 
difficult for a PII principal to realize, given how the collection is made, in 
the notice.  

d) Organizations should give priority notice of the purpose of use of PII 
with higher privacy impact. 

e) Organizations can omit giving notice of the purpose of use of PII which 
is obvious to a PII principal. 

4.2.8 Method of Use 

Organizations shall notify the PII principal whether the PII will be used as is or 
after being processed. When the PII attributes are processed before being used, 
it is desirable for the organization to provide the information on how they are 
processed before they are being used.  

4.2.9 Provision to Third Party 

a) Organizations shall give notice of whether or not PII will be provided to a 
third party. 

b) If an organization provides PII to a third party, it shall notify the PII 
principal of whom the recipient is. Although the organization should 
identify and give notice of recipients individually, it can provide a group 
specified by a certain criteria as recipients. 

c) If an organization provides PII to a third party, it shall notify the PII 
principal of the purpose of use of PII by the third party. 

4.2.10 Retention Period and Disposal 

a) Organizations shall give notice of any of the following, with regard to 
the scheduled disposal of PII: 
1) that PII shall not be disposed of until deletion is requested, 
2) or retention period, or  
3) date of disposal.  
 

4.2.11 Participation of PII Principal 

a) Organizations shall give notice of what a PII principal can request and 
how, with regard to the disclosure of PII.  

b) Organizations shall give notice of what a PII principal can request and 
how, with regard to the suspension of the use of PII. 

c) Organizations shall give notice of what a PII principal can request and 
how, with regard to correcting PII.  

d) Organizations shall give notice of what a PII principal can request and 
how, with regard to deleting PII. 

e) Organizations shall give notice of what a PII principal can request and 
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how, with regard to stopping the provision of PII.  

f) Organizations shall give notice of what a PII principal can request and 
how, with regard to revoking his/her consent. 

g) Organizations shall notify the PII principal that the status of collection or 
use of PII by them can be checked by the PII principal any time. 

h) Organizations shall give notice that the status of consent by the PII 
principal can be checked at any time. 

4.2.12 Inquiry 

a) Organizations shall give notice of the contact information for inquiry 
regarding PII.  

4.3 Consent and Choice 

4.3.1 Informed Consent 

Organizations shall inform in a specific manner so that the PII principal can 
understand what he/she is being asked to confirm. 

4.3.2 Principal 

When obtaining the consent, organizations shall notice the PII principal that as 
whom or as which identity the PII principal is about to provide the consent.  

In recent systems, many people selectively use several different accounts, 
identities or persona using a single central account. It is very important to 
distinguish as whom the PII principal is giving consent. By creating confusion in 
this respect, perpetrators may try to collect undue consent. Therefore, in which 
persona the PII principal is about to give consent should be clearly stated.  

4.3.3 Choice 

When organizations check the intention of PII principals, they shall give an 
opportunity for PII principals the choice when obtaining explicit or implicit 
permission. Although the organization should obtain explicit permission, implicit 
permission can serve the purpose. However, organizations shall not treat cases 
where the PII principal is deemed to have given consent without being given an 
opportunity to choose some action as an evidence of permission.  

4.3.4 Independence 

Organizations shall obtain independent permission regarding matters related to 
privacy when they check the intention of a PII principal. They shall not treat the 
situation in which permission is given together for matters unrelated to privacy as 
one in which permission is given for privacy.  

NOTE: Burying the privacy related notice obscurely in the other matters and 
having user accept it is a common privacy attack.  
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4.3.5 Reasonable Expectation 

When organizations check the intention of a PII principal, they shall check his 
/her intention individually with regard to items with varying impact on privacy. 
However, organizations can check the intention of the PII principal collectively 
for several items with a similar privacy impact.  

4.3.6 Frequency 

Organizations shall check the intent of a PII principal at an appropriate interval. 

If organizations ask for the intention of the PII principal too often, he/she may 
overlook what the consent is about and start accepting it without really 
understanding the implication of it. This is sometimes refereed to as click training. 
Organizations shall not check the intention excessively to prevent this from 
happening.  

4.3.7 Timeliness 

Organizations shall check the intention of the PII principal in a timely manner. 

If the intention of the PII principal is checked too early, he/she has difficulty 
guessing what it is about and practically has no choice but to give consent. 
Organizations should not check the intention of the PII principal too early. 

4.4 Notice when the conditions are being changed from what has been 
specified at the Time of Collection  

4.4.1 Overview of Service 

Organizations shall obtain consent from the PII principal if they change the 
overview of the service, which was notified to the PII principal at the time PII was 
collected. 

4.4.2 PII controller 

Organizations shall obtain consent from the PII principal if they change the PII 
controller, which was notified to the PII principal at the time PII was collected. 

4.4.3 PII attributes being collected 

Organizations shall obtain consent from the PII principal if they change PII 
attributes being collected, which was notified to the PII principal at the time PII 
was collected. 

4.4.4 Collection Method 

Organizations shall obtain consent from the PII principal if they change the 
collection method of PII, which was notified to the PII principal at the time PII 
was collected. 

4.4.5 Purpose of Use 

Organizations shall obtain consent from the PII principal if they change the 
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purpose of use to something outside the scope, which was notified to the PII 
principal at the time PII was collected. 

 

4.4.6 Provision of PII to Third Party 

Organizations shall obtain consent from the PII principal if they change matters 
related to the provision of PII to a third party, which was notified to the PII 
principal at the time PII was collected. However, if the PII principal was notified of 
the scope of recipients of PII and a change is going to be made within the scope, 
they can change without obtaining consent from the PII principal. 

4.4.7 Retention Period and Disposal 

Organizations shall obtain consent from the PII principal if they extend the 
retention period or extend the disposal date notified to the PII principal at the 
time PII was collected. 

4.4.8 Participation of PII principal 

Organizations shall obtain consent from the PII principal if they change matters 
related to disclosure, suspension of use, correction, deletion, suspension of 
provision or revoking of consent, which were notified to the PII principal at the 
time PII was collected. 

4.4.9 Inquiry 

Organizations shall obtain consent from the PII principal if they change the 
contact information for inquiry which was notified to the PII principal at the time 
PII was collected. 

5 User Interface in order to obtain the consent of PII 
principal 

5.1 User Interface Requirements for obtaining initial consent  

5.1.1 Order of Items to be displayed 

When organizations seek consent from? PII principals, they shall display each 
item in 4.2 in the order specified under 4.2. Each item of 4.2 should be displayed 
as a headline in a table format for corresponding values. However, in the 
absence of corresponding value, the row can be omitted. If the screen is too 
small to fit all the relevant information in a table format, a text format can be used. 
However, the order of appearance shall not be changed.  

Displaying items in a fixed order in a table format makes the comparison of 
different notice easier, helping PII principals to form their decision. 
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Example: 

Notice regarding use of PII 

Overview of service Mobile history maPIIng service 
PII controller Example Co., Ltd. 
PII to be provided email address 

Location information 
Collection method When a record button is clicked 
Purpose of use To provide your mobile history to you as a map  
Provision to third party No 
Retention period, disposal To be disposed of after being stored for six months 
Involvement of PII principal You can refer to, correct, etc. the information stored 

below 
http://example.com/maps/ 

Contact Tel: 03-0000-0000 

email: info@example.com 

https://example.com/info/ 

Figure 1 — Notice in a table format 

 
Example: Item name is omitted 

●●●●●Telco 4G 12:09   83% 

alice@example.org： 

Mobile history maPIIng service ▼ 
(Example Co. Ltd.) is about to refer to the 
following information 

 Email address > 

 Location information > 

(to be collected when the record button is 
pressed) 
This is designed to provide your mobile 
history as a map. 
It will not be provided to a third party. 
It will be disposed of after being stored for 
six months. 
You can see, correct, etc. the stored 
information from below. 
http://example.com/maps/ 
Contact: Tel: 03-0000-0000, email: 

info@example.com, 
https://example.com/info/ 

 
Figure 2 — The case where the heading is omitted 

 

mailto:info@example.com
mailto:alice@example.org
mailto:info@example.com
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5.1.2 Display volume constraint 

Organizations should display the notice such that PII principals are able to  
read in as little time as possible. It should not span more than a few screens. 
Given the volume constraint, not all the contents can be displayed in one screen. 
In that case, organizations shall display the summary first.  

When organizations display PII attributes?  to be collected, they should display 
PII attributes by groups depending on their potential privacy impact so that PII 
principals can clearly recognize the differences. 

Organizations shall make content , including the information omitted in the first 
or subsequent  screens, available for reference by PII principals if they wish.  

NOTE: In the case of electronic notification, pop-ups and drill-downs can be 
used to display content. 

 PII principals can have difficulty in reading a large amount of terms and 
conditions in a contract, especially when they are about to take a certain action. 

5.1.3 Displaying concrete values  

Organizations should display the values of PII attributes to be collected at the 
time of notification, if possible.  

It is also possible that a PII principal cannot understand what the label for the PII 
attribute means. Providing the actual value or an example value would mitigate 
such issues.  

For example, instead of just writing "telephone number", it should display the 
label with the value in its preferred format: e.g, "telephone number: 
03-1234-5678". If the actual values cannot be shown, an example value should 
be given. These values can be provided in a separate screen which can be 
accessed by following a link from the current screen.   

If new PII is generated through some kind of processing of PIIs, showing the 
actual value before the consent is impossible. In such cases, providing an 
example value is desirable. For example, when purchase data from a shop was 
to be provided, since the PII principal has not a purchase at the time of consent, 
there is no actual data. In such a case, it is desirable to obtain the understanding 
of the PII principal by showing example purchase data and informing he/she 
what kind of data is going to be provided.  
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Examples: 

 

●●●●●Telco 4G 12:09 83% 

alice@example.org： 

Mobile history maPIIng service▼ 
(Example Co., Ltd.) is about to see the 

following information： 

■ Email address > 

■ Location information > 

(to be collected when the record button 
is pressed) 
This is designed to provide your mobile  
history as a guide to your usage.. 
It will not be provided to a third party. 
It will be disposed of after being stored 
for six months. 
You can see, correct, etc. the stored 
information from the link below. 
http://example.com/maps/ 
Contact: Tel: 03-0000-0000, email: 
info@example.com, 
https://example.com/info/ 

 
 

 

●●●●● Telco 4G 12:09 83% 
Email address▼ 

 

alice@example.com ? 

 ? 

The email address registered in 
your account. 

? 

  

  

  
 
 
 

 
 

Figure 3 — Displaying concrete values 

  

mailto:alice@example.org
mailto:info@example.com
mailto:alice@example.com
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Example: showing examples 

You are about to provide us with the receipt of your 
purchases. Here is an example.  

Example Pharmacy 

 

Date:2014-08-27 15:04:01 

Store ID: 1234 

Customer ID: 989814501 

 

 Item Qty Prc 

---------- ---- -------- 

Rose Soap 10 58.00 

SleepNow 1 24.50 

 

 

Subtotal 82.50 

Tax (18%) 14.85 

Total 97.35 

Figure 4 — Displaying an example 

5.1.4 Machine Readability and Display Format 

When electronically displaying the notice, organizations should provide it in a 
machine-readable format so that the software responsible for presenting it to the 
PII principal, can parse it to optimize the user interface and  help PII principals 
make decisions.  

To assist PII principals understand what the notice means, organizations can 
use graphics and icons where applicable. However, organizations should note 
that the PII principal’s interpretation of graphical representation can differ 
significantly depending on cultural backgrounds. Separate standards for the 
region or culture in question should be created in order to prevent PII principals 
from getting confused. 

NOTE: By so doing, it becomes possible for devices to select items appropriately 
and display.  

5.1.5 Accessibility 

Organizations should display notice in an accessible manner based on ISO/IEC 
40500 Information technology -- W3C Web Content Accessibility Guidelines 
(WCAG) 2.0, if a PII principal so wishes. 

5.2 Obtaining consent based on the difference to the previously 
obtained consent 

When organizations try to obtain consent based on 4.4, they can give notice of 
only the difference from the last time a PII principal gave consent, provided that 
the PII principal is able to access to the contents of the current consent from the 
current screen. In doing so, organizations shall certify and identify the PII 
principal at the necessary level of assurance and extract the difference. 

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=58625
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=58625
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5.3 Method of Consent and Choice  

5.3.1 Displaying who is giving consent  

Organizations shall clearly display to PII principal which account is being used to 
request and obtain consent.  

All consents are contextual. In recent systems, many people selectively use 
several different accounts, identities or persona using a single central account. It 
is very important to distinguish which of those the PII principal is giving consent. 
By creating confusion in this respect, bad actors may try to collect undue 
consent. Therefore, in which persona the PII principal is about to give consent 
should be clearly stated.  

5.3.2 Act of Giving Consent (user interface) 

Organizations, when obtaining the explicit consent as described in 5.1, shall 
obtain it through PII principal's intentional action. The screen to obtain the 
consent should be the same screen as the one giving notice in  5.1.  

An intentional action is the action which has to be associated with the PII 
principal's own intention. For example, such user interfaces as clicking a check 
box, pressing a button, sliding the slide bar can be considered as forming an 
active action.   

If the screen to display the notice and the screen to perform the action is 
separated, PII principals may get confused on what he/she is about to do. 
Therefore, it is better to display the notice specified in 5.1 in the same screen as 
the one obtaining the consent.  

5.3.3 Independent Consent  

Organizations shall obtain consent regarding items displayed under 5.1 through 
an action independent from others. 

Burying the privacy related notice obscurely in other information and having user 
accept it is a common breach of privacy.  

5.3.4 Post-consent Reference 

Organizations should notify PII principals so that PII principals can see the 
content of what they agreed on by an appropriate means whenever they like.   

Organizations should also give notice of how the consent can be revoked, if 
revocation is feasible. 

 


