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Recipients are asked to note the following: 
• This Information Sharing Framework (ISF) is the central document for the 

development of Collaborative Cyber Situational Awareness (CCSA) arising 
from MNE7.  Its strategic purpose is to support the development of CCSA 
now that MNE7 is complete, with MNE7 participating nations and non-
participating nations collaborating to develop it further.  In each case, this 
includes broad national (government, military and industry) participation.  

• The original MNE7 ISF V1.6 was updated significantly to draft ISF V2, which 
included: 

o All outputs from MNE7 
o All the latest inputs from IETF, US NCCIC, ISO, ITU-T, NATO and the 

European Commission 
o The EU Cyber Security Strategy 

• ISF V2 was updated to V2.1 to include: 
o Comments from the Cyber Transition Workshop 
o Inputs from the NATO Cyber Action Plan 9 and 14. 

• This ISF V2.2 incorporates formal comments received since Feb 2013 plus 
content on STIX, TAXII and related models.  

• This ISF V2.2 is offered for review at the final CCSA Transition & 
Implementation Meeting due to take place 28/29 May @EU, Brussels, with 
the purpose of forming a new multinational Organisation to progress CCSA, 
including the ISF and related documents, in coordination with other 
international developments and standards. This Organisation is 
provisionally called the Multinational Alliance for Collaborative Cyber 
Situational Awareness (MACCSA). 

• This is a living document.  There will be opportunities for further formal 
comment and amendment.   Meantime, informal comments are welcome 
anytime. 

• Your nation’s and organisation’s participation is appreciated. 
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Executive Summary 32 
Our ability to counter increasing threats to our information and infrastructures depends on 33 
our ability to work together to make smarter tactical and strategic decisions.  This 34 
Information Sharing Framework (ISF) provides the guidance to establish the capability to 35 
increase an organisation’s cyber Situational Awareness (SA), enabled by sharing 36 
information across a trusted community of interest, to achieve Collaborative Cyber SA 37 
(CSSA). It includes an Information Sharing Model and an Information Management Model.  38 
It describes the context and the business case for participation, and includes the 39 
collaborative governance, federated access control and management of information quality.  40 
All of which are required for effective decision making.   41 
Cyberspace has rapidly evolved into a key domain amongst the Global Commons (GC): Air, 42 
Sea, and Space, and continues to expand. Increasingly, daily life for citizens, companies 43 
and governments depends on the availability of cyberspace.  Most of our activities and 44 
decisions in our physical world depend on information and access to cyberspace.  45 
Unfortunately, malicious activities increase daily; global cybercrime exceeded $1 trillion in 46 
2008 and is expected to approach $2 trillion in 2013. The misuse of cyberspace and the 47 
growing number of attacks on cyber networks have become major problems for nations and 48 
organisations.  A collective approach to dealing with these malicious activities will 49 
safeguard our continued utilisation of the Global Commons. Preparation and good decision-50 
making depend on quality CCSA.  Good CCSA depends on sharing information quickly 51 
about the status of cyber security controls, potential threats and vulnerabilities, alerts and 52 
incidents. 53 
Cyber incident information is shared today between working-level organisations, such as 54 
CERTs (Computer Emergency Response Teams), without employing any standards-based 55 
approach or methodology, or much security automation.  For success to be achieved, a top-56 
down, standards-based Information Sharing Model is proposed, focusing on security 57 
controls based on the policies, procedures and mechanisms for federated Trust.  It includes 58 
Taxonomies for information interoperability, from ENISA (European Network and 59 
Information Security Agency), US DHS (Dept of Homeland Security) and IETF (Internet 60 
Engineering Task Force).  61 
Trust is the most important factor in any information sharing community.  Trust depends on 62 
an AAA Model: Authentication (“Are you who you claim to be?”), Authorisation (“Do you 63 
have permission to undertake the activities?”), and Accountability (“Can you evidence 64 
compliance in any court of law?”).  The ISF describes federation – the shared use of 65 
common policies, procedures and mechanisms, based on international standards and AAA. 66 
The Information Sharing Model describes the means required for sharing information, 67 
proactive (push) and reactive (pull) , alerts and warnings, best practices, information on 68 
security quality management and proactive artefact handling.  69 
The Information Management Model is focused on ensuring the quality of the shared 70 
information, which is vital to good decisions. Information needs to be timely and accurate 71 
with the right degree of richness.  72 
Using these principles, MACCSA proposes a mesh of Hubs and Nodes to coordinate 73 
information sharing and maximise CSSA. The model is based on existing federated secure 74 
collaboration capabilities in defence, intelligence and industry, comprising independent 75 
entities bound together by Information Sharing Agreements, and further united by 76 
collaborative, community-centric governance authorities.  77 

78 
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Introduction 144 
1. Historically, the Global Commons has referred to the common domains of air, sea and 145 
space across the Earth, not owned by any single nation. Cyberspace is now considered a 146 
Global Commons of great significance, as all other domains depend increasingly upon it for 147 
their management and future. The need to ensure access to cyberspace is profound and 148 
pervasive.  Every nation and industry sector on the planet depends daily, and directly or 149 
indirectly, on having unhindered access to cyberspace.  But cyberspace, inherently 150 
vulnerable with few boundaries, faces increasing threats of disruption and data theft – over 151 
$2 trillion of global cybercrime is forecast for 2012 – which already have consequences for 152 
society, nations, industries and governments. Hence nations must collaborate to ensure 153 
universal and safe access to cyberspace.   154 
2. Collaboration depends on sharing sensitive information between trusted partners to 155 
enable more effective decision making in organisations across industries and governments. 156 
The organisations maintaining cyberspace (e.g. internet service, power, 157 
telecommunications and technology providers, and cybersecurity organisations) have to 158 
collaborate in the same way.  This MACCSA Information Sharing Framework (ISF) 159 
describes how sensitive information should be shared across organisations, enhancing the 160 
organisational and Collaborative Cyber Situational Awareness (CCSA) while improving 161 
individual and collective decision making process.   162 
3. The ISF is ultimately for decision makers, particularly in cyber, politics, military, 163 
government, industry and academia.  The ISF gives strategic guidance on the policies, 164 
procedures and mechanisms that any trusted partner will require in order to collaborate.  It 165 
is a blueprint for collaborative policy development across communities of nations, and 166 
military and industry organisations. . It should guide political and legal advisers, policy 167 
makers, risk managers, cyber defence organisations, service providers and others. 168 
4. The ISF is based on existing and emerging international standards.  Where best 169 
practice involves national documents and standards, work is in hand to migrate the content 170 
into new international standards through technical standards bodies and also UN bodies 171 
including ISO and ITU-T.  172 
5. The ISF V1.6 was developed as part of MNE7 Outcome 3, Cyber Domain, and was 173 
tested in the Outcome Limited Objective Experiment (LOE).  The ISF V1.6 was an Outcome 174 
3 formal deliverable.   175 
6. The latest ISF V2.2 contains more input, ready for the MNE7 Transition Workshop.  Its 176 
ownership will pass to a new organisation for development and implementation to meet 177 
evolving national and international needs for CCSA and its increasing linkage with counter-178 
fraud, cyber-crime and crisis management, and the Common Cyber Intelligence Picture 179 
(CCIP).  It is a living document that will grow. 180 

Achieving Collaboration 181 
7. Motivation.  The first requirement to achieving collaboration is the desire of an 182 
organisation to collaborate.   In industry, the requirement to collaborate, yet compete, is well 183 
understood; so too is the need to be trusted.  MNE7 evidenced that several government 184 
and military organisations were initially reluctant to want to work with others or to discuss 185 
shared problems and needs.  In a number of cases, it was the fear of being left behind or 186 
excluded that motivated them to become involved and then participate – only then did they 187 
see the value and attraction.  In other cases, it was the desire to learn from the mistakes 188 
and good work of others that got them started.   189 
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8. Leadership.  The underlying issue is the need to address shared risks.  Organisations 190 
are familiar with the concepts of enterprise risk and the consequences of good and poor 191 
risk mitigation.  But addressing shared risks needs a more collaborative approach across 192 
organisations, which requires executive leadership. All the participating nations shaping the 193 
future of CCSA and the development of MACCSA have involved their executive leadership.  194 
Those nations whose leadership is not yet involved or aware, or who have yet to agree 195 
departmental responsibilities, are finding it difficult to progress and commit.  Organisational 196 
leadership and executive buy-in are key to collaboration.   197 

Background and Context 198 

Understanding Cyber 199 
9. Cyber has roots in the Greek word “κυβερνητικός”, meaning skilled in steering or 200 
governing. The term “cybernetics” is widely recognized in the context of the control of 201 
complex systems in the animal world and in mechanical networks. However, since cyber 202 
has been introduced it has taken on several meanings. The term is used effectively in 203 
business, law and policy, and it has highly useful application in that it provides a reference 204 
to the virtual (i.e., other-than-physical) world created by the Internet and other electronic 205 
communications.  Cyberspace is a domain but it does not exist without the physical 206 
ingredients from which it is composed.    207 
10. Several definitions of cyberspace exist.  Here are two: 208 

a. Cyberspace is an electronic medium through which information is created, 209 
transmitted, received, stored, processed, and deleted1; and 210 
b. Cyberspace is a global domain within the information environment consisting of the 211 
interdependent network of information technology infrastructures, including the Internet, 212 
telecommunications networks, computer systems, and embedded processors and 213 
controllers.2  214 

11. This recognises that organisations and governments own networks and also that 215 
cyberspace, where information resides, is shared and moves, is a global commons,  216 
12. There is a growing international consensus that cyberspace is both virtual and 217 
physical.   It is not just limited to networks; it is also includes the information and entities 218 
that interact with each other and with information within and across networks - with major 219 
social and geo-political considerations..  The ISF assesses that any nation whose 220 
interpretation of cyberspace is focused only on physical networks, is at an increasing 221 
disadvantage with the shift to information exploitation and augmented reality.  222 

Using Cyberspace 223 

13. Cyberspace has enabled extraordinary transformation, benefits and financial growth in 224 
recent times.  Its use continues to expand in volume of users and functional capabilities.  225 
Citizens, consumers, government employees, industry employees, devices and systems 226 
expect cyberspace to deliver more and enable faster change.  Governments encourage 227 
these developments but are only just starting to address the implications – see European 228 
Digital Agenda3 and the US Cyberspace Policy Review4. 229 

                                                                                                                                                  
1 Russia-US Bilateral on Cybersecurity – Critical Terminology Foundations, Issue 1, April 2011, Page 20 
2 U.S. JP 1-02: Department of Defense Dictionary of Military and Associated Terms, 08 November 2012 (as Amended 
through 15 Jul 2012), Pages 79-80 
3 http://ec.europa.eu/information_society/digital-agenda/documents/digital-agenda-communication-en.pdf 
4 http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_final.pdf 
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14. Attitudes are changing.  Younger generations in developed countries have no 230 
experience of a pre-internet, paper-driven, manual world where concepts of friendship, 231 
social responsibility, community and trust, and the nature of business were all very different.  232 
They have different views from older, more cautious generations, which can result in 233 
unwise risk decisions. These different views and values extend into the workplace where 234 
cyber-crime, insider fraud, intellectual properly theft and illegal financial trading are all 235 
increasing.  236 
15. Immigration and social mobility create cultural and ethnic diversities that can 237 
complicate notions of national citizenship, identity and community.  Internet-enabled social 238 
networking has magnified both the benefits and risks of these changes, and enabled new 239 
social engineering threats that liberal societies find difficult to address. 240 
16. Technology enables changing use and behaviours.  The desire for convenience and 241 
financial benefit often ignores major security risks, more so in cyberspace where users 242 
readily ignore risks that would concern them in the physical world. Users – people, 243 
governments and companies – are an increasing part of the problem when it comes to 244 
protecting cyberspace.  A polarization between trusted and untrusted users exists. 245 
17. Criminals continue to make great use of cyberspace, where they have four key 246 
advantages: 247 

a. Cyberspace wasn’t built with security in mind – it is insecure and untrusted. No 248 
common trust mechanisms exist in cyberspace.  Anonymity is easy in cyberspace and it 249 
is easy to hide; 250 
b. Cyberspace enables criminals to expand their business empires internationally and 251 
adapt rapidly to changing opportunities, and do so faster than governments; 252 
c. There is a relative lack of awareness, coordination, legislation and law enforcement 253 
capability within and across nations.  CERT coordination is only just beginning.  There is 254 
insufficient coordinated proactive and preventative activity; and 255 
d. Less developed nations are particularly vulnerable.  Citizens may embrace mobile 256 
technologies but their governments are unable to detect and prevent organised crime 257 
from establishing flourishing bases for global cyber-crime. 258 

18. If users, service providers and governance organisations know who to trust, the 259 
detection of bad people and organisations, and remedial action becomes much easier.   260 

Protecting Cyberspace 261 

19. Deliberate state-sponsored attacks are a major concern of governments, however the 262 
advent of offensive capabilities for cyber warfare and cyber-attack are leading to some 263 
governments preferring to use cyber proxies, often organised crime.  The growth of 264 
hacktivists, with no allegiance to any government, is increasing opportunities for organised 265 
crime even more.  266 
20. The two strategic threats of concern to MNE7 are: 267 

a. Deliberate or inadvertent disruption of: 268 
(1) Cyber services (a range of data exchanges in cyberspace for the direct or 269 
indirect benefit of humans); and 270 
(2) Cyber infrastructure (the aggregation of people, processes and systems that 271 
constitute cyberspace). Protecting cyberspace is more than just protecting the 272 
network.   273 
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b. Data exfiltration – the deliberate theft or inadvertent loss of sensitive data that could 274 
be used for criminal purposes.  This may sometimes be state-sponsored. 275 

21. The growing number of internal and external attacks on cyber infrastructure has 276 
become one of the most serious economic and national security threats worldwide. 277 
EUROPOL reported to the European Commission (EC) DG HOME Expert Group in 2010 278 
that ID fraud is now the top enabler for all aspects of crime across Europe and almost all 279 
crime is internet-enabled at some point. The EUROPOL iOCTA report indicates that global 280 
cybercrime exceeded $1 trillion in 20085.  Subsequent expert discussions, including US 281 
Government agencies, project global cyber-crime to be around $2 trillion in 2012.  UK 282 
Government’s Fraud Indicators for 2012 report £73 billion fraud, up 20%, reinforcing an EC 283 
expert committee’s assessment of some €500 billion fraud across Europe in 2011, making it 284 
a dominant contributor to the Euro crisis.  The European Parliament is developing new 285 
legislation to force greater accountability into information systems containing sensitive 286 
information, which will strengthen the legal basis for protecting cyberspace.  Increasingly, 287 
nations are taking similar measures. 288 
22. Within MNE7, cyber defence and cybersecurity were synonymous.  The traditional 289 
view of cybersecurity has focused on technical factors.  This is changing as requirements 290 
advance for information protection, cyber services and cyber infrastructure protection.  291 
Within the ISF, cybersecurity is defined as: 292 

a. a property of cyberspace that is an ability to resist intentional and unintentional 293 
threats, and to respond and recover6. 294 

23. Cybersecurity experts are used to considering enterprise risks and requiring 295 
mitigations based on Confidentiality, Availability and Integrity (CAI).  This is inadequate for 296 
information sharing where shared risks dominate.  They require a federation model based 297 
on agreed internal security controls and a trust regime based on federated access controls. 298 

Cyber Situational Awareness 299 

24. Attacks will happen and nations, governments, organisations and industry have to be 300 
prepared, together. 301 

a. The rapidly changing nature and complexity of cyber threats have highlighted the 302 
weakness of isolated (lone or individual) organisational and national responses. 303 
Individual cyber security organisations can even increase damage to the business or 304 
nation in some cases.  It is only by working together that cyber defence organisations 305 
can succeed. Such collaboration requires the sharing of sensitive information on the 306 
7basis of a ‘need-to-share’ and a community ‘need-to-know’, allowing those threatened 307 
or under attack in the cyber domain to pool knowledge and get advice on the actions 308 
they can take to protect themselves.  There is currently a gap in our ability to gain and 309 
share sufficient cyber SA at the national and international levels to enable effective 310 
decision making. 311 
b. This gap inhibits our ability and willingness to work with allies and partners to provide 312 
collective cyber security and to take collective actions to ensure resilience and the 313 
normal operation of daily life for governments, services, businesses, consumers and 314 
citizens. We are less prepared than we should be. 315 

                                                                                                                                                  
5 Internet Facilitated Organised Crime Threat Assessment (iOCTA): EUROPOL O2 – Analysis & Knowledge The Hague, 
07/01/11 FILE NO.: 2530-264 
6 Russia-US Bilateral on Cybersecurity – Critical Terminology Foundations, Issue 1, April 2011, Page 31 
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c. The boundaryless nature of cyberspace, the speed and scale of effects, and the 316 
relative ease with which one can remain anonymous, compound the complexity of the 317 
challenges facing the decision makers and organisations responsible for ensuring 318 
secure access to cyberspace. Automation linked to human evaluation and oversight is 319 
key. 320 
d. Current cyber security focuses on enabling detection and post action reporting.  321 
Much more could be done on collaborative prevention, to ensure stronger cyber 322 
defences across cyber infrastructure and cyber services.  CCSA enables this.   323 

25. Nations are gradually concluding that the we are moving from a “need-to-share” to an 324 
“obligation-to-share”, the difference being: 325 

a. In “need-to-share”, participants will share information because they know that no one 326 
will share with them unless the do likewise with others, but that the quality and 327 
relevance of the information to the recipient is not considered. 328 
b. In “obligation-to-share”, which reflects a higher level of collaborative maturity.  329 
Participants make a much greater effort to share information with collaborative partners 330 
and to ensure that the information is prioritised and handled to meet the needs of 331 
partners and the community. 332 

26. Cyber SA is defined as - the human perception of the elements of cyberspace within 333 
an operational and business context, the comprehension of their meaning, and a projection 334 
of their status in the near future. 335 
27. CCSA exists to enable effective organisational and collaborative decision making to 336 
support the protection of cyber infrastructures and cyber services in cyberspace. 337 
28. CCSA relates to other communities with collaborative situational awareness (Figure 338 
1).  This document is only focused on CCSA today, however it is recognised  that the ISF 339 
could be extended in due course to collaborate with these and other communities.  340 

 341 
Figure 1 - Cyber and other SAs 342 

29. CCSA comprises five major activities that together enable protection: 343 
a. Physical world status.  Information on any events or developments that could 344 
impact access to cyberspace or be impacted by an incident in cyberspace. 345 
b. Prevention status.   This is healthy Normality or “What Good Looks Like”.  This 346 
includes the health of specific cyber defensive measures of internal systems, 347 
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government organisations, industry partners and international allies. These health 348 
measures comprise a defined set of security controls based on agreed, standards-349 
based, policies, procedures and mechanisms.  They include compliance with the latest 350 
counter-measures e.g., patch updates. Examples of “What good looks like” within a 351 
given Level of Assurance are described in Annex A8. 352 
c. Cyber Threats and Vulnerabilities (T&V) status.  Based on a defined 353 
methodology, the T&V status is a major contributor to CCSA. 354 
d. Planned Changes.  A forecast of planned changes and the status of any changes or 355 
modifications being implemented helps to avoid them being confused as incidents. 356 
e. Incident Management. This is dealing with unplanned and unforeseen events that 357 
could cause disruption, material loss or damage. 358 

30. The primary functions that use, manage and generate CCSA include: 359 
a. Decision making, including legal and policy advisers 360 
b. Intelligence 361 
c. Incident management 362 
d. Coordination and communication 363 
e. Information management 364 

Benefits and Challenges 365 

31. Cyber SA exists today and is real.  Its benefits are cumulative and we are only just 366 
beginning to realise their significance and scale.  However, there are many challenges, 367 
particularly amongst traditional and isolated governments and industries that have yet to 368 
appreciate the need to work together in cyberspace to protect it as a Global Commons.  369 
See Annex B. 370 

Scope 371 
32. The scope of the ISF includes: 372 

a. The Information Sharing Model, focusing on pushing and pulling information (for 373 
‘Obligation to Share’), and federated access control (for ‘Need to Know’). 374 
b. The Information Management Model, focusing on preparing the information to be 375 
shared. 376 

Aim 377 

33. The aim of the ISF is to provide guidance for implementing and operating policies, 378 
procedures and mechanisms for sharing sensitive Cyber SA information between trusted 379 
partners, to result in CCSA. 380 

                                                                                                                                                  
8 Specific documents include:   Australian DOD Top 35 Mitigations (http://www.dsd.gov.au/infosec/top-
mitigations/top35mitigationstrategies-list.htm), the SANS CAG3 (http://www.sans.org/critical-security-controls/) or NIST 
SP800-53 (http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf) 
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Information Sharing Model 381 

Architecture View 382 
34. Figure 2 shows Organisation A sharing information with Organisation B, conducting 383 
business within and across all of government, military and industry.  The stack has 5 layers: 384 
Process, where decisions are made; Information, which supports decision making; 385 
Applications, which presents Data as Information: Data, which is interoperable and has 386 
quality; Infrastructure, which provides secure hosting and communication.  The red line 387 
between Collaboration and Competition moves up and down depending on the degree of 388 
collaboration.  However, the minimum requirement for collaboration is for Data and 389 
Infrastructure.  Without these, an organisation is isolated.  390 

 391 
Figure 2 - Collaborating to Support Business 392 

35. Figure 2 also shows that cyber defence organisations have to collaborate to ensure 393 
business organisations can access cyberspace.  By sharing Cyber SA and coordinating 394 
their actions, cyber defence organisations are more aware and better prepared to handle 395 
threats and disruptions within cyberspace. This requires both business and cyber defence 396 
organisations:  397 

a. To trust each other and each to be Trustworthy, which requires AAA – 398 
Authentication, Authorisation and Accountability – see paragraph 54.   399 
b. To understand each other requires a Taxonomy of definitions for data and rules for 400 
their use.  Such definitions and rules enable automation, compliance and enforcement – 401 
see paragraph 62. 402 

36. The more organisations are Trustworthy, the less vulnerable they are to threats and 403 
the less of a burden they are for cyber defence organisations. Burden sharing can be 404 
defined as: 405 

a. Sharing resources to provide improved capability.  Mechanisms for burden sharing 406 
include trust-building measures, common funding, distribution, participation standards, 407 
and coordination efforts9. 408 

                                                                                                                                                  
9 NATO Cyber Defence Action Plan – 14 Cyber Defence Burden Sharing Concept. 
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37. Cyber defence requires – a flexible, tailorable set of non-material (i.e. policy, 409 
processes, procedures and standards) and material (i.e. static and deployed services and 410 
support infrastructures) contributions made available to nations and partners10. 411 
38. Expanding these bilateral relationships across a mesh of business organisations 412 
doesn’t scale. A federated (hub and spoke) approach is required based on Common Policy, 413 
standards and collaborative governance.  The structure of cyber defence organisations will 414 
need to leverage federation if they are to collaborate and use CCSA information effectively. 415 
39. Federation can be defined as: 416 

a. A group of organisations or nations, each being legally autonomous, agreeing to 417 
work together for shared objectives within a defined scope, in accordance with Common 418 
Policies and under a collaborative governance arrangement. 419 

40. Most nations define a Critical National Infrastructure (CNI) and have legislation 420 
enabling its protection.  However, the definitions and scope for each CNI differ between 421 
nations. The ISF does not use the term CNI because of the legal and political differences.  422 
Instead, the ISF considers a wider scope for the functioning of industries, governments and 423 
military, which can be extended over time to include smart meters, Big Data, home health, 424 
tracking devices, mobile devices and more.  These are important to the nation (government 425 
and business) and society.  Some of this infrastructure is international.   It also includes 426 
counter-fraud and trust. The generic term used in the ISF is Fundamental Information 427 
Infrastructure (FII).   FII is pervasive and dynamic, evolving in response to technological 428 
and societal change, and new risks and threats. 429 

Structural View 430 

41. Today’s structure of cyber defence organisations has arisen from a bottom-up, 431 
reactive evolution, sharing threat and vulnerability information before incidents and post-432 
incident reports afterwards.  Organisations have arisen on the basis of local need to do 433 
different things.  In the main, they don’t monitor the same threats, don’t coordinate their 434 
defences and don’t share much information – they just don’t collaborate.  That’s now 435 
changing as a result of multinational cybersecurity strategies and international collaborative 436 
initiatives, such as the ENISA Good Practice Guide for Incident Management11 and the 437 
CCDCOE National Cyber Security Framework Manual12. 438 
42. MNE7’s approach is top-down, to interconnect and align existing organisations (e.g. 439 
CERTs and WARPs (Warning, Advice and Reporting Points)), and establish the core 440 
structure of cyber organisations to enable collaborative protection, detection, prioritisation, 441 
response and improvement, made possible by sharing Cyber SA under control.  Its 442 
approach also recognises the primacy of legislation to underpin cybersecurity, and that this 443 
presents the challenge of multi-jurisdictionally.  All of this is made possible by federation, 444 
and the shared use of common policies, procedures and mechanisms, which are based on 445 
current and emerging international standards.  446 
43. MNE7 has a functional approach to information sharing, using the Hub and Node 447 
concept.   448 

a. A Node is the focus for a trusted ‘community of interest’ (e.g., a national financial, 449 
health or transport community) of cyber organisations (e.g., WARPs, CERTs, CIRCs 450 

                                                                                                                                                  
10 NATO Cyber Defence Action Plan – 14 Cyber Defence Burden Sharing Concept. 
11 http://www.enisa.europa.eu/activities/cert/support/incident-management/files/good-practice-guide-for-incident-
management 
12 “NATO National Cyber Security Framework Manual” - NATO Cooperative Cyber Defence Centre of Excellence, Tallinn, Estonia 
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(Computer Information and Resource Centres)). Nodes use standards-based sharing 451 
processes tailored to meet additional needs, implemented in common policies, 452 
procedures and mechanisms.  453 
b. A Node’s functional scope includes support for cyber defence intelligence (threats, 454 
vulnerabilities and analysis), cyber defence operations (development, internal and 455 
external monitoring, and access control management) and cyber incident management.  456 
The degree varies with the maturity level shown in Figure 3.  457 
c. Nodes vary considerably.  They can range from being small, geographically local 458 
and focused on a small specialist community with limited functionality to being large, 459 
multifunctional, national or international.   However, they are all involved in the 460 
coordination of cyber incident management across individual organisations in their 461 
community.  462 
d. Nodes can aggregate into a larger community or federation of Nodes to support 463 
wider needs and establish a Node for that larger community.  However, being one step 464 
further removed from tactical, front line organisations, this higher-level Node will be less 465 
involved in dynamic incident management and more focused on coordination and 466 
information sharing.  Information sharing tends to flatten hierarchies, so MNE7 sees 467 
relatively few higher-level Nodes. 468 
e. Instead, MNE7 considers a Hub to be the information focus for supporting high level 469 
decision making.  A Hub operates to support Nodes and to enable top-level, usually 470 
national or international decision-making.  A Hub can be considered as a Node with two 471 
extra functions: 472 

(1) An information repository for all kinds of information required by its member 473 
Nodes and their communities, much like today’s CIRCs, to support the design, 474 
development, implementation, operation and change management of any node or 475 
cyber defence organisation, including cyber intelligence. 476 
(2) A high-level decision-making capability, including legal and policy advisers, with 477 
access to executive law enforcement organisations and having the authority and 478 
capability to switch off or disconnect rogue organisations affecting Fundamental 479 
Information Infrastructures. 480 
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f. The relationships between Hubs, Nodes and tactical cyber organisations are not 481 
hierarchical.  They are interconnected in a mesh.  Any organisation can connect to any 482 
other organisation to share information in a peer relationship, subject to there being a 483 
business need and compliance with federation policy.   484 

44. There would normally only be one Hub for a nation or a region of smaller nations, or 485 
international organisations (e.g., NATO and EU), or there may be two Hubs for a global 486 
industry sector (e.g., banking, aerospace) or a technology community (e.g., Microsoft, 487 
Linux).  The relationships between these Hubs are part of the mesh.  488 
45. Figure 3 shows a simplified interconnection of hubs and nodes to illustrate the 489 
relationships.  The Operating level has government and industry organisations doing 490 
normal business; the Tactical level of CERTs, WARPs, CSIRTs (Computer Security 491 
Incident Response Teams) etc., focused on incident management; the Operational level of 492 
Nodes, coordinating and supporting the Tactical level and providing information for the 493 
Strategic level of Hubs. 494 
46. In reality, each entity in the structure will have many peer-to-peer relationships with 495 
other entities at more than one maturity level.  Figure 4 illustrates the community and 496 
interconnected nature, where all the same icons are also connected to each other, but the 497 
links are not shown. 498 

 499 
Figure 4 - Interaction between Communities 500 

47. The main functions in hubs and nodes are compared further in Annex C.  501 

Hub and Node Information Processing 502 
48. The information process is shown in Figure 5, describing the major decisions that 503 
need to be made on whether or not to share information, and, if so, when and how it should 504 
be done.  This process occurs as an integral part of the Incident Management Lifecycle. 505 

Figure 3 - Mesh of Hubs and Nodes 
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 506 
Figure 5 - Hub and Node Information Processing Flow 507 

49. The three main steps are: 508 
a. Perception.  Have I detected an event that is relevant to me. 509 
b. Comprehension.  Analysing the event to understand it fully. 510 
c. Prediction. Anticipating possible outcomes and mitigating them. 511 

50. At every major step, there is a question on what to share, how much and with whom. 512 

Information Sharing Agreements 513 
51. An Information Sharing Agreement (ISA) is an agreement made between two or more 514 
collaborating organisations which describe verification and compliance methodologies, and 515 
define, at least: 516 

a. Scope and types of information are to be shared and in what circumstances.  For 517 
example, enough details of any successful protection, prevention, detection or mitigation 518 
should be shared across the community and with other communities, to ensure no one 519 
else is vulnerable. 520 
b. How information is to be used, shared, released, secured, stored, purged and 521 
managed.  Policy for further use of information (or not) is to be specified. 522 
c. Who (organisation and role) is involved in sharing and managing information, 523 
defining the roles and responsibilities. 524 
d. What access control model and policies are to be used. 525 
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e. What taxonomies and data labels are to be used. 526 
f. What legal or policy timeframes exist affecting the use, management and retention of 527 
information. 528 
g. What procedures are to be followed to enforce compliance, resolve issues and 529 
disputes, and to repair/restore normal information sharing arrangements. 530 
h. What supporting legal, regulatory and policy documents must be observed to ensure 531 
compliance.  These could include Non-disclosure Agreements, Memorandum of 532 
Understanding, contracts, and Terms of Reference. 533 

52. In practice, it quickly becomes cumbersome and expensive for organisations to 534 
support multiple ISAs, each with another organisation.  Instead, organisations normally 535 
subscribe to one ISA for each community of interest in which they participate.  Each 536 
community’s ISA will have some commonalities and some differences in their Authorization 537 
and Accountability models.  However they should have a single Authentication model based 538 
on federation at an agreed Level of Assurance - multiple authentication models are difficult, 539 
costly and risky to manage.  540 
53. A simple example of an ISA is at Annex D.  As the ISF matures, the ISA will be 541 
improved to become a key reference for future ISAs. 542 

Information Sharing Processes 543 

54. The primary means of sharing information include push and pull methods.  Every 544 
Node, Hub, WARP, CERT etc. would be expected to use most of these methods, with 545 
federated access control based on AAA: 546 

a. Secure email is a push mechanism, used both to exchange information and to alert.  547 
PKI (Public Key Infrastructure) enabled Secure Email meets the requirements for at 548 
least EAL4 (Evaluation Assurance Level 4).  It is based on a special use of PKI 549 
federation (see below).  The use of secure protocols designed for information sharing 550 
help to scale the automation and ease of digesting this information.   551 
b. While email is an acceptable push mechanism for the ISF, secured by PKI, Real-552 
time Inter-network Defense (RID) (defined in RFC6545 with an HTTP/TLS transport 553 
defined in RFC6546) is preferred.  The use of RID and RID transport will enable data 554 
feeds directly to incident and indicator of compromise management systems, to improve 555 
response times and capabilities. 556 
c. Dashboards provide key performance and status indicators together with alerts.  557 
Post MNE7 work should include the development of a common dashboard model that 558 
shows the status of each of the preventative Security Controls across a community of 559 
trust, plus major alerts and notifications for ongoing incident management.  560 
d. Secure databases with formatted/structured data.  These facilitate a high degree of 561 
data analysis and data integrity, but are increasingly giving way to more flexible content 562 
management tools handling data of all types.   563 
e. Collaboration tools (such as Sharepoint, Team Room…) are a push mechanism, and 564 
are ideal for creating large scale repositories of documents with associated information 565 
management for unstructured information.  Repository access for defined data models 566 
(taxonomies for information sharing) enable uniform automated access to incident and 567 
indicator of compromise data for an approved community of users.  The Managed 568 
Incident Lightweight Exchange (MILE) working group in the IETF is working to define 569 
this standard interface, first for its base data model, the Incident Object Description 570 
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Exchange Format (IODEF) defined in RFC5070, and then for any other defined format 571 
for information sharing. 572 
f. Business social network.  This is a subscriber-based model where any community 573 
organisation or person can offer information, to which anyone can subscribe. The social 574 
networks may utilize the peer-to-peer or repository access exchange mechanism, but 575 
will focus more on disseminating data more widely to a common group.  RSS feeds or 576 
XMPP transport mechanisms are better suited to this type of exchange.  Using data 577 
format taxonomy standards to exchange information over these protocols will enable 578 
ubiquitous access to incident and indicator of compromise information for each type of 579 
communication. 580 

55. Collaboration tools are expected to blur with content management and social 581 
networking tools in the near future.  The ability to consume data in common formats will 582 
ease the dissemination and use of that data, enabling faster protective defence and 583 
remediation capabilities.      584 

Trustworthiness, Federation and AAA 585 
56. As business becomes more collaborative and international, so there are increasing 586 
legal, regulatory, and commercial requirements for accountability and information protection 587 
in regulated industries and organizations.  Such information protection requires access 588 
control, which requires identity, authentication, authorisation and accountability (AAA) – 589 
these are the basis of trust. MNE nations have specified Trust as the most important 590 
enabler for CCSA.  591 
57. Trust across multiple organisations requires federation, where all federation members 592 
agree to abide by a set of policies, procedures and mechanisms defined in federation 593 
Common Policy.  All organisations have to be considered Trustworthy to trust each other in 594 
the community. Their internal implementations are audited by certified Trusted Third Parties 595 
prior to being allowed to operate. They also need a common language to understand each 596 
other.  Federation requires collaborative governance and agreed Common Policy.  597 
58. Trustworthiness ratings are being applied to organisations.  If they are not sufficiently 598 
trustworthy, this can affect their ability to do business. 599 
59. For Authentication, governments and industry sectors are implementing High 600 
Assurance (Level of Assurance (LoA) 3 or 413) PKI federations and inter-federations, in 601 
accordance with international standards, to support the sharing of sensitive information.  602 
This includes several MNE7 nations.  Internationally, NATO14 and law enforcement 603 
organisations are doing likewise.  Looking forward, only LoA 3+ federation-compliant Cyber 604 
SA organisations can expect to share sensitive information internationally.  Non-compliant 605 
nations need to federate as soon as possible, which means either using an existing PKI 606 
Bridge or building a national bridge, which then federates with other PKI Bridges to provide 607 
the foundation for information sharing communities.   608 
60. The ability of any nation/organisation to use this ISF, and share cyber SA, depends on 609 
them having the ability to federate at LoA 3+. Further information is at Annex E. 610 
61. For Authorisation, all organisations in a community require a common definition of 611 
user roles (what a role means, how it should be used and the types of information that a 612 
role can access) and a taxonomy, which specifies the meaning and use of a data entity and 613 
associated attributes.  This is used in a collaborative Role Based Access Control (RBAC) 614 

                                                                                                                                                  
13 Defined in ISO/IEC 29115 – End Entity Authentication Framework and also in US SP800-63-1.   
14 NATO ID Management Strategic Plan AC/322-D(2010)0054. 
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model, where Asserting Party controls the relationship between the user vs the role, and 615 
the Relying Party controls the role vs the data resources. 616 
62. For Accountability, national authorities approve a trust Scheme to certify Trusted Third 617 
Party (TTP) auditors.  At LoA 3+, approved schemes include tScheme, Kantara Initiative 618 
and Webtrust; other nationally approved schemes may be internationally acceptable.  619 
Accountability may also require: 620 

a. Accreditation by a national security organisation.   621 
b. Installation of monitoring agents within an infrastructure to notify national authorities 622 
of any policy violations or possible incidents.   623 
c. Frequent or regular inspections by TTPs to verify continued compliance. 624 

Taxonomies 625 
63. In the context of cyber SA, a taxonomy (from Greek "taxis" meaning arrangement or 626 
division and "nomos" meaning law) is the science of classification according to a pre-627 
determined system with the resulting catalogue used to provide a framework for sharing 628 
information.  A taxonomy is a set of agreed definitions for data and rules for their use. 629 
64. Collaborating organisations need a taxonomy so that they can understand and use 630 
information consistently and coherently across the community. The taxonomy is used for 631 
information preparation, exchange and its use. 632 
65. In working to define a taxonomy, it should: be media independent; have a specific use; 633 
have a logical hierarchy; be easy to understand by users in different divisions or 634 
departments; conform to other published taxonomy standards; not be redundant to other 635 
defined metadata; avoid acronyms or abbreviations where possible; and not nest further 636 
than 5 levels. 637 
66. A number of taxonomies already exist for incident management nationally, in ENISA, 638 
the Afghan Mission Network etc.  However, the emerging international standard for large 639 
scale cyber SA for Incident Management is IODEF (Incident Object Description Exchange 640 
Format) IETF (Internet Engineering Task Force) RFC 5070 at Annex F.  Incident 641 
responders typically do not care about the specific data format used in the exchange, but 642 
do care that they receive the information in an automated way and that it contains all of the 643 
information needed to raise awareness or to respond appropriately.  A common format is 644 
necessary to achieve this goal, where developers can use a standard and have it evolve 645 
either directly or through extensions, to meet the changing needs of incident responders 646 
and crisis planners. 647 
67. For CCSA purposes, a taxonomy needs to be developed building upon IODEF 648 
(IODEF V2) to meet the information sharing needs of emerging Nodes.  IODEF meets the 649 
requirements of being a flexible and extensible hierarchical model, as well as being 650 
independent from media (both storage and transport).  IODEF V2 will contain all of the 651 
commonly exchanged information for indicators and incidents with sufficient context on the 652 
information to ensure it is accurate and meets the richness requirements of CCSA.  Specific 653 
use cases to an industry (power, defence, telecom, air traffic management, etc.) or 654 
information that is less commonly exchanged will be addressed through either a private or 655 
public standard as appropriate. 656 

Information Release - Traffic Light Protocol 657 

68. The Traffic Light Protocol (TLP) is one example of how to classify and release 658 
information within a federated information sharing community.  Using TLP, the originator 659 
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can label information with one of four colours to indicate what further dissemination, if any, 660 
can be undertaken by the recipient. The recipient must consult the originator if wider 661 
dissemination is required. There are four traffic light colours: 662 

a. RED - personal for named recipients only: In the context of a meeting, for example, 663 
RED information is limited to those present at the meeting. In most circumstances, RED 664 
information will be passed verbally, in person or by secure email. 665 
b. AMBER - limited distribution. The recipient may share AMBER information with 666 
others within their organization, but only on a ‘need-to-know’ basis. The originator may 667 
be expected to specify the intended limits of that sharing. The originator has to be 668 
informed of dissemination. 669 
c. GREEN - community wide. GREEN information can be circulated widely within a 670 
particular community. However, it may not be published or posted publicly on the 671 
Internet, nor released outside the community. 672 
d. WHITE- unlimited. Subject to standard copyright rules, WHITE information may be 673 
distributed freely, without restriction. 674 

69. Further information is at Annex G.  675 
70. A Tactical Incident Handling Checklist is at Annex H, with a placeholder for a 676 
Strategic/Operational Checklist at Annex I. 677 
71. Strategic Critical Information Requirements are at Annex J. 678 
72. The TLP can be used in conjunction with information classification models, such as 679 
the Priority Information Requirements (see Annex K) to relate kinds of information to 680 
releasability to access control. 681 

Technological Evolution and Change Management 682 
73. The ISF is technologically specific, where it needs to be to support Common Policy, 683 
information sharing and automation, based on international standards.  It is also product 684 
agnostic.   685 
74. The ISF will evolve to cope with change.  For this, it will require a governance model 686 
that includes change management and version control. 687 

Information Management Model 688 

Introduction 689 
75. The quality of decision making depends on the quality of available information. Quality 690 
is more than the integrity, completeness, timeliness and accuracy of the information, which 691 
often degrade over time.  Information needs to be in a form that is rapidly consumable 692 
internally and externally.  This requires both the business processes and information 693 
management processes to be as harmonised as possible. 694 
76. Information isn’t static – it has a lifecycle of at least four stages. AAA and information 695 
quality apply at each stage, both to changing and using the information.   696 

a. Creation.  It must be reliable. 697 
b. Update.  This is the period of use.  Information must be accurate and have quality. 698 
Information is constantly evolving as a result of events and decisions elsewhere. For 699 
cyber SA, it is essential to validate relevant information and be confident it reflects the 700 
actual situation that the decision is trying to affect.   701 
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c. Archive.  If the information has to be kept for legal, operational or business reasons, 702 
it must be securely archived and accessible as appropriate. 703 
d. Delete and purge. Deletion is only temporary.  Purging may be required for legal or 704 
national security reasons.  705 

77. Key actions for information management include: 706 
a. Decide what types of information are important to supporting each major business 707 
process. 708 
b. Use a suitable taxonomy to categorise and classify all relevant information, so it can 709 
be analysed easily and accessed instantly under control at run time.   710 
c. If specific information comes from multiple sources (multi-mastering), decide where 711 
the master information lies at any time and ensure its availability. 712 
d. Different roles have different information requirements in different circumstances.  713 
Use the same roles to manage external and internal user access for each type of 714 
information.  Minimise the number of roles. 715 
e. Minimise the security classification of shared information where possible, to enable 716 
information sharing.   717 
f. To ensure regulatory compliance, particularly for privacy, information should be 718 
anonymised but links should be retained so that identities can be revealed if there are 719 
grounds to do so. (See ISO/IEC 29191 – Partially anonymous, partially unlinkable 720 
authentication, available from national ISO bodies). 721 

Information Sources 722 
78. Information will arrive from many sources and intermediaries, most of whom will be 723 
well known and trusted to some measurable extent.   Sources and intermediaries will 724 
include: 725 

a. FII service providers and end-user organisations, in industry and governments. 726 
b. Nation security, law enforcement and CNI organisations. 727 
c. Military organisations. 728 
d. Technology manufacturers and providers. 729 
e. Research organisations, particularly those investigating threats, vulnerabilities and 730 
new technologies. 731 

Critical Information Requirements 732 

79. Critical Information Requirements (CIRs) are for significant cyber and communications 733 
incidents that require teams to evaluate relevant incidents for leadership notification and 734 
(inter)national coordination with collaborative partner organisations. The list at Annex J is 735 
for decision-making guidance and is neither comprehensive nor complete. Partners should 736 
include: central, regional and local government organisations, as well as international and 737 
national law enforcement, military, industry and government specialist organisations and 738 
agencies, and international partners.   739 

a. Cybersecurity CIRs – CSC  740 
b. Communications CIRs – COM  741 
c. Planning/Environment/Medical CIRs – PEM  742 
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d. General CIRs - GEN 743 

Generation and Maintenance of Cyber Situational Awareness 744 

80. Cyber SA depends on all participating organisations managing their internal and 745 
shared cyberspace risks in compliance with agreed Common Policy. This requires two 746 
concurrent activities: 747 

a. Risk Assessments internally and across the community of interest, using an agreed 748 
methodology, such as ISO/IEC 27000 series.  This should cover: 749 

(1) Policies (including legislation and regulations), procedures and mechanisms. 750 
(2) Asset inventory – information, systems, devices, applications, indexes, 751 
taxonomies, metadata, users.  Every asset should be known and trusted. 752 
(3) Threats and vulnerabilities – internal, shared, external.  Deliberate attack, insider 753 
threat, user negligence, non-compliant behaviour. 754 
(4) Detection and prevention measures – network, information, users.  755 
(5) Other counter-measures – deception, honey-traps, metadata extraction, 756 
cryptographic techniques etc.  757 

b. Risk Mitigation strategies, including:   758 
(1) Mandatory use of federated identity and access management. 759 
(2) Monitoring of user behaviour, systems and information flows. 760 
(3) Prevention of any policy violations.   761 
(4) Enforcement action against any violations. 762 
(5) Resilience to prevent any threat or vulnerability affecting business continuity or 763 
critical information resources. 764 
(6) Restoration of normality. 765 
(7) Constant improvement to address any changes or weaknesses identified by the 766 
risk assessments. 767 

81. CCSA is generated and maintained from pooling and sharing information regarding: 768 
a. Physical world status information. 769 
b. Prevention status information based on the Security Controls.   770 
c. Threat & Vulnerability. 771 
d. Planned changes. 772 
e. Incident management. 773 

82. Establishing Cyber SA requires information from many different sources.  The degree 774 
of analysis and fusion will vary according to timeliness, urgency and impact.  For example, 775 
information has context and bias built in.  When collecting data from multiple sources on the 776 
same subject, the analysis needs to reduce or eliminate this bias in order to increase 777 
confidence in the results.  The outputs, which vary from small notifications and alerts 778 
through to complex analysis documents, inform different decision-makers at different levels 779 
(operating, tactical, operational, strategic) in a usable format and within an acceptable 780 
timeframe. 781 
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Incident Management Lifecycle 782 
83. The incident management lifecycle comprises: 783 

a. Normality. The desired state compliant with policy. 784 
b. Monitoring to detect events or situations that are not compliant with policy. 785 
c. Detection of an event and the capture of information associated with the event. 786 
d. Analysis of the information. 787 
e. Triage and prioritisation for action occurs throughout the analysis process.  At any 788 
time the raw, partially analysed or fully analysed information may be distributed or 789 
posted to partner organisations, for them to analyse or carry out mitigating actions. 790 
Posting and Processing continue in parallel as shown in Figure 6. 791 
f. Mitigation in response to the analysed event, resulting in actions to restore normality. 792 

 793 
Figure 6 - Incident Management Lifecycle 794 

84. Planning and deeper analysis (E.g. trend analysis, infrastructure evolution) continues 795 
in the background, as part of systems and information management.  Known Unknowns are 796 
identified for risk management and specific preventative mitigations.  Unknown Unknowns 797 
cannot be identified for risk management; they are a high priority for detection and reaction 798 
processes.  All of these support the Mitigation Plan.  799 
85. Figure 6 illustrates types of information that could or should be shared with allies and 800 
partner organisations.  801 

Information Preparation 802 

86. Information has to be prepared before decisions can be taken on its release: 803 
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a. Data collection and gathering from multiple sources, ranging from general 804 
preventative monitoring of users and systems, through to targeted intelligence-led 805 
surveillance. 806 
b. Data analysis, synthesis and clarification. 807 
c. Putting data into the information sharing context (formatting and anonymisation). 808 
d. Information processing to improve its quality and relevance, perhaps involving data 809 
fusion. 810 
e. Information classification and filtering, including censoring data from within the 811 
federation to facilitate any caveats on releasability, also known as partial redaction.  This 812 
requires a taxonomy. 813 
f. Information publication or distribution. 814 
g. Information presentation.  This may involve information fusion or augmented reality. 815 

87. CCSA information needs to meet a number of quality criteria: 816 
a. Timeliness. Information, especially vital information, needs to be shared as quickly 817 
as possible in order to provide decision-makers with the fastest and the most recent 818 
information to take necessary and adequate action.  A Prioritisation scheme, based on 819 
urgency, is being considered e.g. 820 

(1) Priority 4 – Critical priority.  Risk of national or community damage, loss of lives. 821 
(2) Priority 3 – Operational priority. Risk of damage to FII, CNI and international 822 
infrastructure, and to communities.  823 
(3) Priority 2 – Planning priority.  Planning to prevent service interruption. 824 
(4) Priority 1 – Routine priority. Other normal activities. 825 

b. Accuracy. Information needs to be precise, including its origin and be to the point.  It 826 
should identify and exclude false positives and negatives.  Participants should commit to 827 
notify reporting errors and any subsequent changes affecting accuracy. 828 
c. Richness. There needs to be a balance in the richness of information. Information 829 
needs to be as concise as it can be in order to prevent a decision-maker from an 830 
‘overload of information’ leading to indecisiveness. However, the information needs to 831 
be detailed enough for a decision-maker to make well-founded decisions.  832 

(1) A scheme to measure the accuracy and richness of information is also required.  833 
A way to accomplish this is through subject matter expert (SME) validation at two 834 
levels: 835 

(a) Validated – This information has been reviewed by the appropriate subject 836 
matter experts and judged to be credible. 837 
(b) Pre-Validated – This information has NOT YET been reviewed by the 838 
appropriate subject matter experts and judged to be credible. 839 

Types of Shared Information 840 
88. Information is likely to be published in either a formatted report or as structured data.  841 
In both cases, a taxonomy is required to enable interoperability and consistent use of 842 
information.   843 
89. In general, the system operator incident reports should include: 844 

a. Name of the source and target 845 
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b. Description of various aspects of the source and target 846 
c. Description of the methodology used by the attacker 847 
d. Identification of the creator of the incident report, and contact details 848 
e. Source of each component of the incident report if it is different from the creator 849 
(e.g., the team handling the incident) 850 
f. Description of the impact or potential impact of the incident 851 
g. Description of the actions taken during the course of handling the incident. 852 
h. An example of a report format is at Annex L 853 
i. Examples of types of cyber SA information are shown at Annex M. 854 

90. International standards are vital to interoperability and re-use of information, whether 855 
shared or not.  Some of the key international standards are at Annex N. 856 
91. A glossary is at Annex O. 857 

Next Steps 858 
92. The key features of this ISF were presented to the MNE7 Senior Leaders in Oslo on 5 859 
Dec 12. They directed for this document: 860 

a. To be completed as a MNE7 work product by end Jan 13, then. 861 
b. To be taken forward into implementation in a new initiative that was to: 862 
c. Be open to the government, military and industry from each nation, HQ NATO and 863 
EU leadership that had participated in MNE7. 864 
d. Include other nations and international organisations interested in participating.  865 
e. Develop a proposed organisational structure and plan for a new independent  866 
multinational collaborative organisation designed to meet the objective that covered 867 
equally all three interests – government, military and industry.   868 
f. Be developed at a Transition Workshop 869 

93. MNE7 recommended that the successor collaborative organisation should progress 870 
the following items: 871 

a. A federation common policy document;  872 
b. A standards-based ISF document or set of documents;  873 
c. The development of an ISA template;  874 
d. Establishing links with existing oversight bodies for accreditation, auditing, dispute 875 
resolution, etc, and establishing a new body or bodies where none exist;  876 
e. The development of a common dashboard model that shows the status of each of 877 
the preventative Security Controls across a community of trust, plus major alerts and 878 
notifications for ongoing incident management; and  879 
f. Develop of a single document on CSOM, leveraging today’s best practice 880 
documents. 881 

94. Document Authority and Custodian.   882 
a. The MNE7 Outcome 3 lead, (DCDC, UK MOD) is responsible for the ISF until the 883 
Transition Workshop.  Queries, comments and requests can be addressed to Lt Col 884 
Chris Stock, DCDC-DARLandSO1@mod.uk. 885 



26 
 

b. From the Transition Workshop onwards, the British Business Federation Authority 886 
(BBFA) is appointed the temporary Document Authority and Custodian, pending the 887 
establishment of the successor collaborative body - MACCSA.  Queries, comments and 888 
requests can be addressed to Patrick Curry, BBFA 889 
(Patrick.curry@federatedbusiness.org)  890 

891 
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Annex A – Controls for Security Operations Management 892 
1. Detecting threats and vulnerabilities across organisations requires a common baseline 893 
view of normality, when everything is working correctly.  This normality includes the correct 894 
operation of security controls for cyber defence - Controls for Security Operations 895 
Management (CSOM).   896 
2. Controls are defined in four documents: 897 

a. ISO/IEC 27001/2. (http://www.iso.org/iso/home.html).  This is a large controls 898 
framework that is more akin to a menu.  There are many options, which can make it 899 
difficult to audit and to federate. The standard is in the process of being updated and it 900 
will be months or years before the updated version is available.  The ISF seeks a 901 
dynamic alternative cyber controls framework.    902 
b. Australian DSD Top 35 Mitigations (http://www.dsd.gov.au/infosec/top-903 
mitigations/top35mitigationstrategies-list.htm).  It mentions 35 controls but more exist in  904 
the rest of the Australian controls framework.   905 
c. SANS CAG4 (http://www.sans.org/critical-security-controls/).  It prioritises the top 20 906 
controls from other control frameworks.  CAG3 is being updated to CAG4 to reflect the 907 
top 20 controls highlighted by US Government in NIST SP800-53 Release 4. 908 
d. NIST SP800-53 (http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-909 
rev3-final_updated-errata_05-01-2010.pdf).  It is a rich controls framework, well used in 910 
the USA. 911 

3. Note that NIST SP800-53 Release 4 draft is available for comment.  It is a richer 912 
document and calls for alignment with the four Levels of Assurance (ISO/IEC 29115, ITU-T 913 
X.1254 and US SP800-63), which makes it useful for the CCSA ISF.  Future versions of the 914 
ISF will reference this document until such time as an international standard for cyber 915 
controls becomes available. 916 
4. The differences in the number of controls results from differences in definitions rather 917 
than substance.  The author organisations’ concerns are similar.  The strategic intention is 918 
to combine these controls in a single international document in due course, together with 919 
some additional controls currently considered to be too sensitive to be included.  However, 920 
this may not be feasible or even necessary if tools that can map effectively from one 921 
controls framework to another, can be extended to support collaborative and federation 922 
models.  923 
5. Although all three documents overlap, with only minor differences, it is important to 924 
note that they derive from an enterprise risk model and do not yet take full account of 925 
federation requirements.  All three assume the requirement for a full inventory of the 926 
approved information assets, network devices, applications and users.  The SANS CAG3 927 
includes comparisons of all three sets of controls. 928 
6. The SANS CAG4 is based on a view of attacker activities and associated defences. 929 
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 930 
Figure 7 - Computer Attacker Activities and Associated Defences 931 

7. The top 20 controls are as follows.  The SANS CAG4 document provides details in 932 
each case: 933 

a. Inventory of Authorised and Unauthorised Devices  934 
b. Inventory of Authorised and Unauthorised Software  935 
c. Secure Configurations for Hardware and Software on Laptops, Workstations, and 936 
Servers  937 
d. Continuous Vulnerability Assessment and Remediation  938 
e. Malware Defenses  939 
f. Application Software Security  940 
g. Wireless Device Control  941 
h. Data Recovery Capability (validated manually)  942 
i. Security Skills Assessment and Appropriate Training to Fill Gaps (validated 943 
manually)  944 
j. Secure Configurations for Network Devices such as Firewalls, Routers, and 945 
Switches  946 
k. Limitation and Control of Network Ports, Protocols, and Services 947 
l. Controlled Use of Administrative Privileges 948 
m. Boundary Defense 949 
n. Maintenance, Monitoring, and Analysis of Security Audit Logs  950 
o. Controlled Access Based on the Need to Know  951 
p. Account Monitoring and Control 952 
q. Data Loss Prevention 953 
r. Incident Response Capability (validated manually) 954 
s. Secure Network Engineering (validated manually) 955 



29 
 

t. Penetration Tests and Red Team Exercises (validated manually) 956 
8. Work is ongoing to consider an approach to derive the best from the three documents 957 
into a single set of CSOM that can be mapped to the four Levels of Assurance (LoA).  958 
These will be backed by a set of metrics for each LoA, suitable for Service Assessment 959 
Criteria (SAC) required by certified TTP auditors.  These can then be mandated in contracts 960 
and reflected in international standards. 961 
9. The MNE7 LOE assumed that organisations involved in the scenarios and vignettes 962 
already have similar controls in place.  The ISF will test this.  Where this proves not to be 963 
the case, the new CCSA organisation will work with the experts to incorporate modifications 964 
into the ISF and into the experts’ own policy documents. 965 
10. The Data Security Council of India (DSCI) has published the DSCI Security 966 
Framework, which provides strategy, guidance and best practice across 16 principles.  This 967 
provides a rich description of the breadth of actions that need to be addressed.  However, it 968 
is not yet a framework and it does not contain specific controls comparable to the above 969 
documents.  DSCI has yet to decide how its Framework might be updated to align with 970 
other controls frameworks.  (DSCI was set up by India’s audit and regulatory governance 971 
body, NASSCOM. )  972 

973 
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Annex B - Benefits and Challenges to Information Sharing 974 

Benefits 975 
1. The numerous benefits of cyber SA are of three types: 976 

a. Reduced Risk.  Organisations can manage most, but not all, of their internal cyber 977 
risks, but they cannot manage shared cyber risks by themselves.  By collaborating and 978 
sharing information, organisations reduce both their internal and external cyber risks. 979 
b. Reduced Costs.  Organisations benefit from the collective action.  Experience and 980 
knowledge from one organisation can be re-used by another without incurring additional 981 
cost.  The overall cost of improving capability is shared, reducing costs to each 982 
individual organisation.  983 
c. Increased Agility.  This same re-use can be applied across organisations and 984 
internally.  Such agility enhances each organisation’s effectiveness and its efficiency. 985 

2. The ultimate result is better prevention and more adequate responses to cyber 986 
threats.  This also supports better decision making due to better (shared) information, for 987 
four reasons.   988 

a. Quantity: Sharing information and knowledge can lead to a better and more 989 
complete overview of all the developments in the cyber domain. A group knows more, 990 
collectively, and has more robust information than an individual. 991 
b. Quality: Sharing valuable, relevant and multi-source information can lead to better 992 
and more complete insights into the developments in cyberspace. Ultimately, this leads 993 
to better and more accurate information for decision-makers. 994 
c. Timeliness: Timely information sharing enhances cyberspace SA while enabling 995 
more complete preparation before malicious activity occurs or quicker responses once it 996 
does. The information system must take into account the need for real time information 997 
dissemination and the request for a repository/library for best practise and other 998 
documents, including non-technical issues such as legal. 999 
d. Resilience: Information remains available for community use even if one member is 1000 
no longer participating. 1001 

3. The ultimate result is better prevention and more adequate responses to cyber 1002 
threats.  Crisis response and incident handling: Collective crisis and problem reduction 1003 
within the information sharing community. Incident handling process plays an important role 1004 
within information sharing, as this process ensures that the information sharing process 1005 
remains active in the event of an attack or breach.  The founding and development of an 1006 
information sharing community allows the members to gain a mutual understanding of each 1007 
other. This understanding leads to more commitment to each other and the entire group, 1008 
and sometimes even leading to sharing responsibilities. The ultimate result is that crises 1009 
and problems among the members of the community will be collectively resolved. 1010 
Establishing procedures and processes that pre-emptively detect and mitigate attacks or 1011 
breaches, will assist in the recovery of compromised information systems.  Crisis response 1012 
plans are comprised of six phases: 1013 

a. Preparation 1014 
b. Identification 1015 
c. Containment 1016 
d. Eradication 1017 
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e. Recovery 1018 
f. Lessons Learned 1019 

4. Additionally, the organization should have a cyber-information sharing continuity plan.  1020 
This plan should ensure that the critical network hubs and nodes remain operational during 1021 
an attack or breach.  The plan should be executed in parallel with the recovery plan. 1022 
5. These are all cyber information sharing benefits. There are also second order benefits 1023 
that appear at the business level, which contribute significantly to the overall business case 1024 
for shared cyber SA.  1025 

Challenges 1026 
6. There are many types and categories of barriers that might hinder information sharing 1027 
and these barriers need to be addressed and managed effectively. The issue is to 1028 
determine how to overcome such obstacles as policy, culture, governance, resources, and 1029 
technological restrictions, so that sharing of data and information is enabled, allowed, 1030 
endorsed and encouraged throughout the extended enterprise. 1031 
7. Policy Barriers: 1032 

a. Liability issues. 1033 
b. Achieve global agreement. 1034 
c. Policy issues could restrain systems inter-connection.  1035 

8. Management Barriers: 1036 
a. Mechanisms may not be in place to allow for information sharing. 1037 
b. The method for marking documents, even from one organization to the next within 1038 
the same community lacks clarity and standardization. Red tape and other bureaucracy 1039 
will lead to overregulation and prohibition of information sharing. 1040 
c. Improved ways to stimulate dialogue are needed. 1041 
d. Private sector needs to “practice what they preach” in demonstrating sharing of 1042 
information. 1043 
e. Unequal participation / Fear of “free-riders”. 1044 
f. Lack of or obsolete Service Level Agreements. 1045 
g. Poorly informed, and understood decision making about the risks and benefits of 1046 
participation. Senior management is usually of a different technological generation than 1047 
the workers, so clear information passage can assist matters. They are usually not up-1048 
to-date on current threats and vulnerabilities. 1049 
h. Lack of trust between participants. 1050 

9. Legal Barriers: 1051 
a. Lack of a General Security Agreement: legislation, cyber meta laws, and other legal 1052 
issues vary from nation to nation. 1053 
b. Depending on the federation’s agreed legal system (e.g. most restrictive, least 1054 
restrictive) legal obstacles can be constraints as well as restraints. 1055 
c. Information sharing depends highly on local / legal requirements (Freedom of 1056 
Information Act (FOIA) issues, Personal privacy concerns). 1057 
d. Policy issues could restrain systems inter-connection. 1058 
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10. Business Barriers: 1059 
a. Financial issues. 1060 
b. No incentives of cooperating industry-wide. 1061 
c. Time taken away from business activities. 1062 
d. Competitive pressures increase the reluctance of companies to invest in info sharing. 1063 
e. There is no built-in guarantee in the information sharing system that protects critical 1064 
business information and prevents it from being leaked to competitors and the public. 1065 
f. No direct return on investment. 1066 
g. Vulnerability information is in most cases too commercialized to be effective for 1067 
specific cases and incidents. 1068 

11. Resource Barriers (includes technological): 1069 
a. Inefficient use of existing technologies. 1070 
b. Need for available facilities to share and store information. Within modern data 1071 
centres, the more info that is shared, then the more data must be retained and is 1072 
generated in meta-data, and therefore the more hardware that is needed. The larger the 1073 
facility to house it, the more power needed to run it. Large scale info sharing can be very 1074 
costly for infrastructure, huge amount of data. 1075 
c. Technology itself, many systems simply cannot inter-connect due to various 1076 
technological issues. Properly designed and implemented systems will not generate a 1077 
technological barrier. Although, organizational restrictions placed upon the use of 1078 
technology can form barriers. 1079 
d. Barrier management must begin in the design of the technology system that delivers 1080 
the information. 1081 
e. Systems using incompatible computer programming languages. Every program 1082 
designed to operate in a specific operating system environment would qualify. Areas of 1083 
consideration would be, for example, MS Access vs. Oracle formats, and database field 1084 
formats. 1085 
f. No common lexicon -taxonomy (operational, legal, technological etc. terminology). 1086 
g. Unavailability of knowledgeable, experienced employees to support relevant 1087 
business processes. 1088 
h. Incompatible encryption technology due to different government regulations.  1089 

12. Confidentiality Barriers: 1090 
a. Issues with anonymity, confidentiality and proprietary information. 1091 
b. Culture of secrecy within Government. 1092 
c. Sharing information with non-cleared executives who do not have proper credentials 1093 
for information access within private sector federations. 1094 
d. Potentially embarrassing information. 1095 
e. Over-classification. 1096 
f. No specific regulations for accountability. 1097 

13. Humanistic / Cultural Barriers: 1098 
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a. Diversity across participants (culture, language, legal systems, etc.). Cultural context 1099 
is everything in data analysis. Misinterpretation of data can cause severe issues. 1100 
b. One natural or sociological constraint to federation is that individuals tend to work 1101 
alone. 1102 
c. Some communities, e.g. security organizations, do not have a history and a 1103 
reputation for sharing information. 1104 
d. One way street syndrome which will take place in reality in contrast to the considered 1105 
genuinely respected two way stream by all involved parties. 1106 

14. Risk Barriers: 1107 
a. There are some real challenges associated with more information sharing, especially 1108 
in regards to classified information. Due to the risk of information leak, Intelligence 1109 
services are often reluctant to share sensitive information. By sharing information with 1110 
anyone other than purely equal (& allied) organizations, one must be prepared for the 1111 
information to be leaked to the media and made public. With today’s access to 1112 
information through electronic media this can happen quickly and become a threat to 1113 
operational security. 1114 
b. Another danger of greater information sharing is that the sharer decides what is 1115 
shared and who gets it. The author, or originating organization, defines a documents 1116 
security caveat. The result can be sub-environments within operations that share 1117 
between different systems (for example, 3-4 eyes only). This risk must be weighed 1118 
against the possible benefits of greater information sharing. 1119 
c. For the private sector, companies are prohibited through laws from divulging certain 1120 
information and reluctant to share details about its operations for fear of leaks to 1121 
competitors. Such fears must be allayed through building of trust and established 1122 
guidelines for public-private partnerships. 1123 
d. Information asymmetries: critical parties in an information sharing community are not 1124 
sharing the same level or set of data. 1125 
e. Information unavailability: some participants in the information sharing community 1126 
might lack the means to research a cyber-incident leading to a delay in incident 1127 
response and incident reporting. 1128 
f. Information misuse: Leaks in the information sharing system might lead to availability 1129 
of (secured) information to unauthorised entities. Likewise a wide dissemination might 1130 
lead to information misuse. 1131 
g. Information overload: Too much information gathered - sometimes in combination 1132 
with irrelevant information - might lead to indecisiveness or dismissal of the information 1133 
received. 1134 

1135 
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Annex C - Main Functions in the Hubs and Nodes  1136 
 1137 

Function Nodes Hubs 
Incident handling 	   	  	  

Incident management yes no, only strategic 

Vulnerability coordination yes yes 

Data repository limited yes 

Alert yes (support) strategic coordination 
between hubs and nodes 

Triage & Analysis orgs communicate strategic triage 

Reporting yes, originate, share (Post 
Incident Report) 

yes, originate & share, 
lessons learned,   policy 
change 

Prevention, Trust fabric- 
Federation controls, 
Taxonomy 

Yes, integrate (from Hub), 
create, spread and 
enforce. 

 Yes, create, spread and 
enforce (nodes /hubs level). 

Managing, governance 	  	   	  	  

Responsibility Maintain Information 
Sharing Agreements 
Ensure info quality within 
the node  
Comms with hubs and 
nodes 
Support orgs for all stages 
and operational readiness 

Maintain Information Sharing 
Agreements 
Operate information 
repository 
Ensure maintenance of 
information quality  
Ensure Comms between 
hubs and support for nodes 

Decision (authority) membership of community 
/ organisations 

membership for nodes, inter 
hubs agreements 
Enforcement decisions, 
including revocation, law 
enforcement involvement, 
criminal investigation, trust 
restoration and 
commendations for legal and 
regulatory changes 

Policy Behaviour, best practice, 
way of working, standards, 
certification, enforcement 

Behaviour, best practice, way 
of working, standards, 
certification, enforcement 

 1138 
1139 
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Annex D – Information Sharing Agreements  1140 
1. A community should have an Information Sharing Agreement (ISA), which describes 1141 
what information can be shared, how it should be shared and the overall governance to 1142 
ensure compliance.  For example, an ISA should aim: 1143 

a. To guide Partner Organisations on how to share personal and sensitive information 1144 
lawfully. 1145 
b. To explain the security and confidentiality laws and principles of information sharing. 1146 
c. To increase awareness and understanding of the key issues. 1147 
d. To emphasise the need to develop and use Information Sharing Agreements. 1148 
e. To support a process that will monitor and review all information flows. 1149 
f. To encourage flows of information. 1150 
g. To protect the Partner Organisations from accusations of wrongful use of personal or 1151 
sensitive information. 1152 
h. To identify the legal basis for information sharing. 1153 
i. To address any liability issues. 1154 

2. Example ISAs cover various requirements for sharing sensitive information: 1155 
3. Leicestershire County Council Information Sharing Protocol, which is focused on 1156 
sharing sensitive and privacy information.   Many UK local government and police 1157 
organisations have similar agreements. 1158 
http://www.leics.gov.uk/information_sharing_protocol.pdf 1159 
4. US DOD is defining an ISA template for cyber information sharing with the Defense 1160 
Industrial Base (DIB).  1161 
5. The next page (Annex D1) shows an example ISA between two (or more) nations.  1162 

1163 
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Annex D1 –  Example ISA between Nations 1164 
Memorandum of Understanding 1165 

Between 1166 

The Department of XXXX (Country A) 1167 
And 1168 

The Department of YYYY (Country B) 1169 
Concerning 1170 

Country A/Country B Incident Handling Collaboration 1171 
The purpose of this memorandum of understanding is to provide guidance for information 1172 
sharing and collaboration during incidents  involving cross border requests for assistance 1173 
between the Department of XXXX (Country A) CCSA organisations and the Department of 1174 
YYYY (Country B) CCSA.  These will be referred to collectively as Cyber Response Teams 1175 
(CRTs).   1176 
Regarding requests for assistance: In the situation where a Country A CRT receive a 1177 
request for assistance from a Country B based company, or the situation where Country B 1178 
CRT receives a request for assistance from a Country A based entity, the CRT to which the 1179 
incident was reported will inform in writing the CRT of the other country where the incident 1180 
is occurring using communication systems at the appropriate classification level.  The 1181 
reporting CRT will do so using applicable existing arrangements between Country A and 1182 
the Country B regarding any direction or actions provided in response. 1183 
Information Restrictions: Should information be classified, or otherwise deemed not 1184 
sharable with the other country, the owner of the information to be shared will make every 1185 
effort to remove caveats that prevent the information sharing, and/or to declassify the 1186 
information so that is may be shared.  It is up to the respective CRTs to operate within the 1187 
legal limits of information that they are allowed to obtain and share.  Both CRTs consent to 1188 
follow the Traffic Light Protocol for matters related to information sharing. 1189 
Regarding information related to incidents: Both participants consent that all information 1190 
related to cyber incidents involving cross border requests for assistance between Country A 1191 
and the Country B will be shared between the respective country’s CRTs.  This is 1192 
understood to cover information that is provided to, or acquired by, a CRT during the course 1193 
of operational activities, incident response, and/or information gathering in relation to such 1194 
request.   1195 
Amendment /Dispute: This MOU may be amended with the mutual written consent of the 1196 
Participants.  This MOU will remain in effect until a Participant withdraws.  Either Participant 1197 
may withdraw from this MOU upon presentation of written notice to the other Participant.  1198 
Any disputes regarding the interpretation or implementation of this MOU will be resolved 1199 
only by consultation between the Participants and will not be referred to a national (or 1200 
international) tribunal or any other third party for settlement. 1201 
 1202 
Contacting Country A CRT: Staffed 15 hours a week, 7 days a week, from 0600 to 2100, 1203 
XX Time.  On call pager based support is available 24 hours a day, 7 days a week. 1204 
Email: CountryA-CRT@countrya.gov 1205 
Phone: CRT Incident Handlers: +99 2345678901 1206 
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Website: http://www.countrya-crt.gov  1207 
 1208 
Contacting Country B: Staffed 24 hours a day, 7 days a week. 1209 
Email: mailto:countryB-CRT@countryb.gov 1210 
Phone: CRT Incident Handlers: +990987654321  1211 
Website: http://www.coutryb-crt.gov 1212 
 1213 
This MOU will become effective upon the date of the signatures listed below. 1214 
 1215 
Date:  dd/mm/yyyy   Signature:    Country A 1216 
Date:  dd/mm/yyyy   Signature:    Country B 1217 

1218 
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Annex E – Federation and Levels of Assurance 1219 
1. Each Level of Assurance (LoA), defined in international and national standards, 1220 
describes the degree of confidence in the processes leading up to and including the 1221 
authentication process itself, thus providing assurance that the entity claiming a particular 1222 
identity is in fact the entity to which that identity was assigned. For the purposes of this ISF, 1223 
LoA is a function of the process and technical controls that have been implemented by each 1224 
Credential Service Provider (CSP), Identity Providers (IDP) and Identity Proofing & 1225 
Verification Provider (IPVP) for each entity. 1226 
2. In a federation model, all providers (CSP, IDP, IPVP) and user organisations comply 1227 
with the federation common policy that underpins federated trust.   1228 
3. Four Levels of Assurance are defined in ISO 29115 based on US SP800-63-1 and US 1229 
OMB (Office of Management and Budget) M0404.  They are: 1230 

a. LoA 1 – Low Assurance. Little or no confidence in the asserted identity.  This usually 1231 
involves self-assertion and is most commonly used in social networking. 1232 
b. LoA 2 – Medium Assurance.  Some confidence in the asserted identity.  This usually 1233 
involves the local validation of some form of government-issued ID but only to satisfy 1234 
Anti-Money Laundering (AML) legal requirements for consumer financial activities. 1235 
c. LoA 3 – High Assurance.  High confidence in the asserted identity.  This usually 1236 
involves greater validation of some form of government-issued ID with face-to-face 1237 
interaction.  The primary use case is employee authentication, particularly in regulated 1238 
industries and government organisations.    1239 
d. LoA 4 – Very High Assurance. Very high confidence in the asserted identity.  1240 
Additional processes and controls are applied.  The primary use cases involve danger-1241 
to-life and national security situations. 1242 

4. Four types of entities can be authenticated: 1243 
a. People.  Citizens, consumers, government employees, industry employees. 1244 
b. Organisations.  All credentials are affiliated to an organisation in some way, so an 1245 
organisation has to be trusted to the same LoA as the credential. 1246 
c. Devices.  Computers, laptops, smartphones, storage, network devices etc.  Trusted 1247 
Platform Module (TPM) Version 2 is the dominant standard and widely deployed, if 1248 
underused.  TPM is also used to ensure BIOS health and to defeat malware in the BIOS 1249 
and operating system. 15 1250 
d. Software. Secure Content Automation Protocol (SCAP) is the standard for validating 1251 
software and its provenance. 1252 

5. CCSA’s main interest is in LoA 3 and 4 to ensure: 1253 
a. The protection of LoA 3 and 4 federated authentication systems. 1254 
b. All staff involved in Cyber SA possess and use compliant LoA 3 or 4 credentials to 1255 
authenticate in the course of sharing sensitive information. 1256 

6. Public Key Infrastructure (PKI) is the dominant technology for High Assurance 1257 
federated authentication.  Such PKI federation requires the existence of one or more PKI 1258 
bridges to enable different PKI credential providers to trust each other’s credentials.  Some 1259 

                                                                                                                                                  
15 http://www.trustedcomputinggroup.org/resources/tpm_library_specification 
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nations and industries are already operating PKI bridges to enable a mesh of trust across 1260 
international supply chains and government organisations.  The sharing of cyber SA 1261 
depends on nations adopting PKI federation.  See http://www.idmanagement.gov. 1262 

1263 
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Annex F – Taxonomies for Cyber SA Information Sharing 1264 
1. Various taxonomies exist for cyber SA information sharing, but most are either not 1265 
suitable or take no account of federation requirements.  Two approaches are of interest.   1266 

a. ENISA is developing at least two taxonomies, either of which might prove useful. The 1267 
current ENISA taxonomy is described in the Good Practice Guide for Incident 1268 
Management.  http://www.enisa.europa.eu/activities/cert/support/incident-1269 
management/files/good-practice-guide-for-incident-management  1270 
b. IETF’s IODEF (Internet Engineering Task Force, Incident Object Description 1271 
Exchange Format) defined in RFC 5070 is an international standard with no intellectual 1272 
property constraints.  http://www.ietf.org/rfc/rfc5070.txt.  This is currently the standard 1273 
that will likely to evolve to meet MNE7’s taxonomy requirements, in IODEF V2, for the 1274 
higher level Hub and Node collaborative approach to cyber SA.  IODEF V2 will be 1275 
developed based on RFC5070 in an open and transparent process through the IETF, 1276 
allowing broad participation without restriction.  The IETF development work primarily 1277 
occurs on the Managed Incident Lightweight Exchange (MILE) mailing list with free 1278 
participation by all subscribers (http://datatracker.ietf.org/wg/mile/charter/).  MNE7 is 1279 
working with IODEF’s working group to develop this, and seeks for ENISA to incorporate 1280 
their taxonomies into the IETF. 1281 

ENISA 1282 

2. [To follow] 1283 

IETF IODEF 1284 
3. Organizations require help from other parties to mitigate malicious activity targeting 1285 
their network and to gain insight into potential threats.  This coordination might entail 1286 
working with an ISP to filter attack traffic, contacting a remote site to take down a bot-1287 
network, or sharing watch-lists of known malicious IP addresses in a consortium. 1288 
4. The IODEF is a format for representing computer security information commonly 1289 
exchanged between Computer Security Incident Response Teams (CSIRTs).  It provides 1290 
an XML representation for conveying incident information administrative domains between 1291 
parties that have an operational responsibility of remediation or a watch-and-warning over a 1292 
defined constituency.  The data model encodes information about hosts, networks, and the 1293 
services running on these systems; attack and associated forensic evidence; impact of the 1294 
activity; and limited approaches for documenting workflow. 1295 
5. The overriding purpose of the IODEF is to enhance the operational capabilities of 1296 
CSIRTs.  Community adoption of the IODEF provides an improved ability to resolve 1297 
incidents and convey situational awareness by simplifying collaboration and data sharing.  1298 
This structured format provided by the IODEF allows for: 1299 

a. increased automation in processing of indicator and incident data, since the 1300 
resources of security analysts to parse free-form textual documents will be reduced; 1301 
decreased effort in normalizing similar data (even when highly structured) from different 1302 
sources; and 1303 
b. A common format on which to build interoperable tools for incident handling and 1304 
subsequent analysis, specifically when data comes from multiple constituencies. 1305 

6. Coordinating with other CSIRTs is not strictly a technical problem.  There are 1306 
numerous procedural, trust, and legal considerations that might prevent an organization 1307 
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from sharing information.  The IODEF does not attempt to address them.  However, 1308 
operational implementations of the IODEF will need to consider this broader context.  The 1309 
ISF describes the larger framework to enable the exchange of data at the appropriate 1310 
assurance levels (identity, federations, secure access via PKI, etc.), using a common data 1311 
format (IODEF), over the appropriate exchange mechanism (push or pull).  1312 
7. About the IODEF Data Model. 1313 

a. The IODEF data model is a data representation that provides a framework for 1314 
sharing information commonly exchanged by organizations or CSIRTs about computer 1315 
security incidents or indicators of compromise. A number of considerations were made 1316 
in the design of the data model. 1317 
b. The data model serves as a transport format. Therefore, its specific representation is 1318 
not the optimal representation for on- disk storage, long-term archiving, or in-memory 1319 
processing.  This design criterion is directly aligned with the ISF goal of media 1320 
independence. 1321 
c. As there is no precise widely agreed upon definition for an incident, the data model 1322 
does not attempt to dictate one through its implementation. Rather, a broad 1323 
understanding is assumed in the IODEF that is flexible enough to encompass most 1324 
operators for both full incident descriptions and subsets of data that may be limited to 1325 
indicators of compromise. 1326 
d. Describing an incident or indicators of compromise for all definitions would require an 1327 
extremely complex data model. Therefore, the IODEF only intends to be a framework to 1328 
convey commonly exchanged incident information. It ensures that there are ample 1329 
mechanisms for extensibility to support organization-specific information, and 1330 
techniques to reference information kept outside of the explicit data model.  This design 1331 
goal is directly aligned with the ISF requirement of a hierarchical taxonomy that supports 1332 
extensions, both standardized and private extension types. 1333 
e. The domain of security analysis is not fully standardized and must rely on free-form 1334 
textual descriptions. The IODEF attempts to strike a balance between supporting this 1335 
free-form content, while still allowing automated processing of incident and indicator 1336 
information. 1337 

8. The IODEF is only one of several security relevant data representations being 1338 
standardized. Attempts were made to ensure they were complimentary. The data model of 1339 
the Intrusion Detection Message Exchange Format influenced the design of the IODEF.  A 1340 
draft document - IODEF-extension to support structured cybersecurity information (SCI) 1341 
(https://datatracker.ietf.org/doc/draft-ietf-mile-sci/) – is being developed to extend IODEF to 1342 
facilitate enriched cybersecurity information exchange among cybersecurity entities.  It 1343 
provides the capability of embedding structured information, such as identifier- and XML-1344 
based information defined in other schemas, in such a way that will facilitate automation 1345 
and system-system interaction.   The SCI draft, soon to be published, establishes an IANA 1346 
table to incorporate complementary data model schemas (or taxonomies) using a 1347 
consistent method grouping the extensions into high level categories such as AttackPattern, 1348 
Vulnerabilities, Platforms, EventReport, etc. to include malware samples, vulnerability 1349 
reports, and other helpful information.   1350 
9. Industry specific information may be included directly via the IODEF extension 1351 
capability or may be embedded in IODEF via the SCI draft extension capabilities.  The 1352 
extensions needed to support power, air traffic management, defense, telecom, and other 1353 
industries may be a mix of those needed for cyber security incidents, emergency 1354 
management, and other areas.  Relationships between existing standards can be made by 1355 
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extending IODEF to include or reference the CAP and other data formats or vice versa 1356 
since each of the mentioned standards are flexible and extensible. 1357 
10. IODEF and CAP support internationalization and language translation through the 1358 
XML defined language attribute.  IODEF and RID include other internationalization 1359 
considerations such as translation of specific data elements (e.g. domain names) to ensure 1360 
entities can consistently exchange this data. 1361 

Cyber SA Information Sharing Exchanges 1362 
11. The IODEF taxonomy is independent of the exchange protocol, which is essential to 1363 
meet the design requirements of the ISF enabling a hub/node architecture with both 1364 
proactive (push) and reactive (pull) capabilities.  The ISF exchange mechanisms are also 1365 
required to enable sharing at multiple assurance levels via federated access with a 1366 
capability to support PKI for session and data level (also referred to as object) encryption.  1367 
Additionally, the exchange mechanisms are required to be flexible enough to support the 1368 
exchange of other types of structured information, such as the Common Alerting Protocol 1369 
(CAP) and the Emergency Data Exchange Language (EDXL) in support of the four defined 1370 
levels of communication depicted in figure 2, “Mesh of Hubs and Nodes”, Strategic, 1371 
Operational, Tactical, and Operating between nations and industry sectors.  The need for 1372 
alternate data formats to support strategic level communication exchanges leveraging the 1373 
common set of exchange mechanisms described here will be discussed in a subsequent 1374 
section. 1375 
12. A family of protocols has been or is in process or being developed in the IETF MILE 1376 
working group to meet the exchange requirements outlined by the ISF and other 1377 
information sharing entities.  A description of the exchange mechanisms as they relate to 1378 
the ISF are described below. 1379 

a. Peer-to-Peer.  While email does provide a secure peer-to-peer solution when PKI is 1380 
used for the data encryption, Real-time Inter-network Defense (RID) defined in 1381 
RFC6545 with a transport binding using HTTP/TLS defined in RFC6546 is preferred as 1382 
it enables increased automation.  RID was designed to transport IODEF cyber security 1383 
information (and any appropriate extensions), and is flexible to exchange other 1384 
schemas/data models either embedded in IODEF or independent of IODEF.  There is a 1385 
standards method to extend the acceptable uses of RID Through an IANA table defined 1386 
in RFC6545.  RID was developed in the IETF and fits nicely into the ISF requirements 1387 
as it can leverage the described federated secure exchanges.  RID and RID Transport 1388 
allow options for data encryption at the data or object level using PKI, authentication and 1389 
authorization at the data and transport levels via PKI, as well as authentication at the 1390 
data level via XML digital signatures.  While this can be managed on a peer-by-peer 1391 
basis, the use of federations is necessary to scale the relationships. 1392 
b. Repository Access.  File servers and applications like SharePoint are very helpful in 1393 
to enable portal access for information sharing groups.  However, for the emerging 1394 
needs of a trusted broker to widely disseminate information a well-defined repository 1395 
access structure is preferred.  The MILE working group in the IETF is developing such a 1396 
standard that will generically support any defined schema, with IODEF as the core 1397 
supported schema to prove interoperability.  The draft is open for comments and is 1398 
called, Resource Oriented Lightweight Indicator Exchange 1399 
(https://datatracker.ietf.org/doc/draft-field-mile-rolie/).  The repository access method 1400 
described could allow for low to medium assurance cyber SA exchanges where low 1401 
exchanges may allow for full public access to information.  Higher levels of assurance 1402 
can be supported through federated access management to authenticate and authorize 1403 
users as well as to secure transport.  Although data at the object level could be 1404 
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encrypted via this exchange mechanism, additional means to enable this are required.  1405 
Higher assurance exchanges may require peer-to-peer models where the data can be 1406 
better protected at the data (object) and transport levels.  While the peer-to-peer models 1407 
do not scale like the repository models, they may be very useful in brokered 1408 
relationships where one user or SME wants to share data for analysis that may be 1409 
obscured, anonymized, and then disseminated via a repository sharing model. 1410 

(1) For reference to the need for repositories and brokered access, please see 1411 
ENISA’s December 2012 report and findings recommending this architecture for 1412 
broader dissemination use cases.  The report is called, “EISAS Enhanced Roadmap” 1413 
(http://www.enisa.europa.eu/media/press-releases/activities/cert/other-1414 
work/eisas_folder/eisas-enhanced-roadmap-2012), and the accompanying 1415 
information on their pilot effort can be found in, “EISAS Large-Scale Pilot, 1416 
Collaborative Awareness Raising for Citizens & Small and Medium Enterprises 1417 
(SMEs)” (http://www.enisa.europa.eu/media/press-releases/activities/cert/other-1418 
work/eisas_folder/eisas-large-scale-pilot).  The ENISA work covers a complementary 1419 
set of users to the ISF, but can leverage the same set of exchange protocols where 1420 
uniform methods for repository access will increase automation capabilities and the 1421 
peer-to-peer exchanges may be used for exchanges that require higher assurance 1422 
levels or are strictly between a defined set of peers. 1423 

c. Social Networking. Social networking will be an important part of information sharing 1424 
to reach users that are part of the hub/node architecture to specific groups or to more 1425 
broadly reach the larger user community 1426 

(1) RSS Feeds may be used to provide a news feed of recent events propagated via 1427 
the defined formats and available in social networking interfaces.  This exchange 1428 
mechanism is appropriate for any public data or higher assurance data if shared via 1429 
a protected portal with appropriate access controls for incidents, indicators, or other 1430 
emergency management information using the RSS feed as the binding to share the 1431 
formatted information.  1432 
(2) XMPP is frequently used by incident handlers to discuss incident information in 1433 
‘chat rooms’.  The chat rooms may be private or public.  XMPP has been used in an 1434 
implementation to exchange IODEF information between XMPP operators, but a 1435 
binding could enable its usage to be broader.  A formal protocol could be developed 1436 
upon request in MILE if seen useful to allow for a common interface between social 1437 
media tools to exchange IODEF data with RID security (policy information and 1438 
confidentiality options).  1439 
(3) Twitter.  While it may not be practical to share indicator or incident data via 1440 
twitter, the technology has been proven to be very useful in emergency situations.  1441 
At least one implementers of CAP, has taken their CAP data and “tweets” the 1442 
messages for broader dissemination.   1443 

 1444 
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 1445 
Figure 8.  Automated Exchange Mechanisms 1446 

13. Figure 8 depicts the use of multiple exchange mechanisms between hubs and nodes 1447 
as they may choose to share in peer-to-peer scenarios as well as having hubs (or nodes) 1448 
act as information brokers.  When a hub or node acts as an information broker, data shared 1449 
with that hub can be anonymized since the source could have been any hub or node that 1450 
shares data with the hub. The information broker approach was recommended in the recent 1451 
ENISA reports that were cited as well as other sources analyzing the hurdles to information 1452 
sharing.  A broker can perform analysis over large sets of data to determine what threats 1453 
are most common and may be better able to detect new emerging patterns. 1454 
14. In the peer-to-peer model using RID, data can be exchanged in either direction.  This 1455 
is also true of the repository model, but the same levels of assurance are harder to achieve 1456 
due to the object level security constraints.  The repository model is ideal for the types of 1457 
queries that occur between organizations performing incident response as the user initiates 1458 
the search and is able to control the search over the repository of indicator and incident 1459 
data.  RSS feeds or other tools may be used to meet the social media exchange 1460 
mechanism requirements and may either be from a hub or an organization that receives 1461 
data shared from a hub. 1462 

Strategic Level Communications 1463 

15. Through the MNE7 LOE, it became evident, that communications to support the 1464 
Strategic level required further development to achieve consistent automated exchanges.  1465 
As such, the Common Alerting Protocol (CAP) from OASIS is an appropriate starting point.  1466 
From the OASIS CAP 1.2 abstract, it is described as follows, “The Common Alerting 1467 
Protocol (CAP) is a simple but general format for exchanging all-hazard emergency alerts 1468 
and public warnings over all kinds of networks.  CAP allows a consistent warning message 1469 
to be disseminated simultaneously over many different warning systems, thus increasing 1470 
warning effectiveness while simplifying the warning task.  CAP also facilitates the detection 1471 
of emerging patterns in local warnings of various kinds, such as might indicate an 1472 
undetected hazard or hostile act.  And CAP provides a template for effective warning 1473 
messages based on best practices identified in academic research and real-world 1474 
experience.”  (http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-os.html) 1475 
16. The OASIS standards and possibly others would support the strategic level 1476 
communications that fall outside of the Operational and Tactical communications specific to 1477 
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the exchange of cyber security incident and indicator information covered by IODEF, its 1478 
extensions, and related XML schemas that may be embedded in IODEF.   1479 
17. The CAP provides a data model format to exchange descriptive text and allows more 1480 
specific fields to be added through extensions as determined necessary.  Today, CAP and 1481 
EDXL are used in disaster scenarios for emergency response as well as to communicate 1482 
weather and other meteorological data between entities using an international standardized 1483 
format.  CAP may also be useful in context of MNE7 for broad communications on power 1484 
outages from utility companies or communications about air traffic management to the 1485 
defense industry.  If the power outage or air traffic management notifications were related to 1486 
cyber security incidents, the IODEF data representation from the operational or tactical 1487 
levels could reference (or include) the CAP formatted information. 1488 
18. When any of the data formats are exchanged using the peer-to-peer models, the data 1489 
is encapsulated in the specified transport (email or RID).  If RID is used to further automate 1490 
the exchange mechanism, the standardized methods of including policy and security can be 1491 
leveraged.  When data is exchanged via a repository, the data may be accessed via URLs 1492 
where the hierarchical structure used to represent the data can be accessed by the URL 1493 
structure to “walk” the hierarchy.  The repository model includes a method to consistently 1494 
retrieve the data formatted in IODEF, CAP, and other standardized data formats to ensure it 1495 
can be consumed through automated means.  Since RID includes policy and other 1496 
information via an XML schema, this information can also be included in the repository 1497 
model paired with other data formats as described by the referenced ROLIE draft.  In this 1498 
case the use of RID would be limited to data marking on sharing ranges and other policy 1499 
information. 1500 

 1501 
Figure 9 – Automated Exchange Mechanisms 1502 

19. Figure 9 represents some of the structured methods to combine the ISF standardized 1503 
data formats.  The malware example is included to demonstrate the extensibility where 1504 
other defined schemas may be included, such as IEEE’s MMDEF to embed a malware 1505 
sample within an IODEF document or using a CARO reference to a type of malware. 1506 
20. Supported by US DHS, Mitre is developing components to enable the sharing of 1507 
threat-related information.  Once they become integrated or interoperable with IETF and 1508 
other international standards, they should benefit the MACCSA community.  1509 
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a. TAXII16 (The Threat Information Exchange) is the main transport mechanism for 1510 
cyber threat information represented as STIX.  Organisations can use TAXII to share 1511 
cyber threat information in a secure and automated manner. 1512 
b. STIX17 (Structured Threat Information eXpression) is an open collaborative 1513 
community-driven initiative to define and develop a standardised language to represent 1514 
structured cyber threat information.   The STIX language intends to convey the full range 1515 
of potential cyber threat information and be fully expressive, flexible, extensible, 1516 
automatable and as human-readable as possible.   1517 
c. CAPEC18 (Common Attack Pattern Enumeration and Classification) is a publicly 1518 
available, community-developed list of common attack patterns along with a 1519 
comprehensive schema and classification taxonomy. Attack patterns are descriptions of 1520 
common methods for exploiting software systems. They derive from the concept of 1521 
design patterns applied in a destructive rather than constructive context and are 1522 
generated from in-depth analysis of specific real-world exploit examples.  To respond 1523 
effectively, the community needs to have a firm grasp of the attacker’s perspective and 1524 
the approaches used to exploit software systems. CAPEC provides this information to 1525 
the community in order to enhance security throughout the software development 1526 
lifecycle and to support the needs of developers, testers, and educators. 1527 
d. MAEC19 (Malware Attribute Enumeration and Characterisation) is a standardized 1528 
language for encoding and communicating high-fidelity information about malware 1529 
based upon attributes such as behaviours, artefacts, and attack patterns.  By eliminating 1530 
the ambiguity and inaccuracy that currently exists in malware descriptions and by 1531 
reducing reliance on signatures, MAEC aims to improve human-to-human, human-to-1532 
tool, tool-to-tool, and tool-to-human communication about malware; reduce potential 1533 
duplication of malware analysis efforts by researchers; and allow for the faster 1534 
development of countermeasures by enabling the ability to leverage responses 1535 
to previously observed malware instances. 1536 
e. CybOX20 (Cyber Observable eXpression) is a standardised schema for the 1537 
specification, capture, characterisation and communication of events or stateful 1538 
properties that are observable in the operational domain. A wide variety of high-level 1539 
cyber security use cases rely on such information including: event management/logging, 1540 
malware characterisation, intrusion detection, incident response/management, attack 1541 
pattern characterisation, etc. CybOX provides a common mechanism (structure and 1542 
content) for addressing cyber observables across and among this full range of use 1543 
cases improving consistency, efficiency, interoperability and overall 1544 
situational awareness. 1545 

1546 

                                                                                                                                                  
16 http://taxii.mitre.org 
17 http://stix.mitre.org 
18 http://capec.mitre.org 
19 http://maec.mitre.org 
20 http://cybox.mitre.org 
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Annex G – Traffic Light Protocol 1547 

When should it be used? TLP Colour How may it be shared? 
Sources may use TLP: RED when 
information cannot be effectively 
acted upon by additional parties, 
and could lead to impacts on a 
party’s privacy, reputation, or 
operations if misused 

RED 

Recipients may not share TLP: 
RED information with any 
parties outside of the specific 
exchange, meeting or 
conversation in which it is 
originally disclosed.  

Sources may use TLP: AMBER 
when information requires support 
to be effectively acted upon, but 
carries risks to privacy, reputation, 
or operations if shared outside of 
the organizations involved. 

AMBER 

Recipients may only share 
TLP: AMBER information with 
members of their own 
organization, and only as 
widely as necessary to act on 
that information. 

Sources may use TLP: GREEN 
when information is useful for the 
awareness of all participating 
organizations as well as with peers 
within the broader community or 
sector. 

GREEN 

Recipients may share TLP: 
GREEN information with peers 
and partner organizations 
within their sector or 
community, but not via publicly 
accessible channels. 

Sources may use TLP: WHITE 
when information carries minimal or 
no risk of misuse, in accordance 
with applicable rules and 
procedures for public release 

WHITE 
TLP: WHITE information may 
be distributed without 
restriction, subject to copyright 
controls 

 1548 
1549 
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Annex H – Tactical Incident Handling Checklist 1550 
1. This Tactical Incident Handling Checklist provides incident handlers and analysis 1551 
teams with a common understanding of the receipt, handling, and processing of the incident 1552 
lifecycle.  There are multiple sub-categories within this document, in which are:   1553 
2. Possible questions to be answered regarding the incident based on category 1554 
3. Possible procedures to ensure completeness of incident 1555 
4. [This checklist is for use at the Tactical level.  A new checklist will be developed for 1556 
Operational (Node) and Strategic (Hub) incident handling and decision making.]  1557 

Category1 - Unauthorised Access   1558 

5. The unauthorised physical or electronic access to a computer system or network. 1559 
6. Sub-Categories: 1560 

a. Data Exfiltration - The unauthorised transmission of data from a system or network.  1561 
Someone or group had unauthorised access to information technology equipment, and 1562 
copied or removed sensitive information. 1563 
b. Equipment - A report received of the loss, theft or unauthorised physical access to 1564 
an organisation’s IT equipment which contains sensitive information.  The equipment 1565 
can be an authentication token, laptop or notebook, smart card, smart phone or 1566 
removable media such as a USB drive. 1567 
c. Network - The unauthorised connection to, or use, of an IT network containing 1568 
sensitive information.  1569 
d. Non-Privileged Account or System Access - The unauthorised user-level access to 1570 
an account or system without having root or administrator-level privileges. 1571 
e. Privileged Account or System Access - The unauthorised administrative access, 1572 
root-level privileges or special privileges of a system or network processes such as root, 1573 
administrator, or user with system privileges or user with administrator type privileges 1574 
such as database administrator, local administrator privileges, web administrator or 1575 
other users or process that have an elevated privilege to a system or system process. 1576 
f. Spear Phishing Attack - Exploitation by a phishing email targeted to a specific 1577 
individual or individuals because of their job or position which resulted in downloaded 1578 
malware, compromised information, compromised accounts, unauthorised access etc. 1579 

7. Information Gathering.  1580 
a. Questions that should be asked and answered about the submitted incident include:  1581 
Who, What, When, Where, Why, How21.  1582 

(1) Is the source (external) IP address of malicious actor(s) provided? 1583 
(2) Is log data available to confirm or support the suspected access? 1584 
(3) What was the method of compromise (phishing e-mail, malicious web site, 1585 
unapproved media, etc.)? 1586 
(4) What were the number of systems involved or impacted? 1587 

                                                                                                                                                  
21 21Smith, Travis. “Unvarnished – List of English Question Words.” Available from: 
http://www.hopstudios.com/nep/unvarnished/item/list_of_english_question_words (accessed April 24, 2012) 
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(5) Were account credentials used in the compromise? 1588 
(a) Local user? 1589 
(b) Domain user? 1590 
(c) Administrator? 1591 
(d) Service account? 1592 

(6) Was the system breach used as a stepping stone to access additional systems 1593 
or hosts? 1594 
(7) What files, objects or artefacts were placed on the accessed host(s)? 1595 

(a) File name? 1596 
(b) File size? 1597 
(c) MD5 or SHA? 1598 
(d) Copies submitted to virus-submit? 1599 

(8) Is this Focused Ops (FO) related?  1600 
(a) If yes,   1601 

i. Reporting organisation may state this in its initial submission. 1602 
ii. Use TOSS-IT to validate actor IP(s). 1603 
iii. Do not rely on the IP address as the sole source for FO attribution.   Focus 1604 
on the domains. 1605 
iv. Use government and/or industry trusted resources to search for the 1606 
indicator. Note: pay close attention to classification markings.  1607 
v. Do not perform checks with open source tools (i.e. Google, Threat Expert, 1608 
Sophos, URL Void, etc.) for domains associated with FO related activity. 1609 
vi. Do NOT release an indicator outside the organisation without approval. 1610 
vii. Use Remedy (or similar product) to determine if there are related 1611 
tickets associated with the incident.   1612 

(9) If no, 1613 
(a) Check open source reporting tools for additional threat information.   1614 
(b) Suggested tools include, but not limited to the following: 1615 

i. Threat Expert (hxxp://www.threatexpert.com) 1616 
ii. iSight Partners (hxxps://portal.isightpartners.com/tfc/auth/logon) 1617 
iii. Sophos (hxxp://www.sophos.com/en-us/) 1618 
iv. URL-Void (http://www.urlvoid.com/) 1619 
v. Use TOSS-IT to validate actor IP(s) and to determine if there are related 1620 
Remedy tickets associated with the incident. 1621 

8. Missing Information 1622 
a. Send requests for additional or missing information utilizing e-mail function within 1623 
Remedy to the reporting agency. 1624 

9. Next steps 1625 
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a. When and if the above measures are complete and properly recorded in Remedy, 1626 
assign the ticket to Network Analysis. 1627 
b. If any of the following apply, close the event and notify partners: 1628 

(1) If the incident has remained open more than 7 days, without an agency response 1629 
(verbal or e-mail).   1630 
(2) Numerous requests for updates or information or files 1631 

Category 2 - Denial of Service (DoS) 1632 
10. Any action, intentional, unintentional, electronic, digital, or of natural cause (hurricane, 1633 
lightning strike, flood, fire, tornado, etc.) which results in loss of system or network services 1634 
normally available to authorised users.  In a distributed denial-of-service (DDoS), large 1635 
numbers of compromised systems (sometimes called a botnet) attack a single target.   1636 
11. Information Gathering 1637 

a. Questions that should be asked about the submitted summary consist of the basic 1638 
interrogatories:  Who, What, When, Where, Why, How.  1639 

(1) Were normally operational web services interrupted or did they cease 1640 
functioning? 1641 
(2) Is log data available to identify the attack indicators? 1642 
(3) Were counter-measures put in place? What were they?  Were they effective? 1643 
(4) Number of system(s) involved or impacted. 1644 
(5) What type of attack was used? 1645 

(a) SYN Flood? 1646 
(b) SQL Injection? 1647 
(c) Cross Site Scripting (XSS)? 1648 
(d) POST attack? 1649 

(6) Are the web site(s) currently operational? 1650 
(7) What files, objects or artefacts were placed on the accessed host(s)? 1651 

(a) What is the file name? 1652 
(b) What is the file size? 1653 
(c) What is the MD5 or SHA value? 1654 
(d) Were copies submitted to a virus register? 1655 

(8) Is this Focused Ops (FO) related? 1656 
(a) If yes,  1657 

i. Agency may state this in initial submission. 1658 
ii. Use TOSS-IT to validate actor IP(s).  Do not rely on the IP address as the 1659 
sole source for FO attribution.  Focus on the domains. 1660 
iii. Use resources to search indicator.   Note: pay close attention to 1661 
classification markings.  1662 
iv. Do not perform checks with open source tools (i.e. Google, Threat Expert, 1663 
Sophos, URL Void, etc.) for domains associated with FO related activity. 1664 
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v. Do NOT release indicator externally without approval. 1665 
vi. Use Remedy to determine if there are related tickets associated with the 1666 
incident.   1667 

(b) If no, 1668 
i. Check open source reporting tools for additional threat information.  1669 
ii. Suggested tools include but not limited to the following: 1670 

(i) Threat Expert (hxxp://www.threatexpert.com) 1671 
(ii) iSight Partners (hxxps://portal.isightpartners.com/tfc/auth/logon) 1672 
(iii) Sophos (hxxp://www.sophos.com/en-us/) 1673 
(iv) URL-Void (http://www.urlvoid.com/). 1674 

iii. Use TOSS-IT to validate actor IP(s). 1675 
iv. Use Remedy to determine if there are related tickets associated with the 1676 
incident. 1677 

12. Missing Information 1678 
a. Send requests for additional or missing information utilizing e-mail function of 1679 
Remedy, to the reporting agency. 1680 

13. Next steps 1681 
a. If the above measures are complete and recorded in Remedy: Assign the ticket to 1682 
Network Analysis. 1683 
b. If any of the following apply, close the event and notify partners: 1684 

(1) Numerous requests for updates or information or files. 1685 
(2) Remained open more than 7 days, without an agency response. 1686 

Category 3 - Malicious Code  1687 
14. Malicious Code was actually installed or executed on an IT System. 1688 
15. Information Gathering 1689 

a. Questions that should be asked about the submitted Summary consist of the basic 1690 
interrogatories:  Who, What, When, Where, Why, How.  1691 

(1) Source (external) IP address of malicious actor(s). 1692 
(2) Is log data available to confirm or support compromise (i.e. beaconing to 1693 
suspected callback domain(s), antivirus signatures fired)? 1694 
(3) Method of compromise (phishing e-mail, malicious web site, file download, 1695 
unapproved media, etc.). 1696 
(4) Number of system involved or impacted. 1697 
(5) If onsite forensics were performed, was the following information provided? 1698 

(a) What was the malware name or type and, were callback domains or IP 1699 
addresses provided? 1700 
(b) What files or objects were placed on the accessed host(s)? 1701 
(c) What is the file name? 1702 
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(d) What is the file size? 1703 
(e) What is the MD5 or SHA value? 1704 

(6) If onsite forensics were not performed, was malware provided to virus-1705 
submit.com? 1706 
(7) Was the compromise used as a stepping stone to access additional systems or 1707 
hosts?   1708 

(a) If so, how many? 1709 
(8) Is this Focused Ops (FO) related? 1710 

(a) If yes,   1711 
i. Agency may state this in initial submission. 1712 
ii. Use TOSS-IT to validate actor IP(s). 1713 
iii. Do not rely on the IP address as the sole source for FO attribution. Focus 1714 
on the domains. 1715 
iv. Use resources to search indicator. Note: pay close attention to 1716 
classification markings.  1717 
v. Do not perform checks with open source tools (i.e. Google, Threat Expert, 1718 
Sophos, URL Void, etc.) for domains associated with FO related activity. 1719 
vi. Do NOT release indicator externally without approval. 1720 
vii. Use Remedy to determine if there are related tickets associated with 1721 
the incident.   1722 

(b) If no, 1723 
i. Check open source reporting tools for additional thread information.  1724 
ii. Suggested tools include but not limited to the following: 1725 

(i) Threat Expert (hxxp://www.threatexpert.com) 1726 
(ii) iSight Partners (hxxps://portal.isightpartners.com/tfc/auth/logon) 1727 
(iii) Sophos (hxxp://www.sophos.com/en-us/) 1728 
(iv) URL-Void (http://www.urlvoid.com/). 1729 

iii. Use TOSS-IT to validate actor IP(s). 1730 
iv. Use Remedy to determine if there are related tickets associated with the 1731 
incident. 1732 

16. Missing Information 1733 
a. Send requests for additional or missing information utilizing e-mail function of 1734 
Remedy, to the reporting agency. 1735 

17. Next steps 1736 
a. If the above measures are complete and recorded in Remedy assign ticket to 1737 
Network Analysis. 1738 
b. If any of the following apply, close the event and notify partners: 1739 

(1) Numerous requests for updates or information or files 1740 
(2) Remained open more than 7 days, without an agency response 1741 
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Category 4 - Improper Usage 1742 
18. Violations of acceptable use and security policies by authorised users. 1743 
19. Sub-Categories: 1744 

a. Data Spillage - The unintentional release of secure information to an insecure 1745 
environment.  Other terms for this type of incident are data breach, data leak, etc. 1746 
b. Policy Violation - Violations of policies for acceptable use and security by authorised 1747 
users.  NOTE:  Failure to protect or securely handle Personally Identifiable Information 1748 
(PII) falls under this category and sub-category. 1749 
c. Cat-4 incidents are not normally assigned for network analysis and are handled by 1750 
specialist experts. 1751 

Category 5 - Scans or Probes or Attempted Access 1752 

20. Unauthorised System, network, IP, Port, Service mapping scans or probes and 1753 
unsuccessful access attempts. 1754 
21. Sub-Categories: 1755 

a. Attempted access – unsuccessful attack 1756 
b. Brute Force Attack 1757 
c. The systematic, exhaustive testing of all possible methods that can be used to break 1758 
a security system. For example: In cryptanalysis, trying all possible keys in the key 1759 
space to decrypt a cipher text.  See dictionary attack.  Also see brute force 1760 
programming. 1761 
d. Malicious Web Site Web site hosting malware, phishing, or other malicious code 1762 
e. Port or Vulnerability Scan Unauthorised scans of ports or system services for 1763 
vulnerabilities, or to profile a system or network. 1764 
f. Social Engineering An unauthorised person using a ruse or con, such as 1765 
masquerading as a legitimate user or authority, to gain privileged information about a 1766 
computer system. 1767 
g. Social Engineering- Phishing A fraudulent attempt; usually made through email, to 1768 
obtain privileged information about a computer system, person, entity, etc. 1769 

22. Information Gathering.   1770 
a. Questions that should be asked about the submitted Summary consist of the basic 1771 
interrogatories:  Who, What, When, Where, Why, How.  1772 

(1) Source (external) IP address of malicious actor(s). 1773 
(2) What was the type (Sub-category) of compromise? 1774 
(3) Is log data available to confirm or support the attack type? 1775 
(4) Number of system involved or impacted. 1776 
(5) Were account credentials used in the compromise? 1777 

(a) Local user? 1778 
(b) Domain user? 1779 
(c) Administrator? 1780 
(d) Service? 1781 
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(6) Email account? 1782 
(7) Was the system breach used as a stepping stone to access additional systems 1783 
or hosts? 1784 
(8) If web site compromise:  1785 

(a) Did the agency requested assistance?   1786 
(b) Did the agency provided system or network logs for analysis?   1787 
(c) Is the agency able to identify the source of the compromise? 1788 

(9) If ports or vulnerability scans:  1789 
(a) Did the agency requested assistance?   1790 
(b) Did they or can they provide system or network logs for analysis? 1791 

(10) If spear phishing e-mail attack, verify the following:  1792 
(a) Did the agency provide e-mail details such as From, To, e-mail header, and 1793 
receipt time?  1794 
(b) If the attack vector was a malicious link, was it provided?   1795 

i. Did the recipient(s) actually click on the link(s)? 1796 
ii. How many recipients? 1797 

(11) If the agency performed forensics on the e-mail: 1798 
(a) Did they provide details of the compromise? Otherwise,  1799 
(b) Did they provide the actual e-mail to virus-submit.com? 1800 

(12) If the attack vector was an attachment, did the agency perform forensics on 1801 
it? 1802 
(13) If not, was the e-mail and attachment provided to virus-submit.com? 1803 

(a) If yes: 1804 
i. Did the agency provide details about callback domains and IP addresses? 1805 
ii. Did the agency provided filename, file size, and MD5 or SHA information? 1806 
iii. If the user(s) clicked on the attachment: 1807 
iv. What files or objects were placed on the accessed host(s)?  1808 

(i) What is the file name?  1809 
(ii) What are the MD5 or SHA values? 1810 

b. Is this Focused Ops (FO) related?  1811 
(1) If yes,  1812 

(a) Agency may state this in initial submission. 1813 
(b) Use TOSS-IT to validate actor IP(s) 1814 
(c)  Do not rely on the IP address as the sole source for FO attribution. 1815 
(d) Focus on the domains. 1816 
(e) Use resources to search indicator.  Note: pay close attention to 1817 
classification markings. 1818 



55 
 

(f) Do not perform checks with open source tools (i.e. Google, Threat Expert, 1819 
Sophos, URL Void, etc.) for domains associated with FO related activity. 1820 
(g) Do NOT release indicator externally without approval. 1821 
(h) Use Remedy to determine if there are related tickets associated with the 1822 
incident.   1823 

(2) If no; 1824 
(a) Check open source reporting tools for additional thread information.  1825 
(b) Suggested tools include but not limited to the following: 1826 

i. Threat Expert (hxxp://www.threatexpert.com) 1827 
ii. iSight Partners (hxxps://portal.isightpartners.com/tfc/auth/logon) 1828 
iii. Sophos (hxxp://www.sophos.com/en-us/) 1829 
iv. URL-Void (http://www.urlvoid.com/). 1830 

(c) Use TOSS-IT to validate actor IP(s). 1831 
(d) Use Remedy to determine if there are related tickets associated with the 1832 
incident. 1833 

23. Send requests for additional or missing information utilizing e-mail function of 1834 
Remedy, to the reporting agency. 1835 
24. Next steps 1836 

a. If the above measures are complete and recorded in Remedy: Assign ticket to 1837 
Network Analysis. 1838 
b. If any of the following apply, close the event and notify partners: 1839 

(a) Numerous requests for updates or information or files 1840 
(b) Remained open more than 7 days, without an agency response 1841 

Category 6 - Investigation 1842 

25. This applies to events where a particular activity is suspected, but unconfirmed.  Once 1843 
the activity is confirmed, CAT-6 events are reassigned to the appropriate category above. 1844 
26. Sub-Categories: 1845 

a. Child Pornography.  A full legal definition can be found in the [national legislation], 1846 
but child pornography usually means any representation where children are used, or 1847 
appear to be used, to perform sexual or sexually enticing acts.  It must be remembered 1848 
that child pornography is not merely an extension of what we commonly understand to 1849 
be "adult pornography".  It is no less than a record of an assault on a child.  Child 1850 
pornography is illegal in most countries.  In Ireland, it is illegal for anyone to knowingly 1851 
produce, distribute, print, publish, import, export, sell, show or possess any child 1852 
pornography.  Policy violation once confirmed.    Note:  Requires notification to Law 1853 
Enforcement in addition to other actions. 1854 
b. Identity Theft - Identity theft is a crime in which an imposter obtains key pieces of 1855 
personal information, such as citizen identity number, passport number, social security 1856 
number or driver's license numbers, in order to impersonate someone else. The 1857 
information can be used to obtain credit, merchandise, and services in the name of the 1858 
victim, or to provide the thief with false credentials. In addition to running up debt, an 1859 
imposter might provide false identification to police, creating a criminal record or leaving 1860 
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outstanding arrest warrants for the person whose identity has been stolen. This may 1861 
change to unauthorised access, policy violation, or non-cyber once confirmed.  NOTE:  1862 
Requires notification to Law Enforcement in addition to other actions. 1863 
c. Non-Cyber - Applies to failure to protect or securely handle PII in hard copy (paper) 1864 
form. When confirmed, this remains CAT 6, as it is used only for up-channel reporting to 1865 
[responsible government department]. 1866 
d. Suspicious Network Activity 1867 
e. Suspicious System Activity 1868 
f. Unconfirmed Report - When related to cyber events and when accompanied with 1869 
actionable information.  A reported incident that cannot be substantiated (confirmed or 1870 
validated) by the agency, organization, or third party through normal investigative 1871 
procedures. 1872 
g. Unfounded - Placeholder used to account for reports which are found to be non-1873 
events. 1874 

27. Information Gathering 1875 
a. Questions that should be asked about the submitted summary 1876 

(1) What is the source (external) IP address of malicious actor(s). 1877 
(2) Is log data available to confirm or support activity? 1878 
(3) What are the suspected (but not verified) method of compromise and 1879 
compromise description?  1880 
(4) How many systems are involved or impacted? 1881 
(5) Were account credentials used in the suspected compromise? If so, what type? 1882 

(a) Local user? 1883 
(b) Domain user? 1884 
(c) Administrator? 1885 
(d) Service? 1886 

(6) Was the system breach used as a stepping stone to access additional systems 1887 
or hosts? 1888 
(7) What files or objects were placed on the accessed host(s)? 1889 

(a) What is the file name? 1890 
(b) What is the file size? 1891 
(c) What is the MD5 or SHA value? 1892 
(d) Copies submitted to virus-submit? 1893 

(8) Is this Focused Ops (FO) related? 1894 
(a) If yes: 1895 

i. Agency may state this in initial submission. 1896 
ii. Use TOSS-IT to validate actor IP(s). 1897 
iii. Do not rely on the IP address as the sole source for FO attribution. 1898 
iv. Focus on the domains. 1899 
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v. Use resources to search indicator.  Note: pay close attention to 1900 
classification markings. 1901 
vi. Do not perform checks with open source tools (i.e. Google, Threat Expert, 1902 
Sophos, URL Void, etc.) for domains associated with FO related activity. 1903 
vii. Do NOT release the indicator externally without approval. 1904 
viii. Use Remedy to determine if there are related tickets associated with 1905 
the incident. 1906 

(b) If no: 1907 
i. Check open source reporting tools for additional thread information.  1908 
ii. Suggested tools include but not limited to the following: 1909 

(i) Threat Expert (hxxp://www.threatexpert.com) 1910 
(ii) iSight Partners (hxxps://portal.isightpartners.com/tfc/auth/logon) 1911 
(iii) Sophos (hxxp://www.sophos.com/en-us/) 1912 
(iv) URL-Void (hxxp://www.urlvoid.com/). 1913 

iii. Use TOSS-IT to validate actor IP(s). 1914 
iv. Use Remedy to determine if there are related tickets associated with the 1915 
incident. 1916 

28. Missing Information 1917 
a. Send requests for additional or missing information to the reporting organisation, 1918 
using secure email or similar means. 1919 

29. Next steps 1920 
a. If the above measures are complete and recorded in Remedy, assign the ticket to for 1921 
network analysis. 1922 
b. If any of the following apply, close the event and notify partners: 1923 

(1) Numerous requests for updates or information or files. 1924 
(2) Remained open more than 7 days, without a response. 1925 

1926 
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Annex I – Operational (Node) & Strategic (Hub) Incident Handling 1927 
Checklist  1928 

[To be developed] 1929 
1930 
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Annex J – Strategic Critical Information Requirements 1931 
1. This list of Critical Information Requirements (CIRs) is for significant cyber and 1932 
communications incidents that require teams to evaluate relevant incidents for leadership 1933 
notification and (inter)national coordination with collaborative partner organisations. It is for 1934 
decision-making guidance and is neither comprehensive nor complete. Partners should 1935 
include: central, regional and local government organisations, as well as international and 1936 
national law enforcement, military, industry and government specialist organisations and 1937 
agencies, and international partners.   1938 

a. Cybersecurity CIRs – CSC  1939 
b. Communications CIRs – COM  1940 
c. Planning/Environment/Medical CIRs – PEM  1941 
d. General CIRs - GEN 1942 

 1943 

CIR CIR Description 
CSC.01  Any intentional network compromise across one or more critical networks to 

include cross domain solutions, impacting network and information assets 

CSC.02   Any intentional or unintentional significant disruption, degradation or threat to 
critical networks and systems 

CSC.03  Any intentional or unintentional degradation of Intrusion Detection Systems 
(IDS)/ Intrusion Prevention Systems (IPS) and/or Internet Access Points (IAP) 
(e.g. less than partial mission capable) at the local, regional, national and/or 
international level 

CSC.04  Confirmation of significant focused systematic or malicious cyber activity 
impacting any network operations, essential systems, and/ or critical systems.  

CSC.05  Confirmation of significant unmitigated cyber vulnerability that poses a threat to 
international, national or regional cyberspace activities 

CSC.06    Confirmed Root Level Access on multiple systems at partner entities; Public 
Key Infrastructure (PKI) compromise; cryptographic infrastructure compromise; 
and/or data integrity compromise at the regionally, nationally or internationally 

CSC.07  Incident of a successful or attempted installation of related malware on partner 
entity networks significantly impacting multiple partners, sectors, regions or 
nations. 

CSC.08    Incident of rapidly spreading malicious code impacting cyber, communications, 
and/or critical infrastructure and key resources (CIKR) across multiple partners, 
sectors, regions or nations. 

CSC.09    Any newly discovered, not yet publicly known, vulnerability that poses a threat 
to the nation or nations, with potential to impact cyber, communications, and 
critical infrastructure/key resources (CIKR) in multiple partners, sectors, regions 
or nations. 

CSC.10  Credible significant cyber threat against national and international cybersecurity 
organisations, national and international interests  

CSC.11   Successful DoS/DDoS attack, website defacement or an attack that is receiving 
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CIR CIR Description 
significant media interest against national security organisations and/or their 
partner entities. 

CSC.12  Any incident which affects or has the potential to cause a degradation of 
operations in industrial control systems (ICS) to include but not limited to 
supervisory control and data acquisition (SCADA) computer systems that 
monitor and control processes throughout CIKR.   

CSC.13  Any major cyber incident or attack involving a well known corporation or service 
providing entity that could generate public concern or escalate as a result of 
significant media coverage or service interruption.   

CSC.14  A cyber or non-cyber event that affects a critical infrastructure asset(s) or 
newsworthy reports that do not meet other CIR thresholds (e.g. unconfirmed 
zero-day, political upheaval/ unrest). Cyber impact is not immediate, but the 
event could pose a cyber impact and / or threat.   

CSC.15  Successful compromise of any national leader’s website or account.  

CSC.16  Any unclassified network compromise across multiple organizations in the same 
critical information and key resources (CIKR) Sector which causes a major 
degradation of operations.   

CSC.17  Physical incident, usually involving crisis management, which affects or has the 
potential to cause a degradation of critical cyber operations threatening public 
safety, mission of any government entity (government civilian and military; 
region, state, local, territorial and foreign which include Cyber Security 
Operations Centres (CSOCs),  Information Sharing & Analysis Centres (ISACs), 
regional fusion centres and/or CIKR across multiple partners, sectors, regions 
and/or nations (i.e. hurricane, earthquake, terrorist attack, etc…).  

COM.01  Any intentional degradation and/or loss of redundancy to national security 
communications capabilities due to cyber and/or communications impact. 

COM.02  Any intentional degradation of special interest communication capability at the 
sector, regional and/or national level. 

COM.03  Any intentional degradation in National Security/Emergency Preparedness 
telecommunications at the sector, regional, national and/or international level. 

COM.05 Application/enterprise service outage of any type with significant operational and 
mission impact at the sector, regional, national and/or international level 
reported by partner entities.  

COM.06  Intentional satellite communications, or undersea cabling degradation 
significantly impacting CIKR at the sector, regional, national, and/or international 
level. 

COM.07  Service outage impacting principals: national leader, national internal security 
leader, CSOC, ISAC, or regional fusion centres within the next 72 hours.  

COM.08  Significant impacts (kinetic/non-kinetic) to CSOC, ISAC, and/or regional fusion 
centre which degrades the ability to conduct their mission, to include the nation 
CCSA Hub and /or its components.  

COM.09  Any unintentional degradation and/or loss of redundancy to national security 
capabilities due to cyber and/or communications impact.  
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CIR CIR Description 
COM.10  Any unintentional degradation in special interest communication capability  at 

the Sector, Regional and/or National level.  

COM.11  Any unintentional degradation in National Security/Emergency Preparedness 
telecommunications at the sector, regional and/or national level. 

COM.12  Any unintentional major communications outage at the Sector, Regional, and/or 
National level with significant mission impact reported by CSOCs, ISACs, State 
Fusion Centres, and/or a Private Sector Cybersecurity Centres. 

COM.13  Unintentional satellite communications, or undersea cabling degradation 
significantly impacting CIKR at the Sector, Regional, National, and/or 
international level. 

PEM.01  CS&C personnel involved in a severe incident resulting in admittance to a 
hospital, serious injury or death.  

PEM.02    Initiation of crisis management, emergency services and first responders at 
regional operations centres, CSOCs, ISACs, and/or regional fusion centres. 

PEM.03  Initiation of national security on-site cyber or communications assistance 
request.  

PEM.04  National security partner entity’s exercise(s) with potential for increased 
adversary interest and/or activity.  

PEM.05  National security partner entity’s operation(s) with potential for increased 
adversary interest and/or activity.  

PEM.06   Declaration/Designation of an event as a National Security Special Event 
(NSSE) (or international event sponsored by two or more nations, or with 
significant multinational representation).  

PEM.07 Increase or decrease in national business continuity levels. 

PEM.08 Activation of partner or department, agency or military defence plans, national 
security plans, emergency requirements to support CIKR, or when a government 
organisation takes emergency action to defend itself from a cyber attack (such 
as isolating networks from the internet).  

GEN.01   Any major or short-notice order/directive/regulatory bulletin and/or change in 
cyber operation missions affecting current and/or on-going named operations.  

GEN.02   Facilities availability and/or capability change (government and/or private Sector) 
that impact national and international CCSA and cybersecurity decision making 
organisations and /or their components operations to include loss of power in 
key CCSA organisations, hubs, nodes, CERTs, NOC or SOC.  

GEN.03 Report of a successful or attempted terrorist attack in one or more countries  

GEN.04 Any media or open-source reporting activity with the potential to impact 
cyberspace and  (organisations and/or partners) operations and/or damage a 
nation’s cyberspace credibility. 

GEN.05 Report of a successful or attempted weapons of mass destruction attack 
worldwide.  

GEN.06 Report of a significant catastrophic man-made or natural disaster in a nation or 
worldwide.  
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CIR CIR Description 
GEN.07  A 50% or more reduction in a nation’s or industry sector’s cyberspace sensor 

network. 

GEN.08  Activation of [major contingency] Plans.  

 1944 
1945 



63 
 

Annex K – Tactical Priority Information Requirements22 1946 
1. As introduced in the “Information Release – Traffic Light Protocol (TLP)” section 1947 
(earlier), The TLP can be used in conjunction with information classification models, such 1948 
as the Priority Information Requirements (PIRs) to relate kinds of information to releasability 1949 
and to access control.  The US CERT published PIRs are described here: 1950 

PIR PIR Description 
PIR 1  Successful compromise of account or network. 

PIR 2  Successful exfiltration of data. 

PIR 3  Successful SQL injection. 

PIR 4  Successful root compromise of network. 

PIR 5  Successful compromise of any national leadership (president or prime minister) 
website or account. 

PIR 6  Success denial-of-service (natural or manmade) of any department, agency or 
critical government or industry asset, to include major infrastructure of any 
foreign government.  

PIR 7  Newly discovered malware affecting three or more departments, agencies or 
major government or industry organisations. 

PIR 8  Confirmed Zero Day exploit. 

PIR 9  A 100% or significant increase in incident reports from departments, agencies or 
key government or industry organisations, when compared to the average 
number of reported incidents.  (Take into consideration the value of the average 
number). 

PIR 10  Web defacement of departments, agencies or major government or industry 
organisations. 

PIR 11  Malware impacting at least 50 workstations. 

PIR 12  Confirmed loss of cyber PII (Personal Identity Information) data for at least 5,000 
individuals  

PIR 13  Loss of power in any Node, Hub, CERT, CSIRT or major cyber defence 
organisation. 

PIR14  Nuclear, biological, chemical or any other attack to any government department, 
agency or major organisation’s asset.  

PIR 15  Email from adversarial foreign governments or entity. (Advice from Hub required 
for before responding).    

1951 

                                                                                                                                                  
22 Based on US CERT Priority Information Requirements 
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Annex L – Generic Report Format for Information Sharing 1952 
 1953 
Messages shared during an incident:  1954 

 1955 
From: 1956 
To: 1957 
DTG: 1958 
Location/Nation: 1959 
 1960 
Description of incident: 1961 
 1962 
 1963 
Consequences: 1964 
 1965 
 1966 
Required action: 1967 
Acknowledge: 1968 

Name: 1969 
Position: 1970 
Organization: 1971 

Authentication:  (Formulating Official) 1972 
1973 
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Annex M – Types of Information 1974 
1. A wide range of cyber SA information is required, covering three major information 1975 
components: 1976 

a. How to build and govern a cyber defence community (stakeholder, risks, selection), 1977 
b. How to ensure normal operation of cyberspace and prevent disruption, 1978 
c. How to detect and manage incidents across the community and beyond. 1979 

2. Information relevant to normal operation and resilience include: 1980 
a. Security Quality Management: 1981 

(1) Methodology for enhancing cyber-resilience. 1982 
(2) Business continuity and disaster recovery. 1983 
(3) Security consulting reports. 1984 
(4) Awareness building. 1985 
(5) Education and training. 1986 
(6) Product evaluation / certification. 1987 
(7) Lessons Learned. 1988 
(8) Management and Structure of information sharing. 1989 

3. Prediction: Most information sharing participants would like to have predictions for 1990 
their networks based on a mixture of current knowledge, historical analysis, trend 1991 
monitoring and early warnings: “When are incidents likely or about to occur?” 1992 
4. Some information might be based on best practice and lesson-learning of activities in 1993 
the cyberspace domain, by:  1994 

a. Longer-term trend analysis of cyber threats (Identify developing trends; 1995 
Drivers/motivating factors; Evolution),  1996 
b. Analysis of global threat trends 1997 
c. Experiences of allies and partners 1998 

5. Detection and management of incidents:  1999 
a. Alerts on threats: 2000 

(1) Incidents, product technical vulnerabilities and risks, protocol vulnerabilities, 2001 
network intrusion information, probing attacks and network configuration issues that 2002 
can be undisclosed or unpatched, contingency planning. 2003 
(2) Alerts, descriptions and analysis of current cyber threats, enriched by global 2004 
data. 2005 
(3) Regular and reactive threat reporting.  2006 
(4) Information on single points of failure, dependencies, crisis management 2007 
arrangements, incidents, exercises, etc. 2008 

b. Proactive (Push) information: 2009 
(1) Security-related information dissemination. 2010 
(2) Announcements on all sorts related to Cyber Security. 2011 
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(3) Trends / Early Warning. 2012 
(4) Security audits and assessments, including analysis of malicious activity 2013 
(malicious identities, assumed intent of the attacker, etc.) 2014 
(5) Advices 2015 

(a) Technology Watch. 2016 
(b) Legal developments. 2017 
(c) Configuration and maintenance security. 2018 
(d) Development of security tools. 2019 
(e) Intrusion detection services. 2020 
(f) Vulnerability assessment and handling. 2021 
(g) Vulnerability response and mitigation. 2022 
(h) Management Information. 2023 
(i) Best Practices and Processes. 2024 

c. Reactive / During Incident (Pull) information: 2025 
(1) Automated CERT surveillance system exchange mechanism, monitoring activity 2026 
24 hours a day. 2027 
(2) Alerts and warnings. 2028 
(3) Triage (the action of gathering all the incidents and prioritize them to ensure the 2029 
most relevant are disseminated). 2030 
(4) Incident handling.  2031 
(5) Incident analysis: Incident response support and coordination (begin System 2032 
Recovery). 2033 
(6) Incident response on site (takedown, for example) and notification 2034 
(7) Lessons Learned. 2035 
(8) Impact Analysis. 2036 

d. Artefact Handling (Proactive): Digital Artefacts are described as an anomaly 2037 
introduced into digital signals as a result of digital processing (e.g. malware changing 2038 
the code of a system program). One of many kinds of tangible by-products (secondary 2039 
products) produced during the development of software. 2040 

(1) Artefact analysis and handling. 2041 
(2) Artefact response coordination. 2042 
(3) Lessons Learned. 2043 
 2044 
 2045 

2046 
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Annex N – International Standards 2047 
6. The use of international standards is vital to interoperability and re-use. Here is a 2048 
selection of major international standards relevant to CCSA.  Note that a number of new 2049 
ISO/IEC standards  2050 

International Standards Organisation/International Electrotechnical 2051 
Commission (ISO/IEC) 2052 

Reference Title 

ISO/IEC 27000 Information technology – Security techniques – Information security 
management systems – Overview and vocabulary 

ISO/IEC 27001 Information technology – Security techniques – Information security 
management systems – Requirements 

ISO/IEC 27002 Information technology – Security techniques – Code of practice for 
information security management 

ISO/IEC 27003 Information technology – Security techniques – Information security 
management system implementation guidance 

ISO/IEC 27010 Information technology – Security techniques – Information security 
management for inter- sector communications 

ISO/IEC 27005 Information technology – Security techniques – Information security risk 
management 

ISO/IEC 16085 Systems and software engineering – Life cycle processes – Risk 
management 

ISO/IEC 15408 Information technology – Security techniques – Evaluation criteria for IT 
security 

ISO/IEC 18045 Information technology – Security techniques – Methodology for IT 
security evaluation 

ISO/IEC TR 
19791 

Information technology – Security techniques – Security assessment of 
operational systems 

ISO/IEC TR 
15443 

Information technology – Security techniques – A framework for IT 
Security assurance 

ISO/IEC 15026 Systems and software engineering – Systems and software assurance 

ISO/IEC 12207 Systems and software engineering – Software life cycle processes 

ISO/IEC 14764 Software Engineering – Software Life Cycle Processes – Maintenance 
ISO/IEC 15288 Systems and software engineering – System life cycle processes 

ISO/IEC 23026 Software Engineering – Recommended Practice for the Internet – Web 
Site Engineering, Web Site Management, and Web Site Life Cycle 

ISO/IEC 42010 Systems and software engineering – Architecture description 
ISO/IEC TR 
14516 

Information technology – Security techniques – Guidelines for the use and 
management of Trusted Third Party services 

ISO/IEC 15945 Information technology – Security techniques – Specification of TTP 



68 
 

services to support the application of digital signatures 
ISO/IEC 18028 Information technology – Security techniques – IT network security 

ISO/IEC 18043 Information technology – Security techniques – Selection, deployment 
and operations of intrusion detection systems 

ISO/IEC 27033 Information technology – Security techniques – Network security 

ISO/IEC 27034 Information technology – Security techniques – Guidelines for application 
security 

ISO/IEC TR 
18044 

Information technology – Security techniques – Information security 
incident management 

ISO/IEC 24762 Information technology – Security techniques – Guidelines for information 
and communications technology disaster recovery services 

ISO/IEC 27031 Information technology – Security techniques – Guidelines for ICT 
readiness for business continuity 

ISO/IEC 27032 Information technology – Security techniques – Guidelines for 
cybersecurity 

ISO/IEC 27035 Information technology – Security techniques – Information security 
incident management 

ISO/IEC 24760 Information technology – Security techniques – A framework for identity 
management 

ISO/IEC 19770 Information technology – Software asset management 

ISO/IEC 20000 Information technology – Service management 
ISO/IEC 29100 Privacy framework 

ISO/IEC 29101 Privacy reference architecture 

ISO/IEC 29115 Entity authentication assurance framework  

ISO/IEC 29146 A framework for access management 

ISO/IEC 29191 Proposal on requirements on relative anonymity with identity escrow 
model for authentication and authorization using group signatures 

ISO/IEC 24760  A framework for identity management Part 1: Terminology and concepts 

ISO/IEC 24760 A Framework for Identity Management Part 2: Reference architecture and 
requirements 

ISO/IEC 24760  A Framework for Identity Management Part 3: Practice 

ISO/IEC 24761  Authentication context for biometrics 

ISO/IEC 29003  Identity Proofing of Persons, Organisations, Devices and Software 

International Telecommunications Union – Technical (ITU-T) 2053 

Reference Title 

ITU-T X.1200 – 
X.1299 Series 

Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Cyberspace security 

ITU-T X.1205 Series X: Data Networks, Open System Communications and Security, 
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Telecommunication Security – Overview of Cybersecurity 

ITU-T X.1206 
Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – A vendor-neutral framework for automatic 
notification of security related information and dissemination of updates 

ITU-T X.1207 

Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Guidelines for Telecommunication Service 
Providers for Addressing the Risk of Spyware and Potentially Unwanted 
Software 

ITU-T X.1231 Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Technical strategies for countering spam 

ITU-T X.1240 
Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Technologies involved in countering e-mail 
spam 

ITU-T X.1241 
Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Technical framework for countering email 
spam 

ITU-T X.1244 
Series X: Data Networks, Open System Communications and Security, 
Telecommunication Security – Overall aspects of countering spam in 
IP-based multimedia applications 

ITU-T X.1500 –
X.1598 Series 
(CYBEX) 

Series X: Data networks, Open System Communications and Security – 
Cybersecurity Information Exchange 

Trusted Computing Group (TCG) 2054 

Reference Title 

TCG XXX Trusted Platform Specifications 1.2 

TCG XXX Trusted Platform Specifications 2.0 

Internet Engineering Task Force (IETF) 2055 

Reference Title 

IETF XXX To follow 

IETF XXX To follow 

 2056 
  2057 

2058 
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Annex O - Glossary 2059 
 2060 

AAA Authentication, Authorisation, Accountability 
Anonymisation Techniques to convert personal/organisational data into a form that is no 

longer identifiable 
CAI Confidentiality, Availability and Integrity 
CAP Common Alerting Protocol 
CCIP Common Cyber Intelligence Picture 
CCSA Collaborative Cyber Situational Awareness 
CERTs Computer Emergency Response Teams 
CIRCs Computer Information and Resource Centres 
CNI Critical National Infrastructure 
CSIRTs Computer Security Incident Response Teams 
CSOM Controls for Security Operations Management 
CSP Credential Service Provider 
Cyber SA Cyber Situational Awareness 
EAL Evaluation Assurance Level 
EDXL Emergency Data Exchange Language 
ENISA European Network and Information Security Agency 
EC European Commission 
EU European Union 
EUROPOL European law enforcement agency 
Federation Shared use of common policies, procedures and mechanisms, which are 

based on international standards. 
FII Fundamental Information Infrastructure 
GC Global Commons 
IDP Identity Providers 
IEC International Electrotechnical Commission 
IETF Internet Engineering Task Force 
IODEF Incident Object Description Exchange Format 
IPVP Identity Proofing & Verification Provider 
ISA Information Sharing Agreement 
ISF Information Sharing Framework 
ISO International Organisation for Standardization 
ISP Internet Service Provider 
ITU International Telecommunications Union 
JP Joint Publication 
LoA Level of Assurance 
LOE Limited Objective Experiment 
MNE 7 Multinational Experiment 7 
NATO North Atlantic Treaty Organisation 
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NIST National Institute of Standards and Technology 
OASIS Organization for the Advancement of Structured Information Standards 
OMB Office of Management and Budget 
PIR Priority Information Requirements 
PKI Public Key Infrastructure 
RID Real-time Inter-network Defence 
RSS Really Simple Syndication 
SA Situational Awareness 
SANS CAG3 The SANS Institute is a private US company that specializes in internet 

security training. Twenty Critical Security Controls for Effective Cyber 
Defence (commonly called the Consensus Audit Guidelines or CAG) 

SCI Structured Cybersecurity Information 
SP Special Publication 
T&V Cyber Threats and Vulnerabilities 
TLP Traffic Light Protocol 
TTP Trusted Third Party 
UK United Kingdom 
WARPs Warning, Advice and Reporting Points 
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